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Best Practices Spotlight: Strengthening Cybersecurity Partnerships

Upcoming Meetings
October 20, 2015
3pm EST
Full Membership
Meeting
November 17, 2015
3pm EST
Executive Committee
Meeting
December 15, 2015
Full Membership
Meeting

The Federal Business Council (FBC) is taking an active role in
the RC3 as a newly-added subject matter expert organization
by contributing knowledge about critical infrastructure issues,
including cybersecurity. FBC works with a variety of agencies
(including within the U.S. intelligence community and Departments of Defense, Energy, Homeland Security, and State) to
produce training, policy dialog, industry/government connections, and Federal program support for missions ranging from
cybersecurity to threat intelligence information sharing. By acting as a neutral convening
organization for government and private sector partners, FBC enables informationsharing and networking opportunities for the development of human and technological
cyber solutions. The following two examples highlight FBC’s work to manage the nexus
between government and industry on cybersecurity issues:


*If you are not on the
invite list, email sector.partnership@hq.dhs.
gov.



CyberMaryland: This annual, two-day conference presented by FBC in conjunction
with academia, government, and private sector organizations, has a proven record of
successfully facilitating the strengthening of cybersecurity partnerships. As a hallmark of its success, other public-private cybersecurity groups have adopted the
CyberMaryland Conference methodology to build cyber partnerships in their own
jurisdictions. Example events include CyberTexas (April 2015, Texas), the Cyber
Security Training & Technology Forum (August 2015, Colorado), and the National
Initiative for Cybersecurity Education Conference (November 2015, California).
National Cyber Education Map: FBC collaborated with LifeJourney and a large
group of education partners to develop this accessible, national Web-based mapping
tool of cybersecurity company information; connecting people with cybersecurity
companies, advisors, and technological solutions and serving as a go-to source for
cyber solutions.

FBC summarized these best practices during a recent Region III Public-Private Partnerships Virtual Roundtable hosted by the RC3 and the State, Local, Tribal, and Territorial
Government Coordinating Council (SLTTGCC). The Virtual Roundtable was conducted
as part of the Regional Overview of Critical Infrastructure Programs, a collaborative project between the RC3 and the SLTTGCC. The project will continue to showcase publicprivate partnership critical infrastructure partnership best practices. Make sure to read
future newsletters for more valuable information from FBC and other RC3 partners.

Wildfires Increasing in Size and Duration
Wildfire risk is increasing over time, particularly in California and Oregon.
Wildfires have burned more than eight million acres in the U.S. this year. Wildfires are 1

ISSUE
Regional
Consortium
Coordinating
Council
Regional
Consortium
Coordinating Council
Newsletter
Newsletter

05

September
2015

RC3

not increasing in number, but they are increasing in size. From the 1990s to the
2000s, the average size of a wildfire doubled from 44 acres to 88 acres. They
are also burning twice as long. Wildfires pose an increasing threat to people and
infrastructure. Between 2000 and 2013, 127 urban areas have been threatened
by large wildfires. Homes built in the Wildland Urban Interface (WUI), the
zone of transition between unoccupied land and human development, face the
greatest risk. Since 1990, the WUI has grown by two million acres per year, an
area larger than Delaware. During that same time, 60% of new homes have
been built in the WUI. By 2013, there were 46 million homes, 40% of all homes
in the United States, located in the WUI. Washington, Oregon, California and 2013 fire in Hidden Valley, CA.
Colorado represent 67% of the developed WUI. This has resulted in a dramatic
increase in the number of structures destroyed by wildfires, from just over 200 AP Photo/Los Angeles Times, Mel Melcon
buildings in the 1960s to more than 5,000 in 2011 and 2012. An average fire
season is now 78 days longer than in 1970.

California Wildfires
This year’s wildfire season is among the most active and costliest on record, exacerbated by hot weather, drought
conditions and high winds. California is entering peak fire season, which typically lasts until the arrival of winter
precipitation in November.
California declared a state of emergency in Lake and Napa counties on last
week due to raging wildland fires. This year’s wildfire season is among the
most active and costliest on record, destroying hundreds of structures and
displacing thousands of people. California faced about 4,500 wildfires last
year, but there have already been at least 6,000 fires in 2015. California is
just now entering the peak part of fire season, typically September through
October. The U.S. Forest Service has spent $1.31 billion fighting fires in
2015, close to an all-time record. During the past 10 years, the Forest Service has spent $1.13 billion on average annually to fight wildfires. That
amount does not include local or state costs. California, for example, spends Ruins of home burned by Valley Fire in CA.
over a quarter of a billion dollars each year to fight fires and has already
Photo by David McNew/Getty Images
spent more than $205 million just since July 1. Wildfires are taking a toll on
air quality, exacerbating public health problems such as asthma in parts of the state like Fresno County. Fire seasons
are also persisting 78 days longer than they were 40 years ago.

Revised Atlantic Hurricane Season Forecast
Hurricane researchers further lower risk of major hurricane this season, while raining the likelihood that El Niño
conditions will continue through the winter months in California.
The NOAA Climate Prediction Center’s updated 2015 Atlantic Hurricane Season Outlook puts the chance of a belownormal hurricane season at 90%. A below-normal season is now even more likely than NOAA forecasters predicted
2
in May, when the likelihood of a below-normal season was 70%. Also, according to NOAA, there is now a 70%
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chance that there will be between 6-10 named storms this season with 1-4 of
them becoming hurricanes and only
0-1 of them becoming a major hurricane (Category 3+). Importantly, the forecast does not entirely rule out the
risk of a powerful storm. In 1992, which was a below-normal season, Hurricane Andrew, a Category 5 storm, made landfall in south Florida and southcentral Louisiana, killing 23 people in the United States and causing $26 billion in damage. The 90% probability of a below-normal season is the highest
confidence level given by NOAA since seasonal hurricane outlooks began in
1998. Two tropical storms have already struck the United States this year.
The Atlantic hurricane season runs from June 1 through November 30.
Separately, NOAA raised the likelihood to greater than 90% that El Niño conditions will continue at least through
California’s winter months. That suggests that California will receive heavier winter precipitation than normal. During the strong El Niño event in 1997-1998, Southern California received double the annual rainfall and the Sierra Nevada built up double the snowpack, the latter of which is an essential source of precipitation for California’s water
supply. This year’s El Niño event could be even stronger than the one in 1997-1998. While an increase in precipitation would help to alleviate California’s historic drought, it may also increase the risk for natural disasters such as
flooding and mudslides. For comparison, during the 1997-1998 El Niño event, winter flooding and mudslides in California caused 17 deaths and approximately $550 million in damage to the state—with 35 California counties declared
federal disaster areas.

Flooding Becoming More Severe Along the U.S. Coastlines
New study finds U.S. coastline at growing risk of severe flooding due to compounded effects of storm surges and
heavy precipitation.
Climate scientists have found that the risk of severe flooding is increasing along U.S.
coastlines due to “compound flooding,” or the simultaneous occurrence of storm
surges and heavy precipitation. With nearly 40% of the U.S. population living along
a coastline, storm surge effects combined with runoff due to heavy precipitation are
having a multiplier effect, causing increasingly greater impact to built-up coastal infrastructure. These shifting patterns make infrastructure damage more likely, including flooded transportation systems, washed out roads and bridges, power grid failures and public health concerns due to overflowing wastewater systems. The study
determined that New York’s risk of flooding has doubled over the past 60 years due
to these factors increasingly co-occurring. Further, the researchers identified San
Coastal flooding in Texas.
Francisco, Boston, Tampa, Houston, San Diego and Los Angeles as experiencing a
Picture www.srh.noaa.gov
similar shift toward storm surge weather patterns that also favor high precipitation.

Training: Emergency Management Institute Offers Free Online Preparedness Courses
National Preparedness Month serves as a reminder that we all must take action to prepare, now and throughout the
year, for the types of emergencies that could affect us where we live, work, and also where we visit. FEMA's Emergency Management Institute (EMI) is the emergency management community’s flagship training institution who pro-3
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vides training to federal, state, local, tribal, territorial,
volunteer, public, and private sector officials to strengthen emergency management core competencies for professional, career-long training.
EMI’s Curriculum Standards and Instructional Technology Branch manages the Independent Study Program (ISP), which offers free training to the nation’s emergency management community and to the general public. It serves as an alternative means to deliver valuable training to professionals and to the volunteer emergency management community. It helps to improve public awareness and to promote
disaster preparedness to the public. The ISP offers 200 training courses, including courses on preparedness for hurricanes and other disasters, that can help prepare emergency managers and the public for the hazards identified during
National Preparedness Month:
Are You Ready? An In-Depth Guide to Citizen Preparedness—This course helps citizens to learn how to
protect themselves and their families against all types of hazards. It can be used as a reference or as a step-bystep-basic manual for how to develop, practice, and maintain emergency plans that reflect what must be done
before, during, and after a disaster to protect people and property. More information.
Integrated Public Alert and Warning System (IPAWS) for Public Safety Officials—This course provides
basic information on the Integrated Public Alert and Warning System (IPAWS). It provides authorized public
safety officials with increased awareness of the benefits of using IPAWS for public warnings, such as how to
develop more effective warning messages. More information.
Anticipating Hazardous Weather and Community Risk, 2nd Edition—This course provides background
information about weather, natural hazards, and preparedness for emergency managers and community partners. It offers web-based content based on the multi-day Hazardous Weather and Flood Preparedness course
offered by FEMA and the National Weather Service. The training includes weather basics, weather forecasting, threat analysis and hazard planning, and warning information. More information.
Community Hurricane Preparedness—This course provides basic information to people about how hurricanes form; the hazards they pose, how the National Weather Service forecasts future hurricane behavior; and
what tools and guiding principles can help emergency managers prepare their communities. More information.
Community Preparedness: Implementing Simple Activities for Everyone—Community members are important in the nation’s preparedness and resilience. This course presents a model program for community preparedness. It includes 16 preparedness modules ranging from 20 to 90 minutes that can be delivered to community groups in English and in Spanish. It provides information on developing a communications plan, creating a low-cost disaster kit, establishing a support network, planning for and practicing an evacuation, and
planning for recovery from a disaster. More information.
To get a complete listing of courses, visit http://www.training.fema.gov/is/crslist.aspx. All are offered free of charge
to those who enroll. For more information on National Preparedness Month, visit www.ready.gov/september. 4
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Upcoming Events

JCIP Webinar: Identification of Cyber Threats and Hazards
Join DHS/Office of Infrastructure Protection and partners in state/local
government and private industry on Tuesday, September 22 at 1:30 p.m.
Eastern Time for a Joint Critical Infrastructure Partnership (JCIP) webinar on “Identification of Cyber Threats and Hazards”. Register Here. For
further information or if you have any questions, email: Sector.Partnership@hq.dhs.gov or call Evan Albert at 703-603-5247.
2015 NY Metro Joint Cyber Security Conference & Workshop (New York)
The New York Metro Joint Cyber Security Conference is a collaborative event cooperatively developed, organized and sponsored by the leading information security industry organizations and chapters. Driven by the collaboration between members of the coalition, the strength of organizational membership, the provision of
desirable CPE credits and the concurrence of National Cyber Security Awareness
Month, the NYMJCSC promises -- once again -- to be a well-attended by members
of the information technology, information security, audit, academic, and business communities.




Tuesday, October 13—Pre-Conference Workshop—For 2015, NYMJCSC is offering a pre-conference workshop
featuring four in-depth full-day hands-on classroom-style educational courses to expand your knowledge and foster security discussions. Seating is limited to 120 (30 per class). Certain classes are hands-on and require BYOD.
Register Here.
Wednesday, October 14—Conference—The conference is hosted at the Microsoft Technology Center, 11 Times
Square in NYC and will be opened with a keynote address by Tim Rains, Microsoft’s Chief Security Advisor for
WW Cybersecurity & Data Protection, followed with a keynote by Ron Ross, Fellow at the National Institute of
Standards and Technology (NIST). In addition to the 2 keynotes, the agenda offers 16 sessions over 4 topic tracks,
as well as a CISO panel. Find out more about our speakers here. Seating is limited to 300 attendees (all sessions
are general admission). Register Here.

If you have any questions, please feel free to contact info@nymjcsc.org.
Beyond the Border 2015 Joint Canadian/United States Exercise (New York)
On February 4, 2011 the Prime Minister of Canada and President of the United States issued Beyond the Border: A
Shared Vision for Perimeter Security and Economic Competitiveness. The declaration established a new long-term
partnership to support our common values, our steadfast friendship, the deep links between our citizens and our deeply rooted ties. Recognizing that our mutual strength, democracy and prosperity is built upon the extensive mobility of

5
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people, goods, capital, and information, Beyond the Border promotes partnership as the hallmark for achieving new
heights in economic competitiveness, job creation, and prosperity between Canada and the United States. The October 22 exercise will give participants a greater understanding of the resources and response capabilities needed in the
event of a major disaster and commercial supply chain interruption. (Flyer)
The exercise will be a three-hour discussion-based Table-Top Exercise that will be divided into three separate
breakout sessions, each led by experienced facilitators. The scenario is “a large commercial vessel grounds in the
Saint Lawrence River threatening the marine environment and closing the waterway to all commercial traffic”. The
breakout sessions include: 1) Grounding & Marine Transportation Recovery, 2) Terrorist Threat & Port Security Resiliency, 3) Commercial Stakeholders. At the conclusion of the breakout sessions a hotwash session will be conducted
to capture player impressions and best practice recommendations for future improvements.
To attend as an observer, player, or for more information please contact: Ms. Faith Schultz, Faith.L.Schultz@uscg.mil
or 216-902-6132.
Save-the Date: Fifth Annual Building Resilience through Public-Private Partnerships Conference: “The Way
Forward”
Join in a national dialogue among experts and practitioners from across the homeland security enterprise. Take part in
interactive discussions to share and learn how communities around the country are applying lessons learned from past
disasters to improve future planning. Explore the important roles of technology, philanthropy, and academia in driving resilience and innovation. Don’t miss this opportunity to connect and collaborate with colleagues from the public
and private sectors and strengthen efforts to make our communities more resilient. Registration information and other
conference details coming soon.


Share Your Story - Do you have a story to share? We want to highlight your achievements in building resilience
through public-private partnerships over the past year. Please send your success stories to PPPConference@hq.dhs.gov by October 31, 2015.

Sponsored this year by the Federal Emergency Management Agency, in partnership with the U.S. Department of
Homeland Security through the National Protection and Programs Directorate and Private Sector Office, and North
American Aerospace Defense Command and United States Northern Command.

Regional Overview of Critical Infrastructure Programs Project
We are looking for public-private partnership critical infrastructure programs to participate in the Regional Overview of Critical
Infrastructure Programs Project. For more information read our
project fact sheet.
The State, Local, Tribal, and Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council (RC3) are collaborating on a project to document
6
the current state of the critical infrastructure mission implementa-
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tion across the Nation. The Regional Overview of Critical Infrastructure Programs project summarizes SLTT and
public-private partnership critical infrastructure programs’ operational and budgetary changes over time; details how
programs implementing critical infrastructure activities; and facilitates that sharing of information and best practices.
How can you participate? The RC3 and SLTTGCC are sponsoring two easy mechanisms to engage with the Councils and other critical infrastructure professionals to discuss and highlight critical infrastructure security and resilience
issues and activities.




Program/Partnership Questionnaire: All partnerships are encouraged to complete a brief questionnaire to
quickly and easily provide general information about partnership development, critical infrastructure activities,
and needs and challenges. The details provided will help the councils to develop content for future Webinars and
examine changes in partnership development and critical infrastructure mission implementation over time.
Virtual Roundtables: All partnerships and their members/partners are encouraged to participate in a Virtual
Roundtable. The RC3 will be sponsoring roundtables for partnerships throughout 2015 to discuss critical infrastructure partnership development, activities, challenges, and best practices on topics such as information sharing,
cybersecurity, and Federal program integration. The RC3 website will announce the dates of the roundtables as
they are scheduled. The SLTTGCC is sponsoring similar webinars for SLTT critical infrastructure professionals.
Conducted via webinar with 10-15 participants, the roundtables enable critical infrastructure professionals to network with their peers and help the Councils gather input needed for the project.

In addition to facilitating discussion among critical infrastructure professionals, the Councils will issue a Region
Snapshot for each region to serve as an overview of the region’s critical infrastructure programs and partnerships, focus areas, best practices, and needs summary. The following is the list of completed Region Snapshots:
 Region Snapshot: Regions 1 and II (June 2015)
 Region Snapshot: Region 5 (July 2015)
 Region Snapshot: Region 3 (August 2015)
For more information visit this site and to participate, please contact sector.partnership@hq.dhs.gov.

Connect with Us and Be Social
The RC3 is looking for membership engagement and would like to hear from you! If you have ideas for our membership webinars, newsletter articles, blog stories...please send them to our Communications Chair, Erica Wirtz. If you
would like to join our distribution list, email Secretariat Support.
Visit our website
Read our blog
Join us on LinkedIn
Like us on Facebook
Follow us on Twitter
7

