
 

 

 

The Partnership Quarterly includes critical infrastructure security and resilience articles, highlights 
cross-sector initiatives, and identifies training and exercise opportunities, new tools and resources.  

We want to hear from you! Please send your story ideas or event content to 
Sector.Partnership@hq.dhs.gov with “The Partnership Quarterly” in the email subject line. We hope 
that you will find The Partnership Quarterly useful, informative and a means of sharing and 
communicating your activities to the larger critical infrastructure community. 
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Message from the Assistant Secretary, 
Office of Infrastructure Protection  

On the heels of a successful 4th Annual Building Resilience through Public-Private Partnership 
Conference last week at the U.S. Chamber of Commerce in Washington, D.C., I’m excited to share 
information about the upcoming Critical Infrastructure Security and Resilience Month. Throughout 
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November, we take the opportunity to highlight partnership engagements with private sector 
stakeholders, as well as Federal, State, local, territorial, and tribal governments to work in closing 
gaps in our security programs and promoting collaboration at all levels.   

Throughout November, we take the opportunity to highlight partnership engagements with private 
sector stakeholders, as well as Federal, State, local, territorial, and tribal governments to work in 
closing gaps in our security programs and promoting collaboration at all levels.   

As we approach November, I invite you to visit our DHS webpage for more information about the 
awareness month. The site allows you to download a toolkit to get ideas and information you can use 
to help us spread the word about the importance of infrastructure resiliency. The toolkit contains ideas 
on how to engage public and private partners, frequently asked questions, and social media 
resources. In addition, the toolkit provides templates for written documents such as a press release, 
blog, newsletter articles, and proclamations.   

Thank you in advance for continuing to work in partnership with DHS. Together we continue to place 
strong emphasis on managing risks to critical infrastructure by preparing for all hazards, including 
natural and manmade incidents and events, reinforcing the resilience of our assets and networks, and 
staying ever-vigilant and informed. As critical infrastructure becomes more and more interconnected 
via cyber-networks, Critical Infrastructure Security and Resilience Month relays the importance of 
both the physical and cyber aspects of critical infrastructure as a national priority in building a more 
resilient Nation.  

Let me also take a moment and remind you that October is National Cyber Security Awareness 
Month! In case you missed it, check out the blog post from Deputy Under Secretary Phyllis Schneck. 

DHS Assistant Secretary for Infrastructure Protection  

Caitlin Durkovich  

Partnership Perspectives 
In an effort to help you to get to know each other better, we interview partners about their 
perspectives on issues that are important to you. Check out the following two Partnership 
Perspectives to get a first-hand account of some of the critical work being accomplished.  

Cybersecurity in Major Port Districts: 
Partnership Perspectives from the Port 
of Portland 

Interview with Theresa Masse, Information 
Security Officer, Port of Portland  

Describe your primary cybersecurity activities, 
programs, and responsibilities at the Port of Portland and why those activities are critical to 
safeguarding the cyber resilience of your port district.  

The Port of Portland is the port district responsible for overseeing Portland International Airport, 
general aviation in the form of two smaller regional airports, and marine activities in the Portland, 

http://www.dhs.gov/critical-infrastructure-security-and-resilience-month
http://www.dhs.gov/publication/cisr-month-toolkit
http://www.dhs.gov/blog/2014/10/03/national-cyber-security-awareness-month-2014-engaging-all-americans-online-safety


Oregon, metropolitan region.  My role is to ensure the cyber resilience of physical, data and resource 
security in our port district and to develop systems that will mitigate cyber-related threats and 
hazards. Part of my work involves utilizing risk assessment tools and techniques to eliminate 
sensitive information from being compromised and developing contingency plans for the handling of 
information and resources during an emergency.   

What are the most significant threats and hazards that you deal with on a daily basis and what 
types of infrastructure facilities or systems do those threats and hazards affect?  

Our port district utilizes computer-based systems for all aspects of our daily operations, such as 
computer-based systems for credit card processing, our law enforcement system, and 
corporate/administrative offices.  

The three airport systems our port district oversees utilize computers, radar, navigation, weather data 
systems, and radio communications which all work together to allow aircraft to land, take off, and taxi 
without incident. All of those systems are vulnerable to cyber attacks such as computer “worms” or 
malware which could break into computers that control machinery at the heart of the air travel 
industry, allowing an attacker to assume control of critical systems like pumps, motors, alarms, and 
valves.  

Cyber attacks in our marine terminals could significantly affect the flow of goods and supplies that 
arrive at our marine port, causing major delays in the supply chain that would present a serious 
economic incident. In large ports such as ours, a disruption affecting energy supplies would likely 
send shock-waves through the global economy. Our maritime operations rely upon computer-based 
systems to reduce cargo delays, improve processing times, enhance asset control, and improve 
operational capabilities. The flip side of these operational benefits is that ports and maritime 
operations are now vulnerable to cyber threats. Digitization and automation have given networks a 
key role in communications, and ports are increasingly dependent on the nerve systems of our 
societies.  

How has your involvement with State, Local, Tribal, and Territorial Government Coordinating 
Council (SLTTGCC) helped you in your role as Information Security Officer at the Port?  

I have been involved in SLTTGCC a little over a year and my involvement has enabled me to network 
more effectively and strategically with State, local, tribal, and territorial infrastructure protection 
professionals from different regions and jurisdictions and to broaden the scope of my own critical 
infrastructure knowledge beyond cybersecurity alone. I also am able to share best practices with 
other professionals in this field and learn about valuable resources and training opportunities from 
DHS and other Federal sources.   

Are there other ways in which you network with other state, regional or national cybersecurity 
networks or communities as part of your cybersecurity resilience and hazard mitigation 
efforts? 

Most definitely. I regularly network with the Multi-State Information and Analysis Center (MS-ISAC), 
Inspire.Secure.Certify (ISC²), Information Systems Security Association (ISSA), and regularly receive 
cyber threat updates and bulletins from DHS, the U.S. Cert Alert, and other Federal and State 
information security networks and communities.  

 

 



State Cyber Security Task Force: 
Partnership Perspectives from 
Colorado 

Interview with Jory Minkler-Maes, Infrastructure 
Protection Program Manager, State of Colorado, 
Colorado Division of Homeland Security and 
Emergency Management  

What is the Colorado Cyber Security Task Force and how was it established?  

Colorado’s Cyber Security Task Force (CCSTF) was established in August 2013 by the Executive 
Director of Colorado Department of Public Safety. The CCSTF included members from the 
Governor’s Office of Information Technology, Colorado Bureau of Investigation, Colorado National 
Guard, the Federal Bureau of Investigation, Department of Homeland Security Intelligence and 
Analysis, and other members of the Colorado Division of Homeland Security and Emergency 
Management. The mission of the CCSTF is to increase the cyber resiliency of State and local 
governments and Colorado’s private sector stakeholders through detection, prevention, intelligence, 
and information sharing; enhanced cyber security training; and the investigation and prosecution of 
cyber criminals.  

Is the Task Force modeled after any existing programs?  

The Task Force aims to learn from other successful Cyber Task Forces, to include adopting the 
concept of a Cyber Liaison Officer (CLO) program to build a strong technical network of trusted 
partners. This office would network with the cybersecurity community in Colorado, coordinate cyber 
resilience efforts with fusion centers, gather and share cyber intelligence, and assist and/or 
coordinate cybersecurity awareness activities or resilience exercises. 

Are you seeking alignment with any national critical infrastructure frameworks?  

Most definitely. The framework for our task force and our cybersecurity network as a whole are 
aligned with National Infrastructure Protection Plan (NIPP) 2013 as well as the National Institute of 
Standards and Technology (NIST) Cybersecurity Framework.  

Are there any other key partners in your Cybersecurity resilience efforts?  

We work closely with the Multi-State Information Sharing Analysis Center (MS-ISAC), which is the 
focal point for cyber threat prevention, protection, response, and recovery for the Nation's State, 
local, tribal, and territorial (SLTT) governments. The Colorado National Guard is also an important 
collaborative partner in our cyber resilience efforts, particularly as it pertains to training and exercise 
opportunities. Similarly, the Colorado Division of Homeland Security and Emergency Management 
has been instrumental in cybersecurity planning, operational coordination, and exercise 
development. The Colorado Emergency Preparedness Partnership (CEPP), a public-private 
collaboration of critical infrastructure and emergency management partners and practitioners, is also 
key in forging partnerships across the whole community to enhance the State’s cybersecurity 
posture.  The fusion center will become a focal point for Colorado’s participation and contribution to 
the National Fusion Center Cyber Network.  

I have also enhanced my partnership efforts through my membership in the State, Local, Tribal, and 



Territorial Government Coordinating Council (SLTTGCC), which has enabled me to be more aware 
of what is happening in other jurisdictions as well as the national level in terms of training, 
programming, and public policy updates related to critical infrastructure security and resilience.  

What is the level of understanding and awareness of cybersecurity issues and threats in your 
State on the part of private industry and business leaders?  

One ongoing challenge I sense on a national level is the lack of cross-sector awareness of 
cybersecurity threats and hazards by those in leadership positions in business and industry. While 
the information sharing architecture is established through the various sector ISACs, the MS-ISAC, 
fusion centers, and the National Cybersecurity and Communications Integration Center (NCCIC), 
more local participation is necessary to build cyber resiliency. National public awareness campaigns 
such as the C3 voluntary program and the Stop.Think.Connect campaign are a good start but 
additional outreach and awareness is still needed locally, regionally, and nationally to underscore the 
magnitude and significance of potential cyber threats.  

Have there been any public events or activities in your State recently designed to enhance 
awareness of and preparation for cyber threats and hazards?  

Absolutely. In fact, during the month of October, which is Cybersecurity Awareness Month, the 
Governor’s Office of Information Technology is teaming up with the Colorado Division of Homeland 
Security and Emergency Management, READYColorado, the Colorado Army National Guard, and 
Regis University to sponsor several events geared towards educating the public about cybersecurity 
threats. For example, on Saturday, October 18, free cybersecurity information was provided to the 
public through a special call-in line. In addition, daily Twitter cybersecurity tips will be sent out by 
experts with the hashtag #CoCyberHelp, community outreach on cyber threats will be provided at 
several area schools, and Information Security team members will be available to brief the public on 
topics such as detecting and avoiding phishing scams and keeping your home computer safe from 
cyber threats.  

In August 2014, the Colorado National Guard, in partnership with Regis University, the State of 
Colorado, and private sector partners, hosted a Cyber Weekend exercise that among other things, 
addressed unity and synchronization of effort in mitigating, responding to, and recovering from a 
cyber event.  

 

 

 

 

 

 

 

 

 



Featured Topic: Enhancing Mall 
Security through Best-Teams 
Approach Exercise 

Security managers from more than 50 shopping malls across 
the United States gathered in Indianapolis, Ind., to conduct a 
full-scale mall security exercise on August 17.  

The Department of Homeland Security (DHS) demonstrated a 
best teams approach conducting the exercise through the 
collaborative work of NPPD’s Office of Infrastructure 
Protection and Federal Protective Service, along with the 
Federal Bureau of Investigation, Federal Law Enforcement 
Training Center, the U.S. Attorney’s Office, and local law 
enforcement from across the country.  

The full-scale exercise was followed by a two-day security 
summit sponsored by Simon Growth Properties, the largest 
mall owner in the U.S. Informed by the Westgate Mall attack 
in Nairobi, Kenya, on September 21, 2013, the fictional attack scenario for the exercise involved 
coordinated active shooters and use of improvised explosive devices.  

This capstone event was the result of a security initiative 
with shopping malls that started almost a year ago. DHS 
and FBI conducted 56 tabletop exercises last October and 
November with more than 400 major malls across the 
United States in each of the FBI field offices. These 
exercises included mall security and general managers, 
along with local first responders.  

In the spring of 2014, a series of regional full-scale 
exercises was conducted at 54 malls nationwide to 
increase the preparedness of participating public and 

private sector partners faced with the challenges of planning for, responding to, and recovering from 
a complex terrorist attack. Such exercises offer Federal, State, and local public safety officials as well 
as private sector participants an opportunity to gain an understanding of each other’s capabilities and 
responsibilities and the challenges that might be encountered during a coordinated response to this 
type of attack.  

“This capstone exercise and security summit was the culmination of a year-long public-private 
partnership that examined and tested a complex terrorist attack requiring a sustained law 
enforcement response, including the deployment of federal resources," noted Office of Infrastructure 
Protection Deputy Assistant Secretary Bill Flynn. “The lessons learned and best practices from this 
benchmark event will significantly enhance the security of this sector. The exercise also 
demonstrated the value of the capabilities and resources that we bring to community preparedness 
and resilience.”  

Mission Spotlights  



Office of Cybersecurity and 
Communications Helps Small 
Businesses and Entrepreneurs Protect 
Against Cyber Threats 

National Cyber Security Awareness Month 

Small and medium-sized businesses are the backbone of our 
Nation’s economy. The businesses also store significant 
amounts of sensitive data, from customer information to intellectual property. While bigger 
businesses can often dedicate greater resources towards cybersecurity, small and medium-sized 
businesses face the same cybersecurity challenges and threats with limited resources, capacity, and 
personnel. Entrepreneurs also face a unique cybersecurity threat as their data includes not only 
personnel data and financial spreadsheets, but valuable intellectual property that could be worth 
much more than even they realize.  

DHS is dedicated to helping improve the cybersecurity of small and medium-sized businesses and 
entrepreneurs. To that end, NPPD’s Office of Cybersecurity and Communications (CS&C) has 
developed the Critical Infrastructure Cyber Community Voluntary Program (C³ Voluntary Program) to 
help businesses of all sizes establish or improve their cyber risk management processes and take 
advantage of free technical assistance, tools, and other resources offered by the U.S. Government.  

One such resource is the Cyber Resilience Review (CRR), a self-assessment tool businesses can 
use to analyze their current cybersecurity practices. The goal is to provide meaningful indicators of a 
business’s operational resilience and ability to manage cyber risk to its critical services during normal 
operations and times of operational stress and crisis.  

Another free, C³ Voluntary Program resource is the National Association of Corporate Directors 
(NACD) Cyber Risk Handbook, which identifies five steps all corporate boards should consider as 
they seek to enhance their oversight of cyber risks. Although the Handbook is geared toward 
corporate directors, the cybersecurity steps it outlines can be utilized by businesses of any size.  

There are many other programs and services offered through the C³ Voluntary Program that can help 
small and medium-sized businesses and entrepreneurs identify, detect, protect themselves from, 
respond to, and recover from cyber threats. A full list of these resources can be found on the US-
CERT webpage. All of these resources are offered at no cost to businesses, and participation is 
completely voluntary.  

Additionally, the Stop.Think.Connect. Campaign offers a variety of resources and information for 
small businesses. They also offer resources for industry, which medium-sized businesses and 
entrepreneurs may find helpful. From newly-hired employees to executives, these materials are 
useful for a variety of audiences and are free of charge to download and use.   

Finally, CS&C’s United State Computer Emergency Readiness Team (US-CERT) offers a variety of 
information on how businesses can secure their networks here.  

Cybersecurity should be a priority for every business, regardless of its size. With the help of DHS, 
small and medium-sized businesses and entrepreneurs can easily and affordably manage their cyber 
risk. For more information, click here.  

http://www.dhs.gov/about-critical-infrastructure-cyber-community-c%C2%B3-voluntary-program
https://www.us-cert.gov/ccubedvp/self-service-crr
http://www.nacdonline.org/cyber
http://www.nacdonline.org/cyber
https://www.us-cert.gov/ccubedvp/getting-started-business
https://www.us-cert.gov/ccubedvp/getting-started-business
http://www.dhs.gov/stopthinkconnect
http://www.dhs.gov/publication/stopthinkconnect-small-business-resources
http://www.dhs.gov/publication/stopthinkconnect-industry-resources
http://www.dhs.gov/publication/stopthinkconnect-industry-resources
https://www.us-cert.gov/home-and-business
http://www.dhs.gov/national-cyber-security-awareness-month-2014-week-four


IP Gateway  

The Office of Infrastructure Protection (IP) released the Infrastructure Protection Gateway (IP 
Gateway) to the State, local, tribal, and territorial (SLTT) community this September. The IP Gateway 
serves as the IP’s central location through which IP mission partners access IP’s integrated systems 
and data. Based on feedback we have received from external partners since 2004, it become 
apparent that IP needed to take a more holistic approach towards the future development and 
utilization of technology that we invest in across IP. In moving towards a centralized solution, IP has 
developed a consistent methodology for assessing risk to critical infrastructure at all levels of 
government, which has been integrated across the system for all data collection tools. Taking this 
approach has allowed IP, and its mission partners at the Federal and SLTT levels, to significantly 
increase their understanding of risk to critical infrastructure across the board and to utilize 
assessment information to support planning, incident response, and risk analytics.   

IP has released the IP Gateway to its SLTT partners and is considering making these capabilities 
available to other Federal partners, to include Sector Specific Agencies in the future. The release to 
the SLTT community includes a number of survey and assessment capabilities aligned to IP’s single 
methodology for addressing vulnerability, threat, and consequence information. These include the 
Rapid and Standard Surveys and the Expanded Assessment. IP Gateway includes interactive 
dashboards, which provide owners and operators with insights into their facility’s security and 
resilience posture in an easy to comprehend format, allowing them to develop scenarios to explore 
options for future improvement. It includes mapping features that allow users to access a 
comprehensive view of all survey and assessment activity that has occurred within their area of 
responsibility, along with numerous static and real-time data feeds. It also includes a calendar and 
Infrastructure Data Tools, such as the Infrastructure Data Collection Application, the Infrastructure 
Data Taxonomy, and the Automated Critical Asset Management System Viewer. Additional features 
will be made available to the SLTT community in early 2015 and will include the Digital Library, the 
Events and Incidents Tracker, and updated Map functionality.  

IP Gateway Administrators were able to begin registration on September 4, 2014, and participate in 
IP Gateway Administrator Training Webinars on September 16 and 18. Additional optional webinars 
will be offered in October and November for Assessors and Analysts. Single county partitioning was 
released on October 1, providing Administrators with the ability to grant their users access to either 
the entire State or territory or to one county within their State or territory. The next partitioning solution 
will be released in late December, providing the ability to grant users access to multiple counties, 
cities, and zip codes.  

The release of the IP Gateway represents a significant step forward in IP’s effort to streamline 
information sharing and develop a consistent data collection effort across the Nation. We are excited 
to make these capabilities available to the SLTT community as yet another means through which IP 
continues to advance the homeland security mission across the enterprise and improve the overall 
security of the Nation’s critical infrastructure.  If you have any questions about the IP Gateway, please 
contact the IP Gateway Help Desk via email at ipgateway@hq.dhs.gov or phone at (866) 844-8163 
and a member of the Help Desk Team will be happy to provide assistance.   

Quarterly Highlights  

Release of the Joint National Priorities  

On Wednesday, October 8, 2014, Department of Homeland Security (DHS) Secretary Jeh Johnson 
approved the Joint National Priorities for Critical Infrastructure Security and Resilience. Within the 
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NIPP 2013, DHS was required to work with its partners to generate long-term strategic priorities 
focusing on national critical infrastructure security and resilience capability gaps and risks demanding 
immediate attention. These priorities are also required to flow out of the higher-level goals listed in the 
Quadrennial Homeland Security Review (QHSR). “The Joint National Priorities are an unusual 
strategic document because of how much the private sector was a driving force in their creation,” said 
Office of Infrastructure Protection (IP) Director of Strategy and Policy Bob Kolasky. “That makes a big 
difference in how we’ll all work together in the future.”  

The Priorities are to:  

 Strengthen the Management of Cyber and Physical Risks to Critical Infrastructure;  

 Build Capabilities and Coordination for Enhanced Incident Response and Recovery;  

 Strengthen Collaboration across Sectors, Jurisdictions, and Disciplines;  

 Enhance Effectiveness in Resilience Decision Making; and  

 Share Information to Improve Prevention, Protection, Mitigation, Response, and Recovery Activities.  

All of these strategic documents, from the QHSR to the NPPD Strategic Plan and the IP Strategic 
Plan, are part of one continuum that distills a broad set of priorities for the whole nation down to 
NPPD tasks and even divisional performance goals and individual plans. “If you take the time to read 
some of these strategic documents, you can see that your work at NPPD is part of something much 
bigger,” said IP Assistant Secretary Caitlin Durkovich.  

National Conference on Building 
Resilience through Public-Private 
Partnerships 

The 2014 “Building Resilience through Public-Private 
Partnerships” conference is a forum that allows for the sharing 
of ideas, best practices, and lessons learned with our partners 
throughout academia, government, the private sector, and 
internationally. This year’s conference included speeches from 
Secretary of Homeland Security Jeh Johnson, FEMA 
Administrator Craig Fugate, U.S. Chamber of Commerce 
Foundation Executive Vice-President Al Martinez-Fonts Jr., 
and CEO of the Weather Channel David Kenny.  

The discussions over the course of the day and a half, and the 
relationships that were forged and strengthened, go a long way 
toward ensuring safe, secure, and resilient communities where 
our way of life can thrive.  

Over the years, there have been many challenges from natural disasters or from others who look to 
harm our Nation. Challenges are best met and handled through partnerships across Federal, State, 
and local governments; the private sector; and non-profit and faith-based organizations.  

The 2014 conference highlighted successful partnerships across the homeland security enterprise 
and ways to ensure a true unity of effort toward shared goals. Each year, the conference attracts 
over 450 participants who look to promote innovation in furthering ongoing partnerships across the 
enterprise. Just a few of the topics of discussion this year included: “The Evolving Threat 
Environment,” “Bridging the Cyber-Physical Connection,” and “Business Continuity and Corporate 

http://www.dhs.gov/sites/default/files/publications/NIPP%202013_Partnering%20for%20Critical%20Infrastructure%20Security%20and%20Resilience_508_0.pdf
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http://nppd-sp.dhs.gov/ip2/home/IP%20Strategic%20Documents/IP%20Strategic%20Plan%202012-2016.pdf
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Philanthropy: Why Resilience is Good for the Corporate Will.”  

Day 2 of the conference began with Caitlin Durkovich, Assistant Secretary, Office of Infrastructure 
Protection, welcoming participants and reiterating the successes from the previous day.  A “Public-
Private Partnerships in Action” panel discussion detailed success stories from regional partners and 
educated about the mutual progression of public and private partnerships during times of crisis. The 
panel shared best practices from across the country and tips and tools for fostering resilience at the 
community level. In addition, conference attendees participated in a short ShakeOut drill, led by Mark 
Benthien, Southern California Earthquake Center, to improve preparedness and practice earthquake 
response and safety.  

After the ShakeOut drill, a facilitated “Leadership Roundtable” of senior executives focused on 
strategic investment and practices to address interdependencies, business continuity planning, 
workforce preparedness, employee training, philanthropic investments, and economic resiliency. 
Panelists discussed the importance of holistic disaster resilience and what their organization is doing 
to support its creation.  

Bryan Koon, Director, Florida Division of Emergency Management, and President, National 
Emergency Management Association (NEMA), highlighted important elements from the 20 Big Ideas 
from the conference and challenged the public and private sectors to keep the momentum going and 
execute these big ideas. To close out the eventful conference, Josh Batkin, Director of the Office of 
External Affairs at the Federal Emergency Management Agency (FEMA), provided remarks for the 
conference.  Along with Assistant Secretary Durkovich, he reinforced his excitement to take next 
year’s Public-Private Partnership Conference to the next level.  

Highlights from the Joint Meeting of 
the Cross-Sector Councils 

On October 9, 2014, members of the four partnership 
councils – the Federal Senior Leadership Council (FSLC) 
and Critical Infrastructure (CI) Cross-Sector Council and 
leadership from the State, Local, Tribal, and Territorial 
Government Coordinating Council (SLTTGCC), and 
Regional Consortium Coordinating Council (RC3) – as well 
as the National Council of ISACs (NCI) met during a Joint 
Meeting of the Cross-Sector Councils. These four councils 
represent the National Infrastructure Protection Plan (NIPP) 
Partnership Framework and provide a strategic perspective 
on the risks and vulnerabilities associated with critical 
infrastructure assets in the industry.  

DHS Secretary Jeh Johnson applauded the combined 
efforts of the partnership and spoke about the current threat 

environment. Threats, such as the Islamic State in Iraq and Syria (ISIS) and the rise of the Ebola 
virus, as well as concerns about the spike in migration of children from Central America, have caused 
a growing sense of trepidation among the public. Secretary Johnson stated that he strives to preach 
an approach of clarity to eliminate hearsay and reflect DHS’ overall goal of presenting an image of 
calm vigilance against the issues facing the Nation. “I was so pleased to have an opportunity to let 
our partners hear directly from the Secretary,” said IP Assistant Secretary Durkovich, “the Cross-
Sector Councils represent a unique perspective, which sparks a mutual collaboration extending 
beyond just the time they spend with us.”  



Secretary Johnson also announced that the Joint National Priorities (JNPs) for Critical Infrastructure 
Security and Resilience have been signed. In partnership with the four cross-sector councils, these 
priorities will be used to drive critical infrastructure actions and to organize the process toward 
meeting the NIPP Call to Action.  

Other agenda items included an interactive panel discussion on connecting regional and local 
perspectives into a national capability, a presentation on the National Terrorism Advisory System 
(NTAS), and an Ebola Response update. The meeting concluded with an open forum session. The 
dialogue included topics such as an update of the partnership framework from the National Security 
Staff, the continuation of the National Infrastructure Coordinating Center (NICC) Partner Liaison 
Working Group, and the emphasis of the CI Cross-Sector Council framework.  

OCIA Contributes to Nation’s Hurricane 
Preparedness with Hurricane Swath 
Analysis  

The Office of Cyber and Infrastructure Analysis (OCIA) develops hurricane swath analysis to study 
likely impacts of potential hurricanes on population, infrastructure, and economy. For example, past 
hurricane swath analysis studied the impacts of critical services, such as petroleum and 
petrochemical industries in Houston or financial services in New York City, during 
hurricanes. Understanding these potential impacts can help with activities such as pre-positioning of 
supplies, planning for continuity, evacuation planning, and prioritizing of response and recovery 
efforts.The analyses provide on-the-shelf products to assist in contingency planning and expedite 
response and recovery operations during an actual hurricane. In addition, the hurricane swath 
analyses provide for additional exercise and planning capabilities for State and local partners.  

Between 2006-2013, 22 hypothetical hurricane scenarios for regions along the East Coast and the 
Gulf of Mexico were developed to support planning and mitigation activities. OCIA is currently working 
with public and private sector partners to update the hurricane swath analysis in Savannah and the 
hurricane swath analysis for the mid-Atlantic region. OCIA provides periodic revisions of these swath 
analyses, ensuring that changes in key infrastructure, population distribution, and economy are 
reflected and that the analyses benefit from the most up-to-date modeling and analysis methods.  

OCIA invites sector partners to visit the OCIA HSIN-CI site to access the full catalog of analytical 
products, including past hurricane swath analysis. For more information on any of OCIA’s products, 
please contact OCIA@hq.dhs.gov.  
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2014 Chemical Sector Security Summit 
Highlights 

As one of the most anticipated Chemical Sector events, the Eighth 
Annual 2014 Chemical Sector Security Summit delivered high caliber 
presentations and discussions regarding the impact of today’s threats 
to chemical security, and realistic forecasts on the Nation’s progress 
toward resilience. In line with its established tradition, the Summit 
presented an impressive array of experts, respected practitioners, and 
high profile speakers. A compelling variety of inspiring 
addresses, comprehensive next steps, informative insights, and fact-
checked perspectives enriched attendees’ knowledge and emphasized 
the overall importance of public-private partnerships.  

Under Secretary Spaulding’s critique of current challenges and 
successes in building resilience and increasing security reinforced the 
importance of sharing information across the chemical industry and the 
government at all levels. Attendees appreciated her commitment to 
continuing to work with Congress as it considers legislation that would 
authorize the Chemical Facility Anti-Terrorism Standards (CFATS) 
program on a multiyear basis. 

As in the past, this year’s Summit was co-sponsored by the Chemical 
Sector Coordinating Council (CSCC) and the Office of Infrastructure Protection (IP). The 2014 
Chemical Sector Security Summit Working Group, which included members from the Sector 
Coordinating Council (SCC) and IP, developed the core agenda. The Summit was considered “the 
best Summit so far” by SCC members, the Summit Working Group, and several participants.  

More than 475 participants attended the 2014 Chemical Sector Security 
Summit and 66% represented industry. A wide range of the Chemical 
Sector was represented, including all 16 SCC member trade associations. 
Attendee demographics spanned the majority of the States and garnered 
international attendance. Fifty-one percent of participants were first-time 
attendees. Thirty-nine percent of attendees learned of the Summit through 
word of mouth, supporting the Summit’s relevance and value among 
industry stakeholders.   

Participants were asked to complete an evaluation asking for their opinion 
of the Summit’s organization and technical content. On a scale of one to 
five, with five being the highest, the overall response was extremely 
positive. Highlights include:  

 98% of respondent feedback indicated that the information provided was 
useful and indicated an intention to implement ideas discussed at the 
Summit.  

  

 97% of respondents expressed a desire to return for a follow-up conference next year.  



The purpose of the Summit was to provide a platform for information sharing. The Summit’s success 
in this area is undeniable. The Sector Outreach and Programs Division (SOPD) has initiated the 2015 
Summit pre-planning process and has started to establish the path forward. We anticipate 
substantive dialogue that will result in a collaborative planning process. The cross-pollination of ideas 
from this year’s Summit will benefit multiple disciplines and supply the 2015 technical program 
content.   

The need for enhanced chemical infrastructure resilience is becoming increasingly important both 
nationally and globally and is a key component to economic, societal, and environmental viability. 
Consequently, we will look to engage our industry, international, and academic partners in new and 
exciting ways. For example, we know that Interpol (attendee) and The Ohio State University have 
each developed unique programs and capabilities that we believe will help us to better measure and 
manage our global resilience in a variety of challenging business environments, such that 
owner/operators can recover from disruptions, adapt to change, and design more sustainable supply 
chains. Next year, we hope to include both sector-wide programs, as well as asset-specific protective 
programs that enhance the sector’s resilience, increase their knowledge, and assist in advancing our 
national priorities.  

In summary, the Chemical Sector Security Summit continues to be a model for public-private 
partnership information sharing forums.  

Homeland Security Information 
Network Updates 

It’s now easier to find new content on the Homeland Security Information Network Critical 
Infrastructure (HSIN-CI) homepage – The cross-portal viewer tool aggregates information and 
documents from across multiple sites and content providers to give users the information they need in 
one convenient location. A popular feature on the Legacy HSIN system, the tool was deployed to the 
HSIN R3 Enterprise in early August and immediately implemented on the HSIN-CI homepage. The CI 
Information Sharing Environment (ISE) team is currently working with the various sectors to restore 
the feature on the sector-specific sites. This powerful tool can be fully customized in order to enhance 
the information sharing experience for all Communities of Interest and users while respecting existing 
restrictions and security measures.  
 
Climate Adaptation and Critical Infrastructure (CCAI) site is now live – The Office of 
Infrastructure Protection (IP), with the support of the CI ISE team, launched the CCIA site on HSIN-CI 
in July. CCAI is a new content provider whose goal is to provide resources to assist the critical 
infrastructure community in preparing for and adapting to the changing climate. The site includes 
documents, recent announcements, and links to other helpful resources. On this page, users will find 
resources from across the interagency community designed to assist the critical infrastructure 
stakeholders prepare for climate change. The launch of the CCAI site comes on the heels of a 
successful HSIN Connect Climate Preparedness and Critical Infrastructure Webinar where hundreds 
of stakeholders gathered to discuss climate change. Climate resilience continues to be a topic of 
increasing importance and further demonstrates the value of IP’s information sharing mission.  

Upcoming Events  

2014 JCIP Webinar Series: October is 



Cyber Security Awareness Month! 

The 2014 Joint Critical Infrastructure Partnership Webinar Series is hosted by the Office of 
Infrastructure Protection and the Regional Consortium Coordinating Council (RC3) and supported by 
InfraGard. The Webinar series is intended to assist regional stakeholders in their efforts to enhance 
preparedness, security, and resilience. Each hour-long session will be presented twice per month.  

Because October is Cyber Security Awareness Month, October’s Webinar will provide background 
information about cyber resilience capabilities, improving information sharing and awareness, and 
evaluating cybersecurity needs for protecting our national, local and regional cyber assets. Topics 
include:  

 The C3 Voluntary Program, Stop.Think.Connect Campaign, and the Cyber Resilience Review 
(CRR) process: Learn how the DHS Office of Cybersecurity and Communications can serve as a 
strategic partner in two national public awareness and cyber risk-management efforts. These efforts 
align business enterprises and local governments to manage cyber risks, better understand cyber 
threats, and empower the American public to be safer and more secure online. An overview of the 
CRR process will also be provided.  

 Water Information Sharing and Analysis Center (ISAC) Presentation: Hear from a Water-ISAC 
representative that has successfully utilized cybersecurity exercises, cyber evaluations, and Cyber 
Resilience Reviews (CRRs) to improve cyber resilience.  

Register Today!  

 Thursday, October 23, 2014; 2:00 p.m. – 3:00 p.m. EDT  

  
The September Webinars were attended by over 400 stakeholders and featured a panel discussion 
on security and resilience associated with the 2014 Major League Baseball All-Star Game and 
lessons learned for planning major public events. Panelists included Minnesota Protective Security 
Advisor Glenn Sanders; Mr. Grant Hosmer, SLTTGCC member and Section Chief at the City of 
Minneapolis Office of Emergency Management; and Kevin Stewart, representing the private security 
firm D4S Secure Solutions and co-chair of the Minneapolis Downtown Security Executive Group.  

During the presentation, panelists described their successful establishment and implementation of a 
multi-tier Event Support/Crisis Response Plan, which will serve as a model for major event planning 
in Minneapolis as the city begins preparing for Super Bowl LII in 2018. Panelists outlined their 
practical utilization of the Regional Resiliency Assessment Program (RRAP) that assisted with 
identifying potential vulnerabilities and understanding interdependencies between energy, water, and 
transportation systems. The Homeland Security Information Network (HSIN) was also mentioned as a 
critical tool for effective information sharing amongst partners.  

Please also join us for the November Webinars! The registration links for this series are provided 
below:  

November – Critical Infrastructure Security and Resilience (CISR) Month:  

 Tuesday, November 18, 2014; 11:00 a.m. – 12:00 p.m. EST   

 Thursday, November 20, 2014; 2:00 p.m. – 3:00 p.m. EST  

  
Check out the Webinar flyer for additional information.   

 

 

https://www.govevents.com/pub/14624/2134a/
https://www.govevents.com/pub/13965/a1636/
https://www.govevents.com/pub/14625/8a4ad/
https://rtriplec.files.wordpress.com/2014/08/2014-jcip-webinar-series-flyer.pdf


Climate Change Adaptation Webinar: 
Sea Level Rise and the Cascading 
Effects 

The Office of Infrastructure Protection will host a national Webinar entitled “Sea Level Rise and its 
Cascading Effects” on Friday, November 14, 2014 1:30 - 3:00 pm EST. This joint partnership Webinar 
will feature speakers from National Oceanic and Atmospheric Administration (NOAA) and the U.S. 
Army Corps of Engineers (USACE).  

The link to this Webinar can be accessed on HSIN Connect.  

Supply Chain Resilience Workshop 

Register Today!  

The Department of Homeland Security is hosting a one-day Supply Chain Resilience workshop in 
New Orleans on November 13, 2014. This event is free to attend but space is limited, so please sign 
up soon.  This workshop will focus on enhancing the security and resilience of owners and operators 
and targeting the needs of small and medium business, but it is of value for all size organizations. 
Some of the topics covered in the workshop include: 

 Attacking the Supply Chain: Lessons Learned from Cyber Breach Investigations, Mandiant  

 Protective Security Advisor (PSA) Overview, U.S. Department of Homeland Security  

 Cyber Framework for Improving Critical Infrastructure, DHS Office of Cybersecurity and 
Communications  

 Protecting Intellectual Property Rights in the Global Supply Chain, Homeland Security 
Investigations, U.S. Department of Homeland Security  

 Threat Brief, Transportation Security Administration  

Who should participate in the workshop?  

 Corporate and facility security professionals from the private and public sectors  

 Supply chain security professionals  

 Owners and operators  

 Government representatives with supply chain security responsibilities  

Please contact Kathleen Nuccetelli with any questions at kathleen.nuccetelli@hq.dhs.gov. We look 
forward to your participation in November!  

Regional Resiliency Assessment 
Program (RRAP) Kickoff Meeting 

From October 28-30, 2014, the Office of Infrastructure Protection (IP) Protective Security 
Coordination Division (PSCD) will host kickoff meetings for the Fiscal Year (FY) 2015 RRAP. The 
RRAP is a cooperative, IP-led   assessment of specific critical infrastructure on a regional level, 

https://share.dhs.gov/sea_level_rising_nov13/
http://www.govevents.com/word-redir.php?id=14633
mailto:kathleen.nuccetelli@hq.dhs.gov


examining vulnerabilities, threats, and potential consequences from an all-hazards perspective to 
identify dependencies, interdependencies, and resilience gaps.  

Following IP Assistant Secretary Durkovich’s approval of the 15 FY 2015 RRAP projects, the first 
kickoff meeting brings together headquarters-based project leads and field-based Protective Security 
Advisors (PSAs) who, along with critical infrastructure subject matter experts from the National 
Laboratories, began planning outreach to stakeholders and partners at the State, local, and private 
sector level. The second kickoff meeting is for the Sector Specific Agencies (SSAs) and other Federal 
partners internal and external to DHS and is hosted by the Sector Outreach and Programs Division 
(SOPD) and PSCD. 

Strong partnerships with State, local, territorial, and tribal government officials are vital to the RRAP 
process. The RRAP builds upon existing relationships between the participating Federal, State, local, 
tribal and territorial agencies and private sector partners; evaluates dependent and interdependent 
components of infrastructure systems, response capabilities of the local jurisdictions, and resilience 
gaps that may exist in the region; and identifies the critical nodes of potential failure. Based on the 
regional evaluation, the program provides options for consideration that State, local, tribal, territorial 
and private sector partners can use to enhance the resilience and protection of facilities, surrounding 
communities, and larger geographic regions.  

The RRAP produces a Resiliency Assessment Report and a Multimedia Presentation containing the 
results of the evaluation and comprehensive regional analysis. After the RRAP project data collection 
and analysis have been completed and the Resiliency Assessment has been provided, IP continues 
to offer resources and assistance to further address regional resilience issues.  

The RRAP evolved from previous Department of Homeland Security initiatives focused on the 
protection of high-consequence clusters of critical infrastructure. In 2009, IP began addressing 
broader, more regionally-based issues through the RRAP. Each year, IP selects RRAP projects with 
input and guidance from Federal and State partners. The projects are conducted in regions 
throughout the United States, focusing on sectors such as Energy, Transportation, Water and 
Wastewater, Commercial Facilities, and Food and Agriculture.  

Visit the RRAP website for additional information.  

Dallas Corporate Security Symposium  

Join your private and public sector colleagues at the Dallas Corporate Security Symposium on 
November 13, 2014! The Dallas Corporate Security Symposium is open to private sector, State and 
local governments, and other personnel supporting the homeland security mission. Participants will 
hear the Department of Homeland Security (DHS), other U.S. Government agencies, and state and 
local agencies and learn about a wide range of security topics. This half-day event will bring 
government and subject matter experts together for the benefit of private sector attendees. Speakers 
will address cyber and physical threat pictures, cyber mitigation and response strategies, and 
resources available to the private sector from the Department of Homeland Security and other 
homeland security partners.  

While attendance is free, pre-registration is mandatory and walk-ins will not be admitted. Please note 
this event is closed to the media. If you have questions, please contact Tammy Hutchinson at 
Tamara.Hutchinson@hq.dhs.gov or David Gootzit, at David.Gootzit@associates.hq.dhs.gov, and cc 
I&APrivateSector@hq.dhs.gov.  

When: November 13, 2014; 8:00 a.m. – 12:40 p.m. CST  
Where: Southern Methodist University  
             Crum Auditorium, Collins Center  

http://www.dhs.gov/regional-resiliency-assessment-program
https://www.eventbrite.com/e/dallas-corporate-security-symposium-tickets-13532346613
mailto:Tamara.Hutchinson@hq.dhs.gov
mailto:David.Gootzit@associates.hq.dhs.gov
mailto:I&APrivateSector@hq.dhs.gov


             3150 Binkley Avenue  
             Dallas, TX 75205  
 

Topics will include:  

 DHS Office of Intelligence and Analysis and Office of Infrastructure Protection: Partnering to 
Support the Private Sector                           

 Cyber Threat Overview  

 Domestic Terrorism Threat Overview  

 Private Sector Use of Intelligence and Analytics  

 Active Shooters: The Threat, and Mitigation and Response Strategies DHS Resources Available 
to the Private Sector  

Featured Training and Resources 

The DHS Office of Infrastructure Protection offers a wide array of training programs and resources, at 
no cost, to government and private sector partners. The Web-based, classroom courses and 
associated training materials provide government officials and critical infrastructure owners and 
operators with the knowledge and skills needed to implement critical infrastructure security and 
resilience activities. For further information, email IP_Education@hq.dhs.gov. To register, please 
contact the individual listed.  

Office for Bombing Prevention Training Courses  

Bomb Threat Management Workshop  

This workshop improves the ability of critical infrastructure owners, operators, and security personnel 
to manage Improvised Explosive Device (IED) threats by highlighting specific safety precautions 
associated with explosive incidents and bomb threats.  The workshop reinforces an integrated 
approach that combines training, planning, and equipment acquisition to maximize available 
resources for bomb threat management. Public and private sector representatives knowledgeable in 
emergency management procedures are encouraged to attend. This four-hour course can 
accommodate 50 participants.  

 Wednesday, October 22: Gonzales, LA               Ami Clouatre-Johnson, ajohnson@apgov.us      

 Wednesday, November 05: Los Angeles, CA       Robert Rothman, BRothman@JewishLA.org  

 Tuesday, November 18: Washington, DC             Kelly Wilson, kelly.wilson@hq.dhs.gov  

IED Counterterrorism Workshop  

This workshop enhances the participant’s understanding of the IED threat, surveillance detection 
methods, and soft target awareness.  The workshop also covers awareness and prevention 
measures, as well as collaborative information-sharing resources to enable first responders and 
critical infrastructure owners, operators, and security staff to deter, prevent, detect, and protect 
against the illicit and terrorist use of explosives in the United States. This eight-hour workshop can 
accommodate 250 participants.   

 Thursday, December 11: Fairfax, VA                   Laura Katzif, Laura.Katzif@fairfaxcounty.gov  

 Tuesday, December 16: Laurel, MD                    John Reginaldi, john.reginaldi@maryland.gov  

IED Search Procedures Workshop  

mailto:IP_Education@hq.dhs.gov
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mailto:john.reginaldi@maryland.gov


This workshop increases IED awareness, and educates participants on bombing prevention 
measures and planning protocols to detect IEDs by reviewing specific search techniques.  This 
workshop builds knowledge of counter-IED principles and techniques among first responders and 
public/private sector security partners tasked with IED search and response protocols. This eight-hour 
workshop can accommodate 40 participants.   

 Tuesday, October 28: King of Prussia, PA          Katrina Harris, kharris@bridgeconsultingcorp.com  

 Wednesday, December 03: Washington, DC       Kelly Wilson, kelly.wilson@hq.dhs.gov  

Protective Measures Course  

This course builds awareness and understanding of the IED threat, terrorist planning cycle, and 
indicators of suspicious activity. Participants, including critical infrastructure staff tasked with 
increasing the security posture of a facility or event, learn about facility vulnerability analysis, counter-
IED protective measures, and strategies which can be utilized to mitigate risk and reduce 
vulnerabilities within their unique sectors. This two-day course can accommodate 25 participants.   

 Wednesday, December 03: Carson City, NV        Randy Jackson, rjackson@dps.state.nv.us  

 Tuesday, December 09: Augusta, GA                  Jim Hardy, james.hardy@hq.dhs.gov  

 Tuesday, December 09: Washington, DC             Kelly Wilson, kelly.wilson@hq.dhs.gov  

Surveillance Detection for Law Enforcement and Security Professionals  

This course provides law enforcement and public and private sector security professionals instruction 
on how to detect hostile surveillance by exploring surveillance techniques, tactics, and procedures 
from a hostile perspective.  These skills enhance counter-IED capabilities of law enforcement and 
security professionals to detect, prevent, protect against, and respond to IED threats. This three-day 
course can accommodate 25 participants. FEMA EMI IS-914, Surveillance Awareness, is a 
prerequisite for this course.   

 Wednesday, October 22: Sacramento, CA           Jerry Jacobs, JeJacobs@chp.ca.gov  

 Monday, November 03: Daytona Beach, FL          Keith Kosuta, kkosuta@vcso.us  

 Tuesday, November 04: Washington, DC              Spencer McGalliard,Spencer.mcgalliard@whmo.mil  

 Tuesday, November 18: Birmingham, AL              Mike Waters, michael.waters@hq.dhs.gov  

 Tuesday, November 18: Washington, DC             David Riedman, davidr@downtowndc.org  

 Tuesday, December 02: Houston, TX                   Patrick Seeba, pseeba@hscsd.org  

 Tuesday, December 09: Orange County, CA        Heather Houston, Heather.Houston@ociac.org  

 Vehicle-Borne Improvised Explosive Device (VBIED) Detection Course  

This course improves the participant’s ability to successfully inspect for, detect, identify, and respond 
to a VBIED. Instruction covers the VBIED threat, explosive effects, IEDs, and vehicle inspections, 
enabling participants to detect, deter, and protect against the illicit use of explosives. The course is 
designed for first responders and public/private sector security staff tasked with inspecting vehicles 
for explosives, dangerous goods, or any contraband. This eight-hour course can accommodate 20 
participants.  

 Wednesday, October 22: Charleston, WV             Ken Ullom, kenneth.ullom@dhs.gov  

 Wednesday, October 22: Phoenix, AZ                  Christine Figueroa, christine.figueroa@dhs.gov  

 Thursday, October 23: Charleston, WV                 Ken Ullom, kenneth.ullom@dhs.gov  

 Thursday, October 23: Tucson, AZ                       Christine Figueroa, christine.figueroa@dhs.gov  

 Tuesday, November 04: Mobile, AL                      Mark Janowski, mjanoski@asdd.com  

 Wednesday, November 05: Mobile, AL                 OBP Training, OBPTraining@hq.dhs.gov  
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 Wednesday, November 12: Dothan, AL                Jim Smith, jsmith35433@troy.edu  

 Thursday, November 13: Manassas, VA               Jared B. Goff, Jared.Goff@fairfaxcounty.gov  

 Tuesday, December 02: Carson City, NV             Randy Jackson, rjackson@dps.state.nv.us  

 

The July edition of The Partnership Quarterly can be found here. 
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