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Introduction:
The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
project engaged SLTT and public-private partnership critical infrastructure professionals in 2015 through
Council-sponsored questionnaires and Virtual Roundtable Webinars to gather information and perspectives from
those working in the critical infrastructure space. The primary outputs of these engagements are the Region
Snapshots, which highlight major critical infrastructure activities, defining characteristics, Federal program use,
and needs and challenges of SLTT programs and public-private partnerships per region.
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The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
Regional Overview summarizes operational and budgetary changes of State, local, tribal, and territorial (SLTT)
agencies and public-private partnership critical infrastructure (CI) programs over time, details how those
programs are implementing CI activities, and facilitates the sharing of information and best practices. The
Regional Overview project represents Phase 2 of the SLTTGCC Regional Initiative (2011–2013) and the RC3
Member and Mission Landscape Study (2013–2014). This Region Snapshot for Regions I and II highlights
primary CI activities, defining characteristics, Federal program use, and needs and challenges of SLTT programs
and public-private partnerships.1

Region I

Region II

Connecticut
Maine
Massachusetts
New Hampshire
Rhode Island
Vermont

New Jersey
New York
Puerto Rico
U.S. Virgin Islands

Primary Activities

Needs and Challenges

Set goals and objectives
Identify infrastructure
Assess and analyze risk
Prioritize
Implement risk
management activities

Funding assistance
Federal program
enhancements
Cybersecurity
Assessments and asset
management
Measuring effectiveness

Primary Sectors of Focus

Primary Critical Infrastructure Activities
CI programs in Regions I and II focus their activities on identifying assets and assessing and analyzing the
associated risks, as indicated in Figure 1. Since the first study phase, there have been no major shifts in the
primary programmatic risk management activity
within the regions. However, Region II has
Figure 1. Primary Programmatic Activity Relating
increased its focus on assessing/analyzing risk and
to NIPP 2013 Risk management Framework
setting goals/objectives, and both regions have
Identify Infrastructure
increased their focus on cybersecurity.
Assess and Analyze Risk
The following bullets summarize the regions’
primary programmatic critical infrastructure
activities:

Set Goals and Objectives
Implement Risk…
Measure Effectiveness

Highest-ranked
program activity

The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region 1 and 2 participants included
representatives from State and local homeland security offices and emergency management agencies, fusion centers, public
health departments, Urban Area Security Initiatives (UASIs), tribes, and public-private partnerships within Maine,
Massachusetts, New Hampshire, New Jersey, New York, Rhode Island, Vermont, and the Virgin Islands.
1
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Set Goals and Objectives: CI programs in Regions I and II are formalizing their program strategies either
into a standalone strategic document, or incorporating CI elements into an overarching homeland security
strategy. CI program personnel value the strategic documents as a means to define CI goals and objectives
more clearly, establish a common understanding of the program among SLTT partners, and make strategic
decisions. CI programs are increasingly incorporating cybersecurity into their goals and objectives.
Identify Infrastructure: Identifying and cataloguing critical assets is a major focus of CI programs in the
region. SLTT programs are transitioning from their legacy identification and data management
methodologies, and adopting IP Gateway as the current federally supported system. Identifying and
assessing critical infrastructure are near-term priorities that change with the risk environment (i.e., new,
emerging threats influence the focus on what types of infrastructure to identify and assess).
Assess and Analyze Risk: Conducting threat assessments with U.S. Department of Homeland Security
(DHS) Protective Security Advisors (PSAs) and State and local assessment teams is another major focus.
While some CI programs leverage their jurisdiction’s well-established and -resourced assessment teams
(e.g., New Jersey and New York City), smaller programs rely heavily on the support of PSAs, fusion
centers, and other SLTT agencies to conduct assessments. Most CI programs are expanding their assessment
portfolios to include education institutions, commercial facilities, and major public events.
Prioritize: Region I and II CI programs focus their
Figure 2. Cybersecurity Program
activities on lifeline and major economic sectors,
Implementation
Status for Region I and II
particularly highlighting interdependencies and
SLTT CI Programs
potential cascading effects. Sharing information and
Planning only
increasing awareness and understanding of
dependencies, interdependencies, and the cascading
30%
Implementation started
effects of incident impacts on regional and
within past year
50%
Implementation ongoing
jurisdictional CI are common topics of SLTT program
for more than one year
engagements (e.g., Webinars, conferences, exercises,
Fully implemented
and working group meetings). Expanding
20%
within past year
cybersecurity efforts across the CI program is another
Fully implemented more
current priority. Figure 2 depicts a representative
than one year ago
sampling of the status of SLTT CIP programs that are
implementing a cybersecurity program. Common cybersecurity themes include: planning to incorporate
cybersecurity assessments; expanding outreach to the private sector; collaborating with cybersecurity
experts/agencies (e.g., FBI InfraGard, the Industrial Control Systems Cyber Emergency Response Team
[ICS-CERT], and the United States Computer Emergency Readiness Team [US-CERT]) for cyber threat
awareness; building out existing fusion center cybersecurity capability; and coordinating awareness through
cyber-specific SLTT working groups.
Implement Risk Management Activities: Partnerships and information sharing are heavily leveraged by
CI programs as cost-effective approaches to addressing CI risk in their respective jurisdictions. Partnerships
relating to lifeline and economic driver sectors that span multiple levels of government and regional private
sector associations are highly valued and demonstrate a multijurisdictional approach to risk management.
For instance, SLTT emergency management agencies, information technology departments, and fusion
centers frequently partner to address the multiple aspects of cyber risk. Training and exercises are also
integral components of CI program activities. Smaller-scale tabletop exercises are often favored by SLTT
agencies due to relative cost concerns, while larger, multi-jurisdiction exercises are also valued, especially
when coordinated and hosted by the private sector. Common topics of training and exercises relating to CI
in Regions I and II include cybersecurity and active shooter preparedness. An emerging focus for CI
programs is coordinating CI training with exercises in order to test and reinforce the knowledge and skills
acquired in the training and to maintain training relevance.
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Highlights of Success
Cybersecurity: New Jersey’s CI program has been incorporating cybersecurity activities for several years.
The program has evolved into a robust collaboration of State agencies, including the Office of
Information Technology and the State Police. In 2015, the program created multiple full-time positions
dedicated to critical infrastructure cybersecurity to enhance the State’s cybersecurity preparedness, risk
mitigation, and incident response capabilities.
Information Sharing: FBI InfraGard Chapters are widely regarded as trusted sources of high-value critical
infrastructure information products and services. Through the reputation, recognition, and support of
InfraGard, public and private sector stakeholders across Regions I and II engaged in multiple informationsharing Webinars and workshops in 2014 and 2015, including engagements focused on cybersecurity
practices, business continuity, and current critical infrastructure threats.
Partnerships: The Rhode Island Business Alliance (RIBA), founded in 2014, is a collaborative partnership
between the Providence Emergency Management Agency, the Rhode Island Emergency Management
Agency, and the NorthEast Disaster Recovery Information X-Change. RIBA fosters community
preparedness and improved resilience from natural and manmade disasters. RIBA convened public and
private sector stakeholders for several in-person and online events in 2014 to improve disaster preparedness,
emergency response, business continuity, and public/private resource logistics for disaster response.







Federal Resources Leveraged
Region I and II CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS,
the Federal Bureau of Investigation (FBI), and the United States Coast Guard to facilitate CI security and
resilience in the region. This includes leveraging Federal programs for analytic and assessment capabilities (e.g.,
threat analysis), cybersecurity incident and mitigation measures, and infrastructure security information to
conduct vulnerability assessments or to enhance catastrophic incident preparedness. The following list of Federal
resources is largely similar to those identified in Phase 1. Grant programs and the PSA program continue to be
highly valued. New programs, such as IP Gateway, and programs addressing emerging CI threats and risks
(especially cybersecurity) are more readily leveraged.








DHS Office of Bombing Prevention: TRIPwire
DHS Office of Cyber and Infrastructure
Analysis: National Infrastructure Simulation and
Analysis Center (NISAC)
DHS Office of Cybersecurity and
Communications: Critical Infrastructure Cyber
Community (C3) Program, US-CERT, ICSCERT
DHS Office of Infrastructure Protection: IP
Gateway, PSAs
DHS Office of Intelligence and Analysis
(I&A): Fusion Center Intelligence Analysts






DHS FEMA: State Homeland Security Grant
Program (SHSGP), Regional Catastrophic
Preparedness Grant Program (RCPGP), Urban
Areas Security Initiative (UASI), Port Security
Grant Program
FBI: InfraGard, Joint Terrorism Task Forces
(JTTF)
United States Coast Guard: Area Maritime
Security Committees

Critical Infrastructure Program Summaries
Region I and II CI program locations are divided among State fusion centers and joint State emergency
management and homeland security divisions; States are strongly engaged with their fusion center(s). Region II
States have wide-reaching, advanced CI programs and dedicated resources, whereas Region I States have smaller
CI programs in a heavily constrained resource environment with no or minimal State funding. State CI program
directors have six years of service on average, and most focus full-time on the CI security and resilience mission.
These characteristics of CI program focus, location, and scope in Regions I and II are very similar to what was
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discovered during Phase 1. A general increase
in the number of State CI program employees
occurred in Region II. In Region I, staffing
numbers for three State CI programs remained
the same, two State programs gained two
employees, and one State program decreased
by two employees.
The following bullets summarize State, tribal,
and territorial CI programs:










Regions I/II State CI Personnel Data
Average State CI
Program Size:

State CI Program Directors

6 personnel
50% increase in CI
personnel from
Phase 1

FT CI Program Directors
PT CI Program Directors

33%
increase in
# of FT CI
program
directors from
Phase 1

Connecticut: The Critical Infrastructure Protection Unit is within the Office of Counter Terrorism and
parallel to the fusion center. The unit focuses on identifying assets, assessing vulnerabilities, and securing
public and private infrastructure in both the physical and cyber realm. The unit also supports multi-agency
deterrence and security activities and coordination with emergency management during normal and
emergency situations. Location: Connecticut Office of Counter Terrorism. Staff: 3 full-time employees
(FTE).
Maine: The ME CI program represents a
Regions I/II Top 5 Program Priorities
partnership between the State fusion center and
emergency management agency. The program
Change
Phase 1 Priorities
Phase 2 Priorities
examines CI from an all-hazards, regional
from P1
perspective and engages in cross-border
Lifeline Sectors
Lifeline Sectors
interactions. Primary activities include identifying
State
and
Local
State
and Local
assets, assessing/analyzing risk, and setting
Priorities
Priorities
goals/objectives. Critical program elements include
State and Local
State and Local
partnerships, information sharing, and cross-sector
Priorities
Priorities
dependencies. Cyber is a present focus, with their
Economic Sectors
Economic Sectors
cybersecurity program in the early stages of
Federal Priorities
Federal Priorities
implementation. Private sector outreach and liaison
activities are in decline due to limited resources, but the program recognizes outreach and information
sharing as critical elements to their success. Location: Maine Information Analysis Center. Staff: 1 FTE.
Massachusetts: MA’s CI program is an established program in Region I, with the director serving for 10
years; although, their program is greatly shaped by resource availability. Primary activities include
assessing/analyzing risk, identifying assets, and setting goals/objectives. Critical program elements include
information sharing, sector outreach, and risk management. Funding, training, and partnerships are needed
to advance the program. Location: Massachusetts Commonwealth Fusion Center. Staff: 2 FTE, 2 PTE.
New Hampshire: NH’s CI program is under the fusion center with limited CI-dedicated personnel and as
such, an exclusive full-time CI security and resilience manager is not present. Primary activities include
setting goals/objectives, identifying assets, and assessing/analyzing risk. Critical program elements include
information sharing, risk management, partnerships, and cross-border activities. Funding to fill gaps
identified in assessments, training, and Federal engagement on CI are needed to advance the program.
Location: New Hampshire Information and Analysis Center. Staff: 1 FTE.
Rhode Island: The CI program was revamped in 2014 and the development of a formal program/plan is in
progress. Improving cyber and business resilience are top priorities. Primary activities include setting
goals/objectives, identifying assets, and assessing/analyzing risk. Critical program elements include
partnerships, cross-sector dependencies, and information sharing. To encourage engagement in a limited
resources environment and help transition the CI program from a reactive to proactive posture, the State
hosts exercises and workshops. Additional private sector outreach, partnerships, and exercises are needed to
advance the program. Location: Rhode Island Emergency Management Agency. Staff: 1 FTE, 2 part-time
employees (PTE).
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Vermont: The CI program is embedded in an overarching emergency management and homeland security
all-hazards scope and structure. Primary activities include setting goals/objectives, identifying assets, and
assessing/analyzing risk. Critical program elements include information sharing, risk management, and
partnerships. Operationalizing CI information networks is currently a major programmatic focus. The fusion
center shares in the State’s CI protection mission from an all-crimes and terrorism perspective,
concentrating on threat identification and warning dissemination. Location: Vermont Division of
Emergency Management and Homeland Security. Staff: 3 PTE.
 New Jersey: NJ represents an advanced program, inclusive of an implemented cybersecurity program,
operating with full resource availability under the State’s Critical Infrastructure Protection Bureau. Primary
programmatic activity includes and goes beyond assessing/analyzing risk to implementing risk management
activities and measuring their effectiveness. Critical program elements include partnerships, risk
management, and cross-sector dependencies. Sustained Federal CI programs and partnership engagement
levels, in addition to exercises, are needed to advance the program. Location: Office of Homeland Security
and Preparedness. Staff: 11 FTE, 11 PTE.
 New York: The NY CI program is advanced, with dedicated resources and a full-time director focused
exclusively on CI security and resilience. Primary programmatic activity includes identifying assets,
assessing/analyzing risk, and setting goals/objectives. Critical program elements include promoting built-in
security and resilience, information sharing, and risk management. Cybersecurity is an emerging focus area.
Funding, information sharing, and exercises are needed to advance the program. Location: Division of
Homeland Security and Emergency Services. Staff: 7 FTE, 1 PTE.
 Tribal: CI programs are generally small, leverage external agency assistance to address current issues, and
are challenged by the ever-increasing set of CI responsibilities. Similar to State and CI programs, they
acknowledge the rapidly growing importance of cyber and the need to improve training and become more
proactive in CI security.
 Territorial: The CI program for the Virgin Islands is under the fusion center and is centered on building
personal relationships with CI stakeholders through outreach and engagements. Fusion center personnel
work closely with the PSA to facilitate training for the territorial CI community and provide site
assessments and assessment tools. As an island territory, maritime CI is a major focus and therefore a large
amount of program personnel time is spent on engagements and information sharing with private sector
maritime facilities. Location: Virgin Islands Fusion Center (VIFC). Staff: 1 FTE, 2 PTE.
Local CI programs in Regions I and II are primarily staffed by government personnel (rather than contractors),
with most programs led by a CI program director who does not exclusively focus full-time on CI security and
resilience. Resource availability was rated, on average, as minimally available, with State funding the least
resource made available to their agencies. Local CI programs have limited engagement with fusion centers;
however, they employ robust information-sharing programs (e.g., briefings, bulletins, and conferences) to share
information across all levels of government and the private sector. The following list summarizes key themes
across local CI programs:








CI Program Size/Scope: Local CI programs employ an average of 4 FTE, are located within emergency
management agencies, and have an all-hazards approach to CI.
CI Program Primary Focus Areas: Cybersecurity, lifeline sectors, natural disasters, special major events,
and transportation issues primarily inform local CI programs’ prioritization activities.
Strategic Risk Management: CI programs are increasingly focused on long-term resilience issues for
public and private sector infrastructure in their jurisdiction. This includes reaching out to the business
community to better understand impacts and mitigate future incidents or focusing on resilience inhibitors for
critical services, such as water/wastewater systems.
Risk Assessments: Local CI programs are responding to increasing requests from CI sectors and are
conducting more expansive security risk assessments on varied infrastructure, within a resource-constrained
environment. Security assessments address critical sector infrastructure (e.g., regional commuter rail
systems, chemical refineries) and soft targets (e.g., schools, shopping malls). The teams conducting these
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assessments are just as varied as the assets themselves: local teams may include personnel from State and
local agencies, fusion centers, fire departments, emergency medical services, law enforcement, and DHS
(e.g., PSAs, I&A), and echo the multijurisdictional approach to risk management found at the State level.

Public-Private Partnerships Summary
Public-private partnerships are essential contributors to CI programs in Regions I and II. They serve as trusted
sources of CI threat information and as convening organizations to bring together disparate CI stakeholders to
increase awareness, share information and best practices, and develop new solutions to ongoing and emerging CI
issues. Prominent CI partnerships in Regions I and II are generally composed of SLTT homeland security and
emergency management personnel and private sector representatives (e.g., of lifeline sectors), or regional
economic driver private sector representatives who engage in partnership activities with SLTT personnel. The
missions of these partnerships are rooted in disaster preparedness and the sharing of threat information. As with
CI programs in the regions, these partnerships are increasing their focus on the cybersecurity of their members
and partners.
Examples of cross-sector and sector-specific partnerships include the following:








All Hazards Consortium
Great Lakes Hazards Coalition
InfraGard Boston
Maine Bankers Association
Maine Chapter of (ISC)2
Maine Water and Wastewater Agency
Response Network
New England Organized Retail Crime Alliance






NorthEast Disaster Recovery Information XChange
Rhode Island Business Alliance
Rhode Island Interoperable Communications
Committee
Rhode Island Water and Wastewater Agency
Response Network

Current Needs and Challenges
Categories of current Region I and II CI program
needs and challenges, shown in Figure 3, highlight
the critical needs of funding, training, and
partnerships. These most critical needs remain
consistent from Phase 1, specifically the need for
funding support (e.g., for personnel to conduct
assessments and private sector outreach) and
training (e.g., for risk assessments), and the
challenges of maintaining State asset lists and
measuring program effectiveness. The following
bullets summarize the region’s current needs and
challenges:




Figure 3. Program Needs and Challenges
Most Critical

Funding assistance
Training
Partnerships
Private sector outreach
Information‐sharing…
Exercises
Federal CI programs…

Funding Assistance: Sustained funding for CI program mission implementation (including dedicated
personnel and support for engaging the private sector) is a major need. CI programs are concerned about the
sustainability of critical infrastructure activities in the region and request funding assistance for assessments,
training and exercises (especially for cybersecurity), and private sector outreach.
Federal Program Enhancement: Common priorities include improving IP Gateway based on SLTT needs
(e.g., developing standardized, coordinated assessments), strengthening the PSA program for increased
collaboration with SLTT partners (e.g., expanding availability of PSA tools for SLTT use), and increasing
training and exercises outreach/awareness and opportunities involving SLTT and private sector stakeholders
(similar to the DHS-funded Texas A&M Engineering Extension Service [TEEX] CI training).
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Cybersecurity Capabilities and Roles: SLTT CI professionals expressed a need for clearer definition of
DHS IP cybersecurity capabilities and roles so that SLTT programs can adequately respond to cyber
incidents in their jurisdictions. Currently, delineating when and how Federal response to cyber incidents is
indicated is a challenge.
Critical Infrastructure Assessments and Asset Management: It is challenging for SLTT programs to
adequately assess and manage the data of their large portfolio of CI assets. Limited staff availability for
assessments and data management, competing priorities, and IP Gateway limitations (e.g., lack of database
management similar to ACAMS) exacerbate the challenge.
Measuring Program Effectiveness: Though monitoring the efficacy and progress of CI programs is
recognized as an important activity, doing so is a challenge for SLTT programs. There are generally more
time-sensitive issues to address and measuring program effectiveness is commonly a low-priority task.
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Regional Overview of
Critical Infrastructure Programs

Region Snapshot:
Region III

The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
Regional Overview summarizes operational and budgetary changes of State, local, tribal, and territorial (SLTT)
agencies and public-private partnership critical infrastructure (CI) programs over time, details how those programs
are implementing CI activities, and facilitates the sharing of information and best practices. The Regional Overview
project represents Phase 2 of the SLTTGCC Regional Initiative (2011–2013) and the RC3 Member and Mission
Landscape Study (2013–2014). This Region Snapshot for Region III highlights primary CI activities, defining
characteristics, Federal program use, and needs and challenges of SLTT programs and public-private
partnerships.1

Region III
Delaware
District of Columbia
Maryland

Pennsylvania
Virginia
West Virginia

Primary Activities

Needs and Challenges

Set goals and objectives
Identify infrastructure
Assess and analyze risk

Funding assistance
Training
Partnership capabilities and
sustainment

Primary Sectors of Focus

Primary Critical Infrastructure Activities
Region III CI programs focus their activities on
setting goals and objectives and identifying
assets, as indicated in Figure 1, which is similar
to the primary programmatic risk management
activities identified within the region during the
previous study phase. Though assessing and
analyzing risks continues to be an emphasis,
these activities receive less focus than
previously reported. Further changes from
Phase 1 include CI programs’ increased focus

Figure 1. Primary Programmatic Activity Relating
to NIPP 2013 Risk Management Framework
Set Goals and Objectives
Identify Infrastructure
Assess and Analyze Risk
Implement Risk Management…

Highest‐ranked
Program Activity

Measure Effectiveness

The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region III participants included
representatives from State and local homeland security offices and emergency management agencies, fusion centers, and
public-private partnerships within Delaware, Maryland, Pennsylvania, Virginia, West Virginia, and the District of Columbia.
1
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on emerging issues such as cybersecurity and healthcare issues (primarily relating to infectious diseases).
The following bullets summarize the region’s primary programmatic critical infrastructure activities:










Set Goals and Objectives: The majority of CI programs in Region III have formalized their program
strategies by incorporating CI elements into an overarching homeland security strategy. The changing threat
landscape defines the strategic focus of CI programs, placing greater emphasis on setting goals and
objectives compared to other activities. CI program personnel value the strategic documents as a means to
more clearly define CI goals and objectives, establish a common understanding of the program among
SLTT partners, and make strategic decisions.
Identify Infrastructure: SLTT programs are transitioning from legacy identification and data management
methodologies to IP Gateway as the current federally supported system. CI asset criteria and prioritization
are based on Federal standards, yet modified to address the assets most critical to the SLTT jurisdiction.
Though Region III CI programs have a relatively long history of identifying and assessing CI, near-term
priorities change with the risk environment in which new, emerging threats influence the focus on types of
infrastructure to identify and assess.
Assess and Analyze Risk: Conducting CI assessments is currently less of a focus than in years past. SLTT
CI assessment is a collaborative effort among SLTT government, fusion center, and U.S. Department of
Homeland Security (DHS) Office of Infrastructure Protection personnel, with Protective Security Advisors
(PSAs) as highly valued and relied-upon sources of support. Assessing CI dependencies, interdependencies,
and cascading effects is viewed as an important capability for future development.
Prioritize: Region III CI programs focus their activities on lifeline and major economic sectors, with
Commercial Facilities and Food and Agriculture as sectors of particular economic importance. Mass
gatherings and special events garner a great deal of activity for preparedness/emergency planning and risk
assessment. Cybersecurity is of high priority—increased since Phase 1—and Region III CI programs exhibit
relatively advanced implementation of formalized cybersecurity activities. Figure 2 depicts a representative
sampling of the status of SLTT CI programs implementing a cybersecurity program.
Implement Risk Management Activities:
Figure 2. Cybersecurity Program
Information sharing is central to risk management
Implementation
Status for Region III
for CI programs in the region, with fusion centers
SLTT
CI
Programs
coordinating the majority of information flow. CI
programs leverage information sharing to implement
Planning only
strategic planning, incorporate risk information
(including consequence, vulnerability, and threat
Implementation started
20%
within past year
data) into CI asset databases, and facilitate incident
40%
Implementation ongoing
response and recovery. Geo-spatial tools linking risk
for more than one year
information to CI assets are increasingly being
Fully implemented within
developed for enhanced situational awareness and
40%
past year
coordinating incident response resource allocation.
Fully implemented more
Partnerships across multiple levels of government
than one year ago
and regional private sector associations (e.g., lifeline
and economic driver sectors) are highly valued and demonstrate a multijurisdictional approach to risk
management. For instance, SLTT emergency management agencies, information technology departments,
and fusion centers frequently partner to address the multiple aspects of cyber risk. Training and exercises are
also integral components of CI program activities; common topics include cybersecurity, mass-gathering
preparedness and assessment, and critical asset identification.

Highlights of Success


Building and Sustaining Relationships: West Virginia, a rural and geographically diverse state, aims to
maintain collaborative links within the public and private sectors (locally or regionally) to share information
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that will enhance CI security and resilience. One success is a pilot with the Transportation Security
Administration (TSA) Surface Transportation Security Inspectors. In January 2015, the TSA collaborated
with the WV Rail Authority, WV Infrastructure Protection Programs, and the SLTT responder community
to conduct a TSA Exercise Information Sharing (EXIS) tabletop exercise. The exercise provided a simple,
yet highly interactive engagement between all attendees and facilitated a full-scale, live-train excursion as
an after-action review, which allowed participants to experience firsthand the concerns, gaps, and issues
uncovered during the EXIS. Two follow-up phases continue to support and enhance the corrective security
and safety actions that were identified in the EXIS. Similar to the Regional Resiliency Assessment Program
(RRAP) previously held in the State, the EXIS underscored the significant value of establishing and
sustaining relationships across the public and private sectors.
Cybersecurity Partnerships: The CyberMaryland Conference is an annual, two-day event presented by the
Federal Business Council (FBC) in conjunction with academia, government, and private sector
organizations. FBC established the conference to create a common cybersecurity nomenclature for
government and private sector stakeholders. By acting as a neutral convening organization of disparate
stakeholders, FBC enables information sharing and networking opportunities for the development of human
and technological cyber solutions. In recent years, the conference has grown and built trusted relationships
between cybersecurity partners. As a hallmark of its success, other public-private cybersecurity groups
(including those from California, Colorado, and Texas) have adopted the CyberMaryland Conference
methodology to build cyber partnerships in their jurisdictions and solve cybersecurity problems at a high
level.
Information Sharing: The Pennsylvania Criminal Intelligence Center (PaCIC) provides investigative
support to law enforcement by analyzing complex information and collating it into intelligence summaries,
event analysis, and other products. PaCIC disseminates real-time bulletins and alerts inclusive of criminal
information to relevant CI partners through a secure portal. Recent successes include deterring and
preventing an incident in the Financial Services Sector: following the PaCIC release of a bank robbery
suspect’s picture to a particular bank at risk, employees were able to take action to heighten their security
posture. PaCIC also shares suspicious activity reports with the Water Sector, including one incident related
to suspicious calls to water utilities; relevant private sector partners were alerted and an investigation by the
Federal Bureau of Investigation (FBI) ensued.
Local input to National CI Issues: The Regional Resilience Workshop Series and the Executive
Roundtables provide an opportunity for the local organizations to offer input to national issues. The findings
are shared with not-for-profit partners and public sector partners. As long as the private sector partners
witness actions taken as a result of the events and reports, the events are deemed to be successful.

Federal Resources Leveraged
Region III CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS, FBI,
and the U.S. Coast Guard to facilitate CI security and resilience efforts in the region. This includes leveraging
Federal programs to enhance analytic and assessment capabilities (e.g., threat analysis), cybersecurity incident
information and mitigation measures, access to infrastructure security information to conduct vulnerability
assessments, and catastrophic incident preparedness. The following list of Federal resources is largely similar
those resources identified in Phase 1. Grant programs and the PSA program continue to be highly valued. New
programs, such as IP Gateway, and programs addressing emerging CI threats and risks (especially cybersecurity)
are more readily leveraged.



DHS Office of Cyber and Infrastructure Analysis: National Infrastructure Simulation and Analysis
Center
DHS Office of Cybersecurity and Communications: Critical Infrastructure Cyber Community (C3)
Program, Cybersecurity Advisors Program, United States Computer Emergency Readiness Team (USCERT), Industrial Control Systems Cyber Emergency Response Team (ICS-CERT)
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DHS Office of Infrastructure Protection: IP Gateway, PSAs, Homeland Security Information Network –
Critical Infrastructure, Regional Resiliency Assessment Program (RRAP), National Infrastructure
Coordinating Center security briefings, Joint Critical Infrastructure Partnership Webinars
DHS Office of Intelligence and Analysis: Fusion Center Intelligence Analysts
DHS Office of Science and Technology: Personal Identity Verification-Interoperable/First Responder
Authentication Credential Technical Transition Working Group
DHS Federal Emergency Management Agency (FEMA): State Homeland Security Grant Program,
Regional Catastrophic Preparedness Grant Program, Urban Areas Security Initiative, Port Security Grant
Program
DHS Transportation Security Agency: Aviation Security Advisory Committee and Surface
Transportation Security Working Groups
FBI: InfraGard
United States Coast Guard: Area Maritime Security Committees
United States National Counterterrorism Center: Mission Advocate

Critical Infrastructure Program Summaries
Region III CI programs have a strong nexus
with information sharing; half of the State CI
programs are located in fusion centers and all

Region III State CI Personnel Data
Average State CI
Program Size:

State CI Program Directors

States report at least moderate engagement
50%
5 personnel
with fusion centers and usage of various
decrease in
information-sharing mechanisms. Two States
# of FT CI
67% increase in CI
program directors
are implementing expansive CI programs with
personnel from
FT CI Program Directors
from Phase 1
Phase 1
coordinated CI missions across multiple State
PT CI Program Directors
agencies, in addition to established outreach
to Federal agencies and the private sector. The directors have seven years of service on average; most do not focus
on CI security and resilience full-time and lead staffs primarily comprised of government personnel. This
represents a decline from Phase 1, as all Region III States reported having a full-time CI program director during
that time.
Region III Top 5 Program Priorities
Across the region, there is a moderately integrated
network of Federal, State, and local government
Change
Phase 1 Priorities
Phase 2 Priorities
personnel equally sharing in the coordination and
from P1
execution of the CI security and resilience mission.
Lifeline Sectors
Lifeline Sectors
There is stronger integration between State and local
agencies, and even though CI program activity is
Economic Sectors
Threat Information
strongly modified to align with State/local needs, Federal
criteria and priorities are still considered a baseline for
Dependencies
Economic Sectors
activity. The primary programmatic activity for Region
Mass Gathering
Threat Information
Events
III States is setting goals and objectives—a more longGovernment
Government Facilities
term approach to risk management—which is closely
Facilities Sector
Sector
followed by identifying infrastructure. This represents
little change from Phase 1, as all but one State indicated setting goals and objectives as a primary programmatic
activity and all States reported identifying infrastructure as a primary programmatic activity. State CI programs
are focused on developing tools and resources for information sharing; building more training and exercises into
CI programs; focusing program activity to address special events, mass gatherings, and soft target assessments;
and improving cybersecurity capabilities, with a focus on cyber response and information sharing for CI sectors.
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The following bullets summarize State CI programs:










District of Columbia: The DC Homeland Security and Emergency Management Agency (HSEMA) leads
the critical infrastructure program for the District, while working with critical infrastructure programs in the
National Capital Region. A major component of the program is Continuity of Government planning and
Continuity of Operations Planning (COOP) for the District, in addition to regional resilience. HSEMA
collaborates across the region with public and private sector owners and operators, builds public-private
relationships, and coordinates with the Washington Regional Threat Analysis Center on information sharing
and situational awareness. Primary activities include identifying assets with partners and assessing risk to
assets. Location: Homeland Security and Emergency Management Agency. Staff: 2 full-time employees
(FTE).
Delaware: The Delaware Information and Analysis Center leads the State’s critical infrastructure security
mission, providing private sector partners with threat, risk, and vulnerability assessments to enable them to
make informed decisions on securing their CI facilities. Primary activities include setting goals and
objectives, identifying infrastructure, and assessing and analyzing risk. Critical program elements include
risk management, partnerships, and information sharing. Funding, partnership development, and private
sector outreach are needed to advance the program, with dedicated resources needed to increase staffing
levels and training opportunities. Location: Delaware Information and Analysis Center. Staff: 1 FTE.
Maryland: Maryland’s critical infrastructure program is located within the Anti-Terrorism Division of the
Maryland Coordination and Analysis Center (MCAC). As such, there is an emphasis on the sharing and
analysis of both terrorism and criminal information and intelligence as it pertains to the protection of the
State’s critical infrastructure. Current program activity includes public and private sector asset identification
and prioritization, threat information and awareness product development and dissemination, and private
sector outreach to address the physical and cyber challenges of critical infrastructure protection. The MCAC
critical infrastructure program has developed a public advisory group comprising State and local
stakeholders, in order to prioritize critical infrastructure based on State criteria built from the DHS model.
The program partners with non-profit entities (e.g., FBI InfraGard alliance) to build a base of sector-specific
subject matter experts to inform the identification of critical infrastructure and mitigate cyber and physical
security vulnerability gaps. Location: Maryland Coordination and Analysis Center. Staff: 5 FTE.
Pennsylvania: Pennsylvania established a CI program involving the State fusion center and the Governor’s
Office of Homeland Security and developed a 4,600-contact distribution list covering all 16 CI sectors. The
expansive program focuses on informed asset prioritization, GIS analysis, cybersecurity training, building
trust, and enhancing collaboration among PA CI stakeholders and lifeline sectors, and is planning for future
program focus on interdependencies. Primary activities include identifying infrastructure, assessing and
analyzing risk, and setting goals and objectives. Critical program elements include information sharing,
partnerships, and risk management. Funding, information-sharing programs and tools, and training were
identified as needs, with resources needed to increase personnel and build cybersecurity analysis
capabilities. Location: Pennsylvania Criminal Intelligence Center and Governor’s Office of Homeland
Security. Staff: 5 FTE
Virginia: In Virginia, the primary CI mission is spread across multiple agencies (i.e., State Police,
Governor’s Office, Transportation, and Emergency Management), with the Office of Public Safety and
Homeland Security as the central location. The CI program is further expanded by regular outreach and
coordination with other State agencies, Federal agencies (e.g., DHS, U.S. Department of Defense, U.S.
Department of Justice, and the U.S. Postal Service), major cities, private sector representatives, and industry
related to emerging areas (e.g., cybersecurity). Beyond CI security, Virginia also created the role of Chief
Resilience Officer to coordinate resilience initiatives across the State. Primary activities include setting
goals and objectives, measuring effectiveness, and identifying infrastructure. Critical program elements
include risk management, information sharing, and cross-sector dependencies. Funding, partnership
development, and information-sharing programs and tools are needed to advance the program, with funding
assistance and information-sharing siloes identified as both a short- and long-term challenge to achieving
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the State’s critical infrastructure goals and objectives. Location: Office of the Secretary of Public Safety and
Homeland Security. Staff: 7 FTE, 2 part-time employees (PTE)
West Virginia: The West Virginia Intelligence Fusion Center leads the State CI mission. Mission objectives
include private sector risk management outreach, asset identification, infrastructure site visits,
comprehensive risk assessments, and promoting physical security and target hardening enhancements.
Primary activities include setting goals and objectives, identifying infrastructure, and assessing and
analyzing risk. Critical program elements include partnerships, information sharing, and cross-sector
dependencies. Funding, training, and improved Federal CI programs and capabilities are needed to advance
the program, with funding critical to enhancing rural State CI efforts and Federal CI program continuity and
coordination important to supporting State critical infrastructure goals and objectivities. Location: West
Virginia Intelligence Fusion Center. Staff: 1 FTE, 5 PTE



The following key themes, drawn from one local CI program in Region III, are representative of all developed CI
programs in the region.
CI Program Sector Interaction: Lifeline sectors—primarily the Energy and Water Sectors— are a major
CI program focus area. Information sharing, communications, and planning represent major CI sector
program activities and are augmented by efforts to train, exercise, and share mitigation plans.
Common Resilience Framework: This framework consists of sector partners and public agencies
coordinating, providing input, and sharing resources in an effort to build a larger, cohesive resilience
network. This enables consistent implementation of a synchronized CI security and resilience mission, while
allowing for each entity’s plan to be individualized to their jurisdiction’s hazards and risk management
function capabilities.
Routing to Overcome Barriers: The local CI program acknowledges that there are barriers to achieving
some of their CI security and resilience goals and objectives, and steers their program to critically examine
how to overcome them. Barriers include: improving cybersecurity knowledge levels; understanding the
scope of interconnectedness and cascading effect across sectors; fostering trusted dialogues that cross many
jurisdictional and agency authorities; verifying infrastructure resilience levels; and addressing the impact
levels to individuals, such as the impact experienced by vulnerable citizens during a disaster or disruption.







Public-Private Partnerships Summary
Public-private partnerships are essential contributors to CI programs in Region III and focus on facilitating
information sharing between and within public and private sectors. The opportunity to network, collaborate, and
exchange ideas is the primary motivator for members to join and participate in public-private partnerships.
Partnerships support emergency response activity by connecting available resources and facilitating the supply
and transport of resources. As a continually changing and evolving issue, cybersecurity (especially expanding
cyber awareness and threat-related information sharing) is a major focus for partnerships in the region. Common
information-sharing mechanisms employed by Region III partnerships include bulletins, seminars, conferences,
training, and exercises and drills.
Prominent CI partnerships in the region include a wide range of SLTT homeland security/emergency management
personnel, private sector representatives (e.g., lifeline sectors), and national/regional CI organizations. Many of
these partnerships have comparatively long histories of public-private collaboration on CI issues. New
membership and membership engagement increases around emergency incidents; engagement and sustainment
during non-emergency incidents remains a great challenge.
Examples of cross-sector and sector-specific partnerships include the following:



All Hazards Consortium
ASIS International
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InfraGard Pittsburgh Members Alliance
International Association of Emergency
Managers (IAEM)
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Delaware City – Community Awareness and
Emergency Response
District of Columbia Business Emergency
Management Operations Center
Great Lakes Hazard Coalition
Hampton Roads Regional Partnership




Pittsburgh Regional Business Coalition for
Homeland Security
The Infrastructure Security Partnership

Current Needs and Challenges
Categories of current Region III CI program needs and challenges, shown in Figure 3, highlight the critical needs
of funding, training, and partnerships. This represents a minor shift from Phase 1; the primary change being
private sector outreach, previously cited as a major need, having relatively low importance. Funding concerns
continue as a primary need. The following bullets summarize the region’s current needs and challenges:









Funding Assistance: Sustained
Figure 3. SLTT Critical Infrastructure Program
funding for CI program mission
Needs and Challenges
implementation (including support for
Most Critical
rural CI security and resilience efforts)
Funding Assistance
is a major need. CI programs are
Training
concerned about the sustainability of
Partnerships
critical infrastructure activities in the
Information‐Sharing Tools
region and request funding assistance
Federal CI ProgramEnhancements
for hiring, training, and retaining CI
Exercises
cyber analysts, expanding training and
Private Sector Outreach
exercises, and building partnerships.
With minimal resources, competing
priorities that diminish the time and personnel available for CI activities represent a major challenge.
Partnership Capabilities and Sustainment: Major partnership needs include Federal support for
interdependencies analysis and convening major CI partnership-building events, improved cybersecurity
resources, increased real-time information sharing, and the development of CI products and activities that
relate national policies and issues to local CI stakeholders. Partnerships in Region III share the common
challenge of maintaining active and engaged private sector membership over time, especially with small-tomedium sized businesses—important to the region’s resilience—that do not have as much time, resources,
or personnel to contribute to CI activities.
Federal Program Enhancement: Common themes include improving IP Gateway based on SLTT needs
(e.g., enhancing the security of owner/operator information that is collected and maintained within the
system), strengthening the PSA and Cyber Security Advisor (CSA) programs for increased collaboration
with SLTT partners (e.g., expanding availability of PSA tools for SLTT use, deploying CSAs to States), and
adapting training to be more accessible to SLTT professionals (e.g., scheduling training conducted in-State).
CI programs also cite the high rate of turnover of DHS IP personnel involved in programs as a major
challenge and that more stability in IP program personnel would greatly benefit SLTT CI programs.
Intergovernmental Coordination: Lack of coordination between agency silos (among Federal as well as
State government) was commonly cited as a challenge.
Interdependencies: SLTT CI programs acknowledge the importance of assessing and understanding
cascading effects along dependency and interdependency lines. A lack of adequate tools and education to do
so remains a common challenge.
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STATE, LOCAL, TRIBAL, AND TERRITORIAL GOVERNMENT COORDINATING COUNCIL
REGIONAL CONSORTIUM COORDINATING COUNCIL

Regional Overview of
Critical Infrastructure Programs

Region Snapshot:
Region IV

The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
Regional Overview summarizes operational and budgetary changes of SLTT and public-private partnership
critical infrastructure (CI) programs over time and details how those programs are implementing CI activities, and
facilitates the sharing of information and best practices. The Regional Overview project represents Phase 2 of the
SLTTGCC Regional Initiative (2011–2013) and the RC3 Member and Mission Landscape Study (2013–2014).
This Region Snapshot for Region IV highlights primary CI activities of SLTT programs and public-private
partnerships, as well as defining characteristics, Federal program use, and needs and challenges.1

Region IV
Alabama
Florida
Georgia
Kentucky

Mississippi
North Carolina
South Carolina
Tennessee

Primary Activities

Needs and Challenges

Set goals and objectives
Identify infrastructure
Assess and analyze risk

Training
Partnership capabilities and
sustainment
Funding assistance

Primary Sectors of Focus

Primary Critical Infrastructure Activities
Region IV CI programs focus their activities on
setting goals and objectives and identifying assets,
as indicated in Figure 1. This is largely similar to the
primary programmatic risk management activities
within the region during the previous study phase;
Highest‐ranked
however, SLTT CI programs have significantly
Program Activity
advanced in these activity areas. Examples include
developing strategic plans and increasing
collaboration with Protective Security Advisors
(PSAs) and State and local officials for CI
identification. Though assessing and analyzing risks continues to be an emphasis, these activities receive less
The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable Webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region IV participants included
representatives from State and local homeland security offices and emergency management agencies, fusion centers, law
enforcement, and public-private partnerships within Alabama, Florida, Georgia, Kentucky, Mississippi, North Carolina,
South Carolina, and Tennessee.
1
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focus than previously reported. Further changes from Phase 1 include CI programs’ increased focus on
cybersecurity and healthcare issues (primarily relating to infectious diseases).
The following bullets summarize the region’s primary programmatic critical infrastructure activities:










Set Goals and Objectives: Approximately half of the CI programs in Region IV have formalized their
program strategies into an overarching strategic plan. The changing threat landscape defines the strategic
focus of CI programs; therefore, greater emphasis is placed on setting goals and objectives compared to
other activities. CI program personnel value the strategic documents as a means to define CI goals and
objectives more clearly, yet limited resources impede developing and implementing strategic CI plans.
Identify Infrastructure: The majority of SLTT programs are transitioning their legacy identification and
data management methodologies to IP Gateway as the current federally supported system. CI asset criteria
and prioritization are based on Federal standards, yet modified to address the assets most critical to the
jurisdiction. Population density and economic drivers greatly influence Region IV CI identification and
assessment.
Assess and Analyze Risk: Conducting CI assessments is currently less of a focus than in years past. SLTT
CI assessments are largely conducted and directed by PSA, with supplemental support from State and local
assessment teams (commonly from fusion centers and local emergency services agencies).
Prioritize: Region IV CI programs focus their
Figure 2. Cybersecurity Program
activities on lifeline and major economic sectors, with
Implementation
Status for Region III
Energy, Critical Manufacturing, and Food and
SLTT CI Programs
Agriculture as sectors of particular economic
Planning only
importance. Nuclear facilities (and the transport of
8%
radioactive materials) garner a great deal of activity
Implementation started
17%
for preparedness/emergency planning and risk
within past year
assessment. Cybersecurity threats are an important
Implementation ongoing
for more than one year
focus area (which has increased since Phase 1), yet a
Fully implemented
majority of CI programs exhibit early stages of
75%
within past year
implementation of formalized cybersecurity activities.
Fully implemented more
Figure 2 depicts a representative sampling of the
than one year ago
status of SLTT CI programs implementing a
cybersecurity program.
Implement Risk Management Activities: CI program personnel are advancing their programs to improve
CI risk management in their jurisdictions within a limited resource environment. As a result, CI programs
focus their activities on identifying and assessing critical infrastructure and sharing CI threat information.
Fusion centers and emergency operation centers coordinate the majority of information flow, with
substantial support from PSAs. Partnerships and information-sharing mechanisms are heavily leveraged by
CI programs as cost-effective approaches to addressing CI risk in their respective jurisdictions. Partnerships
across multiple levels of government and regional private sector associations (e.g., lifeline and economic
driver sectors) are highly valued and demonstrate a multijurisdictional approach to risk management. For
instance, SLTT emergency management agencies, emergency operations centers, fusion centers, and
Information Sharing and Analysis Centers frequently coordinate physical and cyber threat information
sharing relevant to multiple CI sectors for major public events. Training and exercises are also integral
components of CI program activities; common topics include cybersecurity, natural disaster (especially
hurricanes and flooding) response and coordination, and active shooter awareness.

Highlights of Success


Local Business Resilience: The Florida Department of Law Enforcement’s Office of Domestic Security, in
partnership with Florida’s seven Regional Domestic Security Task Forces, developed the BusinesSafe
program to provide private sector CI partners with tools and resources to safeguard assets. Prominent
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BusinessSafe products include an information-sharing module and sector-specific fact sheets covering
security news, threats, and best practice techniques.
Natural Disaster Resilience: To plan and prepare for Mississippi River flooding disasters, the Shelby
County (TN) Office of Preparedness collaborated with the National Weather Service on a project to map
likely flood areas and associated CI data based on river elevation, using geographic information system
(GIS) tools. CI GIS information was included from previous collaboration between Shelby County and the
University of Memphis, through which details of CI assessments were incorporated into GIS layers for
preparedness planning. The results of these projects facilitated successful mitigation of a major flooding
event, for which the Office of Preparedness won a National Weather Service Award for flood preparedness
and response.
Public-Private Partnerships in Operation: The Charlotte-Mecklenburg (NC) Emergency
Management Office developed a Critical Infrastructure Resource Center to enhance emergency management
collaboration among government and private sector CI stakeholders. The resource center is activated
concurrently with the county emergency operations center and includes public and private CI partners from
Charlotte and the surrounding community.

Federal Resources Leveraged
Region IV CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS to
facilitate CI security and resilience in the region. This includes leveraging Federal programs for analytic and
assessment capabilities (e.g., threat analysis), access to infrastructure security information to conduct vulnerability
assessments, and to enhance catastrophic incident preparedness. Collaboration with other Federal agencies and
departments is limited. The following list of Federal resources is similar those resources identified in Phase 1.
Grant programs and the PSA program continue to be highly valued. New programs, such as IP Gateway, are more
readily leveraged.










DHS Domestic Nuclear Detection Office: Personnel support for nuclear/radiological prevention and
detection
DHS FEMA: State Homeland Security Grant Program, Regional Catastrophic Preparedness Grant Program,
Urban Areas Security Initiative (UASI), Port Security Grant Program
DHS Office of Cyber & Infrastructure Analysis: National Infrastructure Simulation and Analysis Center
DHS Office of Infrastructure Protection: IP Gateway, PSAs, Homeland Security Information Network –
Critical Infrastructure, Regional Resiliency Assessment Program (RRAP)
DHS Office of Intelligence and Analysis: Fusion Center Intelligence Analysts
DHS Transportation Security Administration
DHS United States Coast Guard: Area Maritime Security Committees
DHS United States Secret Service: Cybersecurity awareness and training
FBI: InfraGard, Joint Terrorism Task Forces

Critical Infrastructure Program Summaries
Since Phase 1, Region IV critical infrastructure
programs have seen refinement and, in some
cases, major redevelopment to meet prioritized
critical infrastructure needs. The homeland
security office supports four programs, three
programs are dually supported by the
homeland security office and fusion center, and
one program is located in the State fusion
center. State critical infrastructure programs
have strong engagement with SLTT fusion

Region IV State CI Personnel Data
Average State CI
Program Size:

State CI Program Directors

3 personnel
No change in
CI personnel
from Phase 1
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FT CI Program Directors
PT CI Program Directors

25%
decrease in
# of FT CI
program directors
from Phase 1
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centers. State directors have two years of service on average, with a near-split between program directors focusing
on CI full-time and part-time. Part-time directors focus on security and resilience less than 50% of the time. This
represents a slight decline from Phase 1.
Region IV programs are consistent in implementing
Region IV Top 5 Program Priorities
program activities across the region, with setting
goals/objectives and identifying infrastructure the most
Change
Phase 1 Priorities
Phase 2 Priorities
from P1
common program activities. Compared to Phase 1, the
focus areas informing the program’s prioritization
Lifeline Sectors
Threat Information
activities have shifted considerably. Critical infrastructure
Other Specific
programs are now refined based on threat information,
Lifeline Sectors
Sectors
infrastructure resilience and restoration, and prioritized
Resilience and
Economic Sectors
assets across all 16 sectors instead of an exclusive focus
Restoration Planning
on lifeline and those sectors driving the State and local
Threat Information
NCIPP Asset List
economies. In addition, State critical infrastructure
Tourism
programs are re-orienting to address local needs and
Economic Sectors
Infrastructure
complex critical infrastructure issues, such as sector
system dependencies and cybersecurity. All States recognize the criticality of cybersecurity, with nearly all
critical infrastructure programs in the planning phase for cybersecurity programs/initiatives. To deploy
comprehensive critical infrastructure security and resilience programs that effectively address the region’s critical
infrastructure issues, Region IV programs need sustained funding streams and mechanisms to extend critical
infrastructure security and resilience activity. This includes information-sharing tools and guidance, partnerships,
and topical exercises that include both the public and private sectors. The following bullets summarize State CI
programs:






Alabama: The Alabama Fusion Center leads the State’s critical infrastructure security mission through a
comprehensive public-private partnership framework encompassing all CI sectors. The partnership
framework is designed to foster integrated, collaborative engagement and interaction among public and
private sector CI security partners. Information sharing is a critical framework element. Primary activities
include setting goals and objectives, identifying assets, and assessing and analyzing risk. CI identification
and assessment is a major program component, with population density, major transportation hubs, and
economic drivers influencing program activity. Current CI activities are focused to the following sectors:
Food and Agriculture, Critical Manufacturing, and Transportation. Location: Alabama Fusion Center. Staff:
1 PTE.
Florida: The State’s critical infrastructure program is jointly managed by the Florida Department of Law
Enforcement’s Office of Domestic Security and Florida Fusion Center, and is operated through regional
planners located throughout the State as part of a developed, comprehensive State Critical Infrastructure
Protection Strategy. Primary activities include setting goals and objectives, identifying infrastructure, and
assessing and analyzing risk. Critical program elements include information sharing, risk management, and
cross-sector dependencies. Funding, information-sharing programs and tools, and training were identified as
needs to advance the program, with improved public-private partnerships identified as a long-term need.
Although dedicated CI personnel are available and key partnerships have been developed, the program lacks
the resources and tools to carry out a comprehensive statewide program in each region while concurrently
addressing disparate regional needs and issues. Location: Florida Department of Law Enforcement. Staff: 2
FTE, 7 PTE.
Georgia: The Georgia Homeland Security Division is responsible for the State’s critical infrastructure
security program. Ever-increasing security needs have demanded a State homeland security strategy capable
of expansion to new service areas in support of the all-hazards mission. Over the past two years, the
program has been refined to focus on prioritized sectors, dependencies, private sector outreach to establish
relationships, and advanced site assessment services. In addition, Georgia works closely with local
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jurisdictions to better understand and meet local CI security needs. This includes facilitating CI security
training and access to IP Gateway and coordinated information sharing. Primary activities include setting
goals and objectives, identifying infrastructure, and assessing and analyzing risk. Critical program elements
include risk management, cross-sector dependencies, and information sharing. Information-sharing
programs and tools, private sector outreach, and training are needed to advance the program. CI engagement
with local jurisdictions is challenging due to turnover and with the private sector due to hesitancy to share
sensitive or proprietary information. Location: Georgia Emergency Management Agency. Staff: 3 FTE.
Kentucky: In close coordination with the Kentucky Intelligence Fusion Center, the Kentucky Office of
Homeland Security operates an established statewide critical infrastructure security program. The program
focuses on information sharing and threat analysis, providing resources to CI security programs (e.g.,
training, educational material, workshops, grant funding), and offering services (e.g., security plan
development and partnership networks) to develop or enhance an existing CI security program. Primary
activities include identifying infrastructure, assessing and analyzing risk, and setting goals and objectives.
Critical program elements include risk management, cross-sector dependencies, and information sharing.
Private sector outreach, training, and improved Federal CI programs and capabilities are needed to advance
the program, with personnel shortages and information-sharing guidance identified as key challenges.
Location: Kentucky Office of Homeland Security. Staff: 1 FTE.
Mississippi: The Mississippi Office of Homeland Security (MOHS) manages the State’s critical
infrastructure program with support from the State’s fusion center—the Mississippi Analysis and
Information Center (MSAIC), which operates out of MOHS. Primary activities include setting goals and
objectives, identifying infrastructure, and assessing and analyzing risk. Critical infrastructure identification
and security is a top priority for the State’s Homeland Security Initiative. To accomplish this, MOHS works
with public and private sector partners to compile an inventory of the State’s critical infrastructure across a
variety of sectors. The MSAIC supports this effort by gathering, analyzing, and sharing information to
ensure the security of infrastructure. Location: Mississippi Office of Homeland Security. Staff: 2 employees.
North Carolina: The North Carolina CI program operates out the North Carolina Department of Public
Safety’s Division of Emergency Management and is currently focused on rebuilding the CI program.
Although there is a demonstrated need to support local CI efforts through a State CI strategic plan, plan
development is limited by resources (e.g., time, funding, and personnel). Focus areas under the program
rebuild include local-level assessment capabilities, obtaining protected critical infrastructure information
(PCII) certification, improving IP Gateway usage, and building threat and hazard identification and risk
assessment capabilities. Primary activities include setting goals and objectives, assessing and analyzing risk,
and implementing risk management activities. Critical program elements include partnerships, information
sharing, and cross-sector dependencies. Funding, training, and private sector outreach are needed to advance
the program, with personnel turnover and critical infrastructure security and resilience guidance for
localities identified as short-term challenges. Location: North Carolina Department of Public Safety. Staff: 3
FTE.
South Carolina: South Carolina’s CI program is managed through the South Carolina Law Enforcement
Division’s Office of Homeland Security. Designed to complement the NIPP and the State Homeland
Security Strategy, the CI program comprises the following components: private sector outreach through risk
assessment tools, onsite assistance visits, business continuity plans, training, information sharing, CI
incident response training, and CI database management and asset analysis. Addressing the cyber threat is a
priority focus area for the State and the CI program is currently planning a cybersecurity approach to CI
security and resilience. Primary activities include assessing and analyzing risk, setting goals and objectives,
and implementing risk management activities. Critical program elements include information sharing,
partnerships, and resilience in design. Private sector outreach, exercises, and funding are needed to advance
the program. Tested and widely usable tools and training are needed for the private sector, as well as
sustaining engagement from both public and private sector partners. Location: South Carolina Law
Enforcement Division. Staff: 1 FTE.
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Tennessee: The Tennessee Department of Public Safety and Homeland Security is charged with protecting
the State’s critical infrastructure. To accomplish this, the State implements its Critical Infrastructure
Protection Program—a cooperative program encompassing Federal, State, and local government agencies,
as well as the private sector. Through this program, Tennessee offers assistance to agencies and sector
owners and operators to build their own critical infrastructure protection program. Primary activities for the
State include identifying and prioritizing infrastructure. Location: Tennessee Department of Public Safety
and Homeland Security. Staff: 1 employee.

Region IV local critical infrastructure programs are led by directors who focus on critical infrastructure parttime—less than 50% on average—and are primarily staffed by government personnel (instead of contractors) with
an estimated 2–3 persons working on critical infrastructure issues. Local programs report minimal resources are
provided to support their programs, with personnel being the least-provided resource and followed by State
funding and topical trainings and exercises. Some local programs have developed a strategic critical infrastructure
plan; however, many have not yet implemented such a plan due to an overwhelming limitation of resources (time,
funding, and personnel).
The top three critical infrastructure sectors with which local programs interact are Emergency Services,
Government Facilities, and Commercial Facilities. This is contrasted with State critical infrastructure programs,
which primarily interact with lifeline sectors. Similar to State-level programs, there is recognition of the criticality
of cybersecurity issues but local cybersecurity programs remain in the planning phase. The Federal efforts that
Region IV local critical infrastructure programs find most useful include: PSA program and tools, IP Gateway,
State Homeland Security Grant Program (HSGP), UASI, DHS Daily Open Source Information Report, and HSIN.
This is largely consistent with State-level programs; however, local programs rank the usefulness of distinctly IP
programs—such as RRAP, training, and exercises—considerably lower than State programs. The following
information represents key themes across local critical infrastructure programs in Region IV:








Informed Program Priorities: Region IV local program priorities are first informed by threat information
and then by the prioritized critical infrastructure sectors in the area. This may include lifeline sectors (e.g.,
Energy, Water) but regularly includes other facilities and systems critical to the jurisdiction, such as assets
essential to public safety and emergency response (Emergency Services), a functioning locality
(Government Facilities), and local and State economic vitality (Commercial Facilities). Local program
activity is predominantly clustered around locations with high population density, reinforcing the
importance of the local agency’s role as the first line of defense in infrastructure security operations in high
traffic areas (e.g., tourism infrastructure).
Operating in a Resource-deficient Environment: Local programs need dedicated funding and personnel,
assessment assistance, strategic planning guidance, and topical training offerings to not only advance
program activity but to fulfill already established security and resilience goals and objectives. Region IV
local CI programs continue program activity amidst resource challenges by using advanced risk
management technology to address an expansive assessment portfolio. This includes a mapping-enabled
GIS tool integrated with such data sets as sector facility and operations locations, company floorplans,
identified hazards, soft targets (e.g., schools), transportation system infrastructure, and emergency services
personnel information. These tools are developed to efficiently concentrate resources, promote situational
awareness, and support analysis.
Multidisciplinary Mission Support: To conduct comprehensive CI assessments, local programs construct
multidisciplinary teams (e.g., law enforcement, code enforcement, homeland security, energy) to address
time and resource constraints, incorporate various perspectives, and generate all-inclusive products unique
to sector issues. Local programs primarily rely on these multidisciplinary local-level teams to accomplish
assessments but will incorporate (on an as-needed basis) DHS resources (e.g., PSAs) to help guide the
process.
Information-Sharing Challenges: Sharing information with local-level agencies is often obstructed by
information-sharing prohibitions and deficiencies in two-way information sharing (e.g., lacking a feedback
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loop to those who submit information). In addition, an expansive asset management portfolio and the need
to collect and properly manage sensitive information require additional personnel. Although local programs
have moderate engagement with fusion centers on critical infrastructure security issues, they remain
separate from fusion centers and do not have the same level of access to information-sharing networks and
expertise that States hold.

Public-Private Partnerships Summary
Public-private partnerships are important contributors to CI programs in Region IV and are focused on facilitating
information sharing between and within public and private sectors. The opportunity to network, collaborate, and
exchange ideas is the primary motivator for members to join and participate in public-private partnerships.
Partnerships support emergency response activity by connecting available resources and facilitating the supply
and transport of resources. Common information-sharing mechanisms employed by Region IV partnerships
include bulletins, seminars, conferences, training, and exercises and drills.
Prominent CI partnerships in the region include a wide range of SLTT homeland security/emergency management
personnel, private sector representatives (e.g., of lifeline sectors), and national/regional CI organizations. New
membership and membership engagement increases around emergency incidents; engagement and sustainment
during non-emergency incidents remains a great challenge. Examples of cross-sector and sector-specific
partnerships include the following:








American Logistics Aid Network
ASIS International
Community and Regional Resilience Institute
Contingency Planning Association of the
Carolinas, Inc.
Downtown (Tampa) Partnership
Florida Ammonia Operations Group
Florida Chemical Spill Committee

Florida Regional Domestic Security Task Forces
Florida State Emergency Response Commission
for Hazardous Materials
InfraGard North Carolina Members Alliance
InfraGard South Carolina Members Alliance
National Health Information Sharing & Analysis
Center
South Florida Disaster Resiliency Coalition








Current Needs and Challenges
Categories of current Region IV CI program needs and challenges, shown in Figure 3, highlight the critical needs
of funding, training, private sector outreach, and information-sharing tools. This is similar to Phase 1. SLTT
programs continue to seek funding assistance for sustainability, yet have increased their CI program staffing
levels in recent years. Training and private sector outreach continue as critical needs; however, the focus for these
efforts has evolved to address current CI program priorities, such as expanding training for CI assessments and
information sharing and building private sector partnerships. The following bullets summarize the region’s needs
and challenges:


Funding Assistance: Sustained
funding for CI program mission
implementation is a major need. CI
programs request funding assistance
for additional personnel (especially
a dedicated CI program manager
position), training (as described
above), expanding local CI program
capabilities and coordination, and
building partnerships with the
private sector.

Figure 3. SLTT Critical Infrastructure Program
Needs and Challenges
Funding Assistance
Training

Most Critical

Private Sector Outreach
Information‐Sharing Tools
Partnerships
Exercises
Federal CI Program Enhancements
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Training: Common topics for training needs include conducting CI assessments (e.g., asset identification,
risk assessment, and building local personnel CI assessment capability); Protected Critical Infrastructure
Information Program certification, use, and limitations for sharing private sector information; and topical
critical infrastructure security and resilience awareness for local private sector partners.
Private Sector Outreach: Sustaining engagements with private sector is a major challenge, due to
hesitations in sharing information. CI programs are seeking support to enhance their private sector outreach
in order to develop and maintain trusted relationships with prominent private sector CI stakeholders in their
jurisdictions.
Partnership Capabilities and Sustainment: Major partnership needs include expanding public-private
exercises (to include more of those focused on CI dependencies and interdependencies), funding assistance
to convene major CI partnership-building events, and implementing information-sharing
programs/mechanisms. Partnerships in Region IV share a common challenge of maintaining active and
engaged private sector membership over time, especially with small-to-medium sized businesses important
to the region’s resilience that do not have as much time, resources, or personnel to contribute to CI
activities.
Interdependencies: CI programs acknowledge the importance of assessing and understanding cascading
effects along dependency and interdependency lines, yet describe a lack of adequate tools and education to
do so as a challenge.
Federal Program Enhancement: Common suggested needs include adding additional PSAs to the region,
developing standardized intelligence information-sharing procedures for fusion centers, delivering more
timely and actionable cyber threat and incident information to SLTT partners (especially details on specific
breaches and specific vulnerabilities as they unfold), developing exercises with private sector participation
for sectors other than lifelines (e.g., Critical Manufacturing, Food and Agriculture, and Nuclear), and
providing education on DHS measures for critical asset identification.
Changes in Personnel: Turnover of personnel in CI programs as experienced professionals leave for
retirement or new employment and new personnel require training and time to gain experience is a major
challenge. Maintaining accurate points of contact for public-private coordination is an ancillary challenge.
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Regional Overview of
Critical Infrastructure Programs

Region Snapshot:
Region V

The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
Regional Overview summarizes operational and budgetary changes of SLTT and public-private partnership critical
infrastructure (CI) programs over time and details how those programs are implementing CI activities, and
facilitates the sharing of information and best practices. The Regional Overview project represents Phase 2 of the
SLTTGCC Regional Initiative (2011–2013) and the RC3 Member and Mission Landscape Study (2013–2014). This
Region Snapshot for Region V highlights primary CI activities, defining characteristics, Federal program use, and
needs and challenges of SLTT programs and public-private partnerships.1

Region V
Illinois
Indiana
Michigan

Minnesota
Ohio
Wisconsin

Primary Activities

Needs and Challenges

Identify infrastructure
Assess and analyze risk
Set goals and objectives

Funding assistance
Partnership capabilities and
sustainment
Federal program enhancements
Local program integration

Primary Sectors of Focus

Primary Critical Infrastructure Activities
Region V CI programs focus their activities on
Figure 1. Primary Programmatic Activity Relating
identifying assets and assessing and analyzing the
to NIPP 2013 Risk Management Framework
associated risks, as indicated in Figure 1. This
Identify Infrastructure
represents a minor shift in the primary
Assess and Analyze Risk
programmatic risk management activity within the
Set Goals and Objectives
region since the previous study phase. While
Implement
Risk Management…
Highest Ranked
identifying and assessing CI remain primary
Program Activity
Measure Effectiveness
activites, setting goals and objectives currently
receive less focus. Further changes from Phase 1
0
1
2
3
4
include CI programs’ increased focus on emerging
issues such as cyber and transportation (primarily rail) security.

The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable Webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region V participants included
representatives from State and local homeland security offices and emergency management agencies, fusion centers, and
public-private partnerships within Illinois, Indiana, Michigan, Minnesota, Ohio, and Wisconsin.
1
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The following bullets summarize the region’s primary programmatic critical infrastructure activities:










Set Goals and Objectives: The majority of CI programs in Region V have formalized their program
strategies by incorporating CI elements into an overarching homeland security strategy. CI program
personnel value the strategic documents as a means to more clearly define CI goals and objectives, establish
a common understanding of the program among SLTT partners, and make strategic decisions.
Identify Infrastructure: SLTT programs are transitioning from their legacy identification and data
management methodologies to IP Gateway as the current federally supported system. Identifying and
assessing critical infrastructure are near-term priorities that change with the risk environment (i.e., new,
emerging threats influence the focus on the types of infrastructure to identify and assess).
Assess and Analyze Risk: Many local jurisdictions establish their own assessment teams to conduct threat
assessments with DHS Protective Security Advisors (PSAs), which State programs leverage along with
PSAs and fusion center analysts. CI programs are generally expanding their assessment portfolios to include
educational institutions, commercial facilities, and major public events. The Threat and Hazard
Identification and Risk Assessment (THIRA) is widely leveraged as a common risk assessment process.
Prioritize: Region V CI programs focus their
Figure 2. Cybersecurity Program
activities on lifeline and major economic sectors,
Implementation
Status for Region V
with critical manufacturing and transportation (rail
SLTT
CI
Programs
and pipeline) as primary economic sectors of focus.
Planning only
Mass gatherings and special events garner a great
18%
deal of activity for preparedness/emergency
Implementation started
planning and risk assessment. Although
within past year
46%
cybersecurity is gaining in priority since Phase 1, CI
Implementation ongoing
for more than one year
programs’ implementation of formalized
36%
Fully implemented within
cybersecurity activities are in relatively early stages.
past year
Figure 2 depicts a representative sampling of the
Fully implemented more
status of SLTT CI programs implementing a
than one year ago
cybersecurity program.
Implement Risk Management Activities: Partnerships and information-sharing mechanisms are heavily
leveraged by CI programs as cost-effective approaches to addressing CI risk in their respective jurisdictions.
Partnerships across multiple levels of government and regional private sector associations (e.g., lifeline and
economic driver sectors), are highly valued and demonstrate a multijurisdictional approach to risk
management. For instance, SLTT emergency management agencies, information technology departments,
and fusion centers frequently partner to address the multiple aspects of cyber risk. Training and exercises are
also integral components of CI program activities; common topics include cybersecurity, natural disaster
(especially flooding, tornadoes, and strong summer and winter storms) response and coordination, and
business continuity planning.

Highlights of Success




Information Sharing: FBI InfraGard Chapters are widely regarded as trusted sources of high-value critical
infrastructure information products and services. Through the reputation, recognition, and support of
InfraGard, public and private sector stakeholders across the region engaged in multiple information-sharing
Webinars and workshops in 2014 and 2015, including engagements focused on cybersecurity practices,
business continuity, and current critical infrastructure threats.
Disaster Response: In response to a toxic algal bloom event in Lake Erie that left residents in the Toledo,
Ohio area without municipal drinking water, the Ohio Public and Private Partnership (OP3) leveraged its
network of partners to obtain clean drinking water and other relief supplies for area residents. Utilizing
several key private sector contacts, more than 31,000 gallons of bottled water was contributed, providing aid
to approximately 500,000 impacted citizens. Throughout the entire effort, OP3 partners provided
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information on actual inventory, further area needs, and other important logistical information. Other recent
crises pertaining to CI in which OP3 supported incident response include the 2014 Polar Vortex weather
event, the 2014 winter propane shortage, and a 2015 massive water main break in southern Ohio.
Emergency Operations Collaboration: The Minnesota Public/Private Coordination and Action Team
(P2CAT) partnership was created to formalize the structure and process by which information sharing and
response coordination is accomplished before, during, and after events and incidents that involve State of
Minnesota Emergency Operations Center (SEOC) activation. P2CAT supports every activation of the
SEOC—hundreds of events each year, including flooding, tornadoes, and severe snow/ice/thunder storms.
P2CAT provides a statewide resource database and 24/7 emergency contact information (including public
and private sector points of contact) to facilitate the rapid allocation of public and private resources (e.g.,
fuel, ambulance and transportation services, heavy equipment, other private sector logistical aid). Resources
to support emergency response to any SEOC event can typically be accounted for within a few phone calls.
Crime Reduction: Metal theft (e.g., of scrap and copper wiring and pipe) is a major issue for CI in Region
V. To confront metal theft, the Ohio Strategic Analysis and Information Center (SAIC) Critical
Infrastructure Unit administers the Ohio Scrap Metal Program, which includes a mandatory and statewide
dealer registration as defined by Ohio law and implements two databases. The daily transaction database
requires registered scrap business owners to provide documentation on transactions involving particular
items that would impact infrastructure. The Do Not Buy List, an electronic listing searchable by registered
dealers through a secure web portal, enables a screening of potential customers for prior criminal
convictions. If conviction records are found for a particular individual, the transaction is halted. Local law
enforcement officials are provided this information to further the goals of the program. Since the databases
and program were implemented, scrap metal theft and accidents in Ohio have been significantly reduced.

Federal Resources Leveraged
Region V CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS, FBI,
and the Coast Guard to help facilitate CI security and resilience in the region. This may include leveraging
Federal programs for analytic and assessment capabilities (e.g., threat analysis), cybersecurity incident and
mitigation measures information, access to infrastructure security information to conduct vulnerability
assessments, or to enhance catastrophic incident preparedness. The following list of Federal resources is largely
similar those resources identified in Phase 1. Grant programs and the PSA program continue to be highly valued.
New programs, such as IP Gateway, and programs addressing emerging CI threats and risks (especially
cybersecurity) are more readily leveraged.










DHS Office of Cyber and Infrastructure Analysis: National Infrastructure Simulation and Analysis
Center
DHS Office of Cybersecurity and Communications: Critical Infrastructure Cyber Community (C3)
Program, Cybersecurity Advisors Program, US-CERT, ICS-CERT
DHS Office of Infrastructure Protection: IP Gateway, PSAs, Homeland Security Information Network –
Critical Infrastructure,, Regional Resiliency Assessment Program, National Infrastructure Coordinating
Center security briefings, Joint Critical Infrastructure Partnership Webinars
DHS Office of Intelligence and Analysis (I&A): Fusion Center Intelligence Analysts
DHS Office of Science and Technology (S&T): Building and Infrastructure Protection Series publications
and software tools
DHS FEMA: State Homeland Security Grant Program, Regional Catastrophic Preparedness Grant
Program,, Urban Areas Security Initiative, Port Security Grant Program
FBI: InfraGard
United States Coast Guard: Area Maritime Security Committees
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Critical Infrastructure Program Summaries
Region V CI programs are mostly located
Region V State CI Personnel Data
within State fusion centers or within joint State
State CI Program Directors
emergency management and homeland security
Average State CI
divisions that maintain strong fusion center
Program Size:
50%
engagement. They are staffed exclusively by
3 personnel
decrease in
government personnel and are led by directors
# of FT CI
No change in CI
with six years of service on average, with half
FT CI Program Directors program directors
personnel from Phase I
PT CI Program Directors from Phase I
of the Region V directors not focusing fulltime on CI security and resilience. At least two
State CI programs reported vacancies for program leadership positions. This represents a decline from Phase I,
when all Region V States reported employing a full-time CI program director.
Across the region, State CI programs are focused on
Region V Top 5 Program Priorities
the following objectives: tailoring Federal CI
Change
programs and resources to State/local priorities;
Phase 1 Priorities
Phase 2 Priorities
from P1
enhancing information sharing; building engagement
pathways to the private sector; and addressing
Lifeline Sectors
Lifeline Sectors
emerging and localized issues, such as cybersecurity,
Economic Sectors
Dependencies
special event security, soft target threats (e.g.,
schools), civil unrest, criminal activity (e.g., copper
Dependencies
Threat Information
theft), and natural disaster response/recovery.
Identifying infrastructure is prioritized as a primary
Mass Gathering Events Mass Gathering Events
programmatic activity, followed by
Cross-Border Issues
Local Priorities
assessing/analyzing risk and implementing risk
management activities. More long-term risk
management areas, such as setting goals and measuring effectiveness, are rarely primary programmatic activities
for Region V States. This represents a shift from Phase I, as nearly all Region V States indicated ‘setting goals
and objectives’ to be a primary programmatic activity.
The following bullets summarize State CI programs:






Illinois: The Illinois CI program is located under the State fusion center and, as such, information sharing is
a major programmatic focus area. Private sector outreach is primarily facilitated through the Infrastructure
Security Awareness program, facilitating private sector interaction with the fusion center for the timely,
relevant, and actionable exchange of information. Primary activities include identifying infrastructure,
setting goals/objectives, and assessing/analyzing risk. Critical program elements include information
sharing, risk management, and partnerships. Funding assistance, private sector outreach, and partnerships
are needed to advance the program. Location: Illinois Statewide Terrorism and Intelligence Center. Staff: 1
full-time employee (FTE), 1 part-time employee (PTE).
Indiana: Indiana’s CI activities are the shared responsibility of the State fusion center and the Planning and
Assessment Division of the Indiana Department of Homeland Security (IDHS). The State CI program is not
a standalone program; a team comprising the IDHS Domestic Security Planner, the IDHS Infrastructure
Protection Program Manager, IDHS GIS administrators, and Indiana’s PSA collects, assesses, and
prioritizes critical infrastructure across the State. The purpose of this program is to develop a list of assets
that can be used to inform planning and response. Focus areas include the Energy Sector, cybersecurity, and
planning a cyber threat component to the State CI program. Location: Indiana Intelligence Fusion Center
and IDHS. Staff: 4 FTE
Michigan: The Michigan Intelligence Operations Center is the centralized location for all CI information,
warnings, reporting, dissemination, and program coordination. The program focuses on public and private
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sector outreach and coordination, prioritizing assets, managing and sharing CI information, and serving as
the State liaison to DHS for CISR programs and information. Primary activities include setting
goals/objectives and identifying infrastructure. Location: Michigan Intelligence Operations Center. Staff: 1
FTE.
Minnesota: The Minnesota Division of Homeland Security and Emergency Management leads the State
effort in critical infrastructure security, including assessing and prioritizing critical infrastructure. In the
past, the MN CI program was a standalone program; however, it is currently being integrated into the
overall planning mission to alleviate confusion for local public/private partners and to improve efficiency.
Primary activities include identifying infrastructure, assessing/analyzing risk, and implementing risk
management activities. Critical program elements include risk management, cross-sector dependencies, and
partnerships. Funding, private sector outreach, and partnerships are the primary needs to advance the
program, with building State and local relationships and topical training (e.g., security of oil transport by
rail) also identified as needs. Location: Minnesota Division of Homeland Security and Emergency
Management. Staff: 2 FTE, 1 PTE.
Ohio: Ohio’s CI program is located within the State fusion center and is focused on initiatives addressing
educational institution security, major/special events security, private sector partnership expansion,
infrastructure prioritization, and protected information maintenance. Primary activities include
implementing risk management activities, identifying infrastructure, and assessing/analyzing risk. Critical
program elements include information sharing, risk management, and cross-sector dependencies.
Information-sharing programs/tools, Federal critical infrastructure programs/capabilities, and partnerships
are needed to advance the program. Location: Ohio Strategic Analysis and Information Center. Staff: 5 FTE.
Wisconsin: In Wisconsin, the State fusion center and emergency management agency share the primary
responsibility for statewide CI activity. Current areas of interest include the Energy and Transportation
Sectors, cybersecurity, and expanding private sector outreach through such programs as the fusion liaison
officer program—a program enabling partner agency contacts to act as conduits for CI information sharing.
Primary activities include implementing risk management activities, identifying infrastructure, and
assessing/analyzing risk. Critical program elements include information sharing, partnerships, and risk
management. Funding, partnerships, and private sector outreach are needed to advance the program.
Location: Wisconsin Division of Emergency Management; Wisconsin Statewide Information Center. Staff:
1 FTE; 2 PTE.

Local CI programs in Region V are mostly staffed by government personnel and are led by a CI program director
with an average of four years of experience, but who does not focus full-time on CI security and resilience.
Resource availability is moderate, with State funding the least resource made available to their agencies. Local CI
programs have moderate engagement with fusion centers, but do not regularly use State/local fusion centers as a
mechanism to share their information with stakeholders. They primarily share information with the private sector
through bulletins/newsletters, conferences, and in-person briefings, and primarily leverage bulletins/newsletters
and conferences to share information across all levels of government. The following bullets summarize key
themes across local CI programs:




CI Program Size/Scope: Local CI programs employ an average of 3 FTE and 4 PTE personnel, are
primarily located within combined homeland security and emergency management agencies, and do not
exclusively focus on critical infrastructure. Some local CI programs, such as the Southeastern Wisconsin
Threat Analysis Center, are integrated with State-level CI programs. Although integrated, these local CI
programs possess separate capabilities to conduct risk management activities, such as deploying critical
asset assessment teams or conducting threat, vulnerability, or special events assessments.
CI Program Sector Interaction: Government Facilities is the most common sector with which local
programs interact, followed by Healthcare, Commercial Facilities, Emergency Services, Energy,
Transportation, and Water. Information sharing and threat assessments are major components of their sector

Regional Overview of Critical Infrastructure Programs (2015-2016)
Region Snapshot: Region V
July 2015

V-5

interaction, such as sharing information with major venues and State CI programs to ensure secure stadium
events.
Informed Risk Management: Primary local CI programmatic activity remains fixed to the identification of
critical infrastructure, followed by assessing and analyzing risk. Local CI programs are least focused on
measuring effectiveness.
Risk Assessments: Local CI programs maintain the internal capacity to conduct critical infrastructure
site/threat assessments. However, additional engagement at the State level and prioritization of the
State/local relationship is needed to improve overall critical infrastructure risk management efforts. Regular
State-level partnership activity is mostly confined to interactions with the State fusion center or State law
enforcement agency.





Public-Private Partnerships Summary
Public-private partnerships are essential contributors to CI programs in Region V. Partnerships are primarily
focused on supporting emergency response operations and facilitating information sharing between and within
public and private sectors. Partnerships support emergency response activity by connecting available resources, as
well as facilitating the supply and transport of resources. Common information-sharing mechanisms employed by
Region V partnerships include seminars, conferences, training, and exercises/drills.
Prominent CI partnerships in the region are generally composed of SLTT homeland security/emergency
management personnel and private sector representatives (e.g., of lifeline sectors), or regional economic driver
private sector representatives who engage in partnership activities with SLTT personnel. New membership and
membership engagement increases around emergency incidents; engagement and sustainment during nonemergency incidents remains a great challenge. Cybersecurity is an evolving challenge and partnerships
experience discord between cybersecurity resources and the private sector capabilities—particularly for smalland mid-sized businesses. Examples of cross-sector and sector-specific partnerships include the following:











ASIS International
Associations of County Sheriffs
Associations of Fire Chiefs
Building Owners and Managers Association of
Chicago (BOMA/Chicago)
ChicagoFIRST
Great Lakes Hazard Coalition
InfraGard Minnesota Members Alliance
Lansing Public Private Partnership
Minneapolis Downtown Security Executive
Group
Ohio Grocers Association











Regional Overview of Critical Infrastructure Programs (2015-2016)
Region Snapshot: Region V
July 2015

Ohio Public and Private Partnerships (OP3)
Public/Private Coordination and Action Team
(P2CAT)
Red Cross
SLTTGCC
Southeast Wisconsin Homeland Security
Partnership
State Associations of Chiefs of Police
Tri County Financial Fraud Coalition
The Infrastructure Security Partnership
WeatherWarn
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Current Needs and Challenges
Categories of current Region V CI program
needs and challenges, shown in Figure 3,
highlight the critical needs of funding,
private sector outreach, and partnerships.
These most critical needs largely remain
consistent from Phase 1, specifically the
need for funding support (e.g., for personnel
to conduct assessments and private sector
outreach) and support for building and
maintaining partnerships with the private
sector. The following bullets summarize the
region’s current needs and challenges:








Figure 3. SLTT Critical Infrastructure Program
Needs and Challenges
Most Critical

Funding Assistance
Private Sector Outreach
Partnerships
Exercises
Training
Federal CI Program Enhancements
Information‐Sharing Tools

Funding Assistance: Sustained funding for CI program mission implementation (including dedicated
personnel and support for engaging the private sector) is a major need. CI programs are concerned about the
sustainability of critical infrastructure activities in the region and request funding assistance for assessments,
training and exercises (especially for cybersecurity and CI assessments), and private sector outreach. With
minimal resources, competing priorities that diminish the time and personnel available for CI activities are a
major challenge.
Partnership Capabilities and Sustainment: Major partnership needs include Federal provision of subject
matter experts (e.g., for CI resilience and cybersecurity), improved cybersecurity resources, increased realtime information sharing, and CI products/activities tailored to both large and small businesses. Partnerships
in Region V share a common challenge of maintaining active and engaged private sector membership over
time, especially with small-to-medium sized businesses important to the region’s resilience that do not have
as much time, resources, or personnel to contribute to CI activities.
Federal Program Enhancement: Common themes of suggestions include improving IP Gateway based on
SLTT needs (e.g., incorporating flexibility to add assets without full assessments and allowing for legacy
data to be incorporated), strengthening the PSA program for increased collaboration with SLTT partners
(e.g., expanding availability of PSA tools for SLTT use), and increasing training and exercises
outreach/awareness and opportunities involving SLTT and private sector stakeholders (e.g., expanding
SLTT Webinar engagements with the private sector addressing regional challenges).
Local Program Integration: SLTT CI programs commonly describe administering adequate information
sharing from State and regional levels to local level CI programs and stakeholders as a major challenge.
Fusion centers and State CI programs collect a large amount of CI-relevant information from a variety of
sources, yet the information is commonly not shared with the State’s or region’s local CI programs and
personnel.
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Regional Overview of
Critical Infrastructure Programs

Region Snapshot:
Region VI

The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council (RC3),
documents the current state of the critical infrastructure mission implementation across the Nation. The Regional
Overview summarizes operational and budgetary changes of SLTT and public-private partnership critical
infrastructure (CI) programs over time and details how those programs are implementing CI activities, and facilitates
the sharing of information and best practices. The Regional Overview project represents Phase 2 of the SLTTGCC
Regional Initiative (2011–2013) and the RC3 Member and Mission Landscape Study (2013–2014). This Region
Snapshot for Region VI highlights primary CI activities of SLTT programs and public-private partnerships, as well as
defining characteristics, Federal program use, and needs and challenges.1

Region VI
Arkansas
Louisiana
New Mexico

Oklahoma
Texas

Primary Activities

Needs and Challenges

Identify infrastructure
Set goals and objectives
Assess and analyze risk

Funding assistance
Private sector outreach
Training

Primary Sectors of Focus

Primary Critical Infrastructure Activities
Region VI CI programs focus their activities on identifying assets and setting goals and objectives, as indicated in
Figure 1. This focus is similar to the primary
Figure 1. Primary Programmatic Activity Relating
programmatic risk management activities
to NIPP 2013 Risk Management Framework
within the region during the previous study
Identify Infrastructure
phase. Though assessing and analyzing risks
Set Goals and Objectives
continues to be an emphasis, these activities
Highest‐ranked
Assess and Analyze Risk
receive less focus than previously reported.
Program Activity
Implement Risk…
Further changes from Phase 1 include CI
programs’ increased focus on cybersecurity
Measure Effectiveness
and healthcare issues (primarily relating to
5
4
3
2
1
infectious diseases).
The following bullets summarize the region’s primary programmatic critical infrastructure activities:


Set Goals and Objectives: The majority of CI programs in Region VI have formalized their program
strategies by incorporating CI provisions into overarching homeland security strategies. Strategic planning
and lifeline sector resilience greatly influence SLTT CI programs, with strong emphasis on setting program

The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable Webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region VI participants included
representatives from State and local homeland security or preparedness offices and emergency management agencies, fusion
centers, and public-private partnerships within Arkansas, Louisiana, New Mexico, Oklahoma, and Texas.
1
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goals and objectives. CI program personnel value the strategic documents as a means to more clearly define
CI goals and objectives, yet limited resources impede developing and implementing strategic CI plans.
Identify Infrastructure: Identifying and documenting critical assets is another major focus of CI programs
in the region. SLTT programs are transitioning their legacy identification and data management
methodologies to IP Gateway as the current federally supported system. CI asset criteria and prioritization
are based on Federal standards, yet modified to address the assets most critical to the jurisdiction.
Availability of resources greatly influences Region VI CI identification and assessment program activity.
Assess and Analyze Risk: Conducting CI assessments is currently less of a focus than in years past. SLTT
CI assessments are largely conducted and directed by Protective Security Advisors (PSA), with
supplemental support from State and local assessment teams (commonly from fusion centers and local
emergency services agencies). The Threat and Hazard Identification and Risk Assessment (THIRA) is
widely leveraged as a common risk assessment process.
Prioritize: Region VI CI programs focus their
Figure 2. Cybersecurity Program
activities on lifeline and major economic sectors,
Implementation Status for Region VI
with Energy and Chemical as sectors of particular
SLTT CI Programs
economic importance. Oil and natural gas facilities
Planning only
6%
garner a great deal of activity for preparedness,
6%
emergency planning, and risk assessment.
Implementation started
13%
within past year
Cybersecurity threats are an important focus area
Implementation ongoing
(which has increased since Phase 1), yet a majority
for more than one year
63%
13%
of CI programs exhibit early stages of
Fully implemented within
implementation of formalized cybersecurity
past year
activities. Figure 2 depicts a representative sampling
Fully implemented more
than one year ago
of the status of SLTT CI programs implementing a
cybersecurity program.
Implement Risk Management Activities: CI program personnel are advancing their programs to improve
CI risk management in their jurisdictions within a limited resource environment. As a result, CI programs
focus their activities on identifying and assessing critical infrastructure and sharing CI threat information.
Fusion centers and emergency operation centers coordinate the majority of information flow, with
substantial support from PSAs. Partnerships across multiple levels of government and regional private
sector associations (e.g., lifeline and economic driver sectors) are highly valued and demonstrate a
multijurisdictional approach to risk management. For instance, SLTT emergency management agencies,
private sector advisory councils, and fusion centers frequently coordinate resource allocation and situational
awareness for incident response across separate jurisdictions. Training and exercises are also integral
components of CI program activities; common topics include cybersecurity, natural disaster (especially
hurricanes, tornadoes, and flooding) response and coordination, and active shooter preparedness.

Highlights of Success




Critical Infrastructure Identification and Prioritization: The Houston Urban Area Security Initiative
(UASI) developed a pre-assessment survey, designed as a rapid security-posture assessment for both
physical and cyber security. The survey also helps prioritize locations needing a comprehensive site
assessment. It can be used as a guide for assessment team personnel or to assist smaller jurisdictions with
limited resources in engaging industry partners in performing a self-assessment. The survey form is
electronic and will soon be available in the Houston Regional CIKR Catalog so data fields can be autopopulated into the appropriate category.
Cybersecurity: The Texas Department of Information Resources is developing a Cybersecurity Portal that
will allow each region in the State to establish region-specific Web-based dashboard views of cybersecurity
incidents. The portal will provide a valuable mechanism for information sharing of cyber incidents in real
time among CI stakeholders in Texas.
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Cybersecurity: The University of Texas at San Antonio’s Center for Infrastructure Assurance and Security
(CIAS) developed a Community Cyber Security Maturity Model (CCSMM) to assist States and
communities with the development of viable and sustainable cyber security programs. The CCSMM
provides a method to describe the current maturity of a State's or community's cybersecurity program and a
roadmap to improve the maturity of a program. The model has been introduced and is being implemented in
States and communities around the country, with the intent to expand participation to the private sector.
Cybersecurity: The Houston UASI has developed a tool that provides assistance for implementation of the
National Institute of Standards and Technology (NIST) Cybersecurity Framework. The Cybersecurity
Control Implementation Interface (CCII) is a web-based application/collection of tools that provides access
to policies, procedure boilerplates, interactive utilities, FAQs, a step-by-step road map, as well as best
practices for the implementation of the NIST Cybersecurity Framework. This free tool will allow public and
private CI stakeholders to assess and improve their cybersecurity posture by providing a manageable
approach to implementing a standard security framework. By helping individual municipalities and
businesses in the region to improve security and assess risks, the entire UASI region has better awareness of
its cybersecurity posture. This tool is receiving national recognition and NIST has requested permission to
place a link to the CCII Dashboard on their site.
Private Sector Outreach: The New Mexico All Source Intelligence Center (NMASIC) developed a private
sector liaison program through collaboration with county governments to enhance the State’s suspicious
activity reporting. Representatives from several major counties were engaged to review a list of the major CI
assets in their jurisdiction and suggest private sector points of contact for those assets. The resulting private
sector liaisons have increased and enhanced suspicious activity reporting and cross-county threat
information-sharing.
Private Sector Outreach: Texas is implementing a Sector Working Group concept in which it formalizes
public-private sector partnership at State level. Texas pairs a representative from the Governor’s Private
Sector Advisory Council and a government representative from the Texas Sector-Specific Agency with
purview for the specified critical infrastructure sector. These Working Groups solicit the involvement of
leaders of private sector professional associations and corporations, and representatives of relevant
government agencies, universities, and other subject matter experts to identify and address operational
concerns for the security and resilience of that sector. Texas has produced a “Guide to Texas Sector
Working Groups” to assist in the organization of these working groups.
Regional Private Sector Resilience: The Louisiana Business Emergency Operations Center (LA BEOC) is
a partnership between State government, regional private sector associations, and academia that is focused
on disaster preparedness, response, and recovery. LA BEOC coordinates with the State Emergency
Operations Center to facilitate communication of critical information between the State and private sector
and promote the resumption of normal business operations. By following a model of business association
participation rather than individual private sector representatives, LA BEOC can rapidly engage major
private sector critical infrastructure groups to share incident information, connect many points of contact
among public and private stakeholders, and locate and allocate response and recovery resources to be shared
and distributed.
Regional Private Sector Resilience: The Texas Business Emergency Operations Center (TXBEOC)
website went on-line in September 2015. The mission of the TX BEOC is to support the return of normal
business operations at the local level by coordinating response activities and facilitating bi-directional
communication of information with the State’s major economic driving industries.
Regional Government Resilience: Texas initiated a project to develop a template for Regional Disaster
Resilience Action Plans for its Councils of Government. The template is based on The Infrastructure
Security Partnership’s “Regional Disaster Resilience: A Guide for Developing an Action Plan.” This
template seeks to provide a vision of what resilience looks like in identified regions within the State of
Texas. It serves as a blueprint for resilience through a written framework encompassing various facets of
resilience. It integrates, at the regional level, various Federal and State programs focused on resilience and
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provides options for actions or initiatives that contribute to regional resilience. Ultimately, it seeks to allow
Texas Councils of Governments to select projects in accordance with their regional priorities that increase
resilience over time.

Federal Resources Leveraged
Region VI CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS to
facilitate CI security and resilience in the region. Collaboration with other Federal agencies and departments is
limited. This includes leveraging Federal programs for analytic and assessment capabilities (e.g., threat analysis),
access to infrastructure security information to conduct vulnerability assessments, and to enhance catastrophic
incident preparedness. The following list of Federal resources is largely similar those resources identified in Phase
1. Grant programs and the PSA program continue to be highly valued. New programs, such as IP Gateway, are
more readily leveraged.














DHS Domestic Nuclear Detection Office: Domestic Nuclear Detection Office Assistance Program,
Securing the Cities Program, Joint Analysis Center Collaborative Information System, Preventive
Radiological and Nuclear Capability Development Framework
DHS Federal Law Enforcement Training Center: SLTT training programs and courses
DHS FEMA: State Homeland Security Grant Program, Regional Catastrophic Preparedness Grant Program,
Urban Areas Security Initiative, Port Security Grant Program
DHS Office of Health Affairs
DHS Office of Infrastructure Protection: IP Gateway, PSAs, Homeland Security Information Network –
Critical Infrastructure, Regional Resiliency Assessment Program
DHS Office of Intelligence and Analysis: Fusion Center Intelligence Analysts
DHS Science and Technology Directorate: Partnership in pilot programs for the 2015 Resilience
Implementation Process and the 2015 Critical Supply Chain Workshops
DHS Transportation Security Administration
DHS United States Coast Guard: Area Maritime Security Committees
DHS United States Immigration and Customs Enforcement (ICE)
DHS United States Secret Service: Cybersecurity awareness and training
FBI: InfraGard and Joint Terrorism Task Forces

Critical Infrastructure Program Summaries
Since Phase 1, Region VI critical infrastructure
Region VI State CI Personnel Data
program priorities have incorporated more
State CI Program Directors
critical infrastructure threat information,
Average State CI
Program Size:
resilience and restoration planning, and
33%
2 personnel
cybersecurity activity. State CI programs are
increase in
located in agencies with homeland security or
No change in
# of FT CI
CI personnel
emergency management missions, with
program
directors
FT CI Program Directors
PT
CI
Program
Directors
from
Phase
1
from
Phase
1
programs maintaining strong engagement with
the State or local fusion center. Two State CI
programs are located in the State fusion center. Region VI State program directors have three years of service on
average, with most program directors focusing on critical infrastructure security and resilience full-time. This is
consistent with Phase 1. Unlike State program directors local critical infrastructure directors have almost six years
of service on average, but focus on critical infrastructure security and resilience part time.
Information sharing is a key element of Region VI programs, with conferences, briefings, and fusion centers the
most widely used mechanisms to share information across all government levels and with the private sector.
Many State programs have also developed liaison officer programs or working groups to transmit timely critical
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infrastructure threat information to and from the private
Region VI Top 5 Program Priorities
sector. The region embraces a partnership approach to
achieve critical infrastructure security and resilience
Change
Phase 1 Priorities
Phase 2 Priorities
from P1
goals, with many State programs collaborating with local
agencies and regional planning commissions. Region VI
Other Specific
Threat Information
programs are focused on identifying infrastructure,
Sectors
setting goals and objectives, and assessing and analyzing
Regional
Resilience and
Interdependencies
Restoration Planning
risk. This represents a slight shift from Phase 1, as many
programs were focused on setting goals and objectives.
Lifeline Sectors
Cybersecurity
Region VI programs are still in the planning phase for
Regional
Cybersecurity
cybersecurity; however, all States recognize the criticality
Interdependencies
of cybersecurity and the complexity of cybersecurity and
Economic Sectors
Lifeline Sectors
resilience challenges. Although dedicated funding is a
major program need for the region, many programs face
challenges with an expanding critical infrastructure activity portfolio and personnel turnover.
The following summarize State CI programs:






Arkansas: The Critical Infrastructure Protection Branch of the Arkansas Department of Emergency
Management leads the State’s critical infrastructure security mission. The CI program manages for all
threats, hazards, and crimes and supports the State fusion center. A major program activity is conducting
security assessments, which are executed and supported by various agencies with law enforcement and
emergency management missions at the State and Federal level. Program priorities have shifted over the
past year, with a greater focus on less traditional security assessments (e.g., public health issues) and on
cybersecurity. The CIP Branch established private sector working groups for select sectors
(Communications, Financial Services, Energy, and Water), with expansion to the remaining sectors delayed
due to dedicated personnel shortages. Primary activities include identifying assets, setting goals and
objectives, and assessing and analyzing risk. Critical program elements include risk management, crosssector dependencies, and information sharing. Funding for additional personnel, private sector outreach, and
partnerships were identified as needs to advance the program, with more critical infrastructure-focused
exercises identified as a long-term need. Location: Arkansas Department of Emergency Management. Staff:
3 full-time employees (FTE).
Louisiana: The Governor’s Office of Homeland Security and Emergency Preparedness (GOHSEP)
manages Louisiana’s critical infrastructure program and is supported by the State fusion center (Louisiana
State Analytical and Fusion Exchange). In executing the critical infrastructure security mission, GOHSEP
conducts a yearly statewide risk assessment to support preparation of the annual THIRA and utilizes the
State Preparedness Report to determine where the State is in relation to the identified capability targets. LASAFE and GOHSEP prepare sector threat assessments biennially. In addition, GOHSEP provides IP
Gateway access to vetted critical infrastructure stakeholders and participates in the DHS infrastructure data
call—enabling State, Federal, and private sector critical infrastructure stakeholders to input critical
infrastructure information. Primary activities include setting goals and objectives and identifying
infrastructure and their associated risks. Location: Governor’s Office of Homeland Security and Emergency
Preparedness. Staff: 2 FTE.
New Mexico: The New Mexico critical infrastructure program is operated through the State fusion center
(NMASIC), which is located in the New Mexico Department of Homeland Security and Emergency
Management. In addition to supporting fusion center critical infrastructure security activities, the program is
focused on working with the private sector through a liaison officer program to identify suspicious activity
with a nexus to critical infrastructure. The program also regularly collaborates with State law enforcement,
emergency management, and forestry divisions, in addition to Federal-level critical infrastructure partners
and private industry (e.g., electric and gas companies). Cybersecurity is a new program focus. Primary
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activities include setting goals and objectives, identifying infrastructure, and assessing and analyzing risk.
Critical program elements include risk management, cross-sector dependencies, and information sharing.
Private sector outreach, partnerships, and training are needed to advance the program. Addressing the
cybersecurity gap was identified as a short- and long-term need, with dedicated cyber personnel and publicprivate cybersecurity coordination needed to close the gap and identify cybersecurity vulnerabilities.
Location: New Mexico All Source Intelligence Center. Staff: 1 FTE.
Oklahoma: The Oklahoma Office of Homeland Security administers the State’s critical infrastructure
program. Key components of the State’s critical infrastructure effort include the Continuity of Operations
and Continuity of Government program, public-private liaison activity, and close coordination with the State
fusion center on threat information with a nexus to critical infrastructure. Primary activities include setting
goals and objectives, identifying infrastructure, and assessing and analyzing risk. Critical program elements
include information sharing, risk management, and partnerships. Improved Federal critical infrastructure
programs/capabilities, funding, and private sector outreach are needed to advance the program. A challenge
for the program is achieving more participation from public and private agencies. Location: Oklahoma
Office of Homeland Security. Staff: 1 FTE.
Texas: The Texas critical infrastructure program is overseen by the Critical Infrastructure Protection (CIP)
Unit of the Texas Department of Public Safety and located in the State fusion center—Texas Joint Crime
Information Center. Private sector outreach and information sharing are key components to the program.
Sector Working Groups (Finance, Nuclear, Water)—consisting of private sector stakeholders, professional
and trade organizations, and academia—partner with government agencies to reduce critical infrastructure
risk. Initiatives are currently underway to establish additional Sector Working Groups. Primary program
activities include setting goals and objectives, identifying infrastructure, and assessing and analyzing risk.
Other activities include intelligence/information sharing, enacting risk management activities, and crossborder collaboration attentive to borders with Mexico, Gulf of Mexico, and three federally recognized
Native American tribes. Critical program elements include risk identification and management, information
sharing, and partnerships. Other program elements include robust data collection; assessments, training, and
exercises; and program metrics. Funding, training, and information-sharing programs/tools are needed to
advance the program. In the near term, Texas has identified the need to enhance threat information-sharing
to stakeholders, develop dedicated capabilities to assess and analyze risk (threats, vulnerabilities,
consequences), increase cyber defense and cybersecurity intelligence capabilities, and conduct
comprehensive infrastructure inventory and classification throughout Texas. Training needs encompass
critical infrastructure awareness and assessments, and cybersecurity. Personnel shortages are a significant
short-term challenge. Location: Texas Joint Crime Information Center. Staff: 2 FTE. The Texas Legislature
directed the hiring of two energy sector analysts, bringing staffing to 4 FTE in late 2015.
Tribal: Critical infrastructure programs are generally small, with a one-person staff, and are operated by a
program director that does not exclusively focus on critical infrastructure issues. The primary sectors with
which tribal critical infrastructure programs interact include Communications, Government Facilities, and
Emergency Services. Communications is a particularly critical issue as many programs serve rural areas
deficient in reliable communications services. Program challenges include building or expanding
infrastructure capabilities and deconflicting Federal and SLTT critical infrastructure security and resilience
activities. Primary activities include setting goals and objectives, risk management, and assessing and
analyzing risk. Critical program elements include risk identification and management, built-in security and
resilience during design, and cross-border activities.

Local critical infrastructure programs in Region VI are primarily staffed by government personnel (rather than
contractors), and generally supported by a two-person staff and a CI program director who does not exclusively
focus full-time on critical infrastructure security and resilience. Many local programs were previously listed as
UASI-designated urban areas. Resource availability was rated, on average, as minimal, with State funding the
resource made least available to their programs. Depending on their authorities and geographic location, local
programs maintain a range of engagement with the State or local fusion center and, on average, local programs
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have moderate engagement with the State or local fusion center. Primary programmatic activities include
identifying infrastructure, assessing and analyzing risk, and setting goals and objectives. The following
summarize key themes across local critical infrastructure programs:
Embracing Partnerships to Execute the Critical Infrastructure Mission: Local programs embrace a
partnership approach in executing the critical infrastructure security and resilience mission in their
jurisdiction. This may include threat information exchanges with SLTT fusion centers and disseminating
information to vetted private sector stakeholders, or assessments conducted by multi-disciplinary teams.
Regionalizing Critical Infrastructure Program Capabilities: The Houston Urban Area Security Initiative
embraces a ‘whole community’ approach that includes public and private sector collaborating to catalog and
share information related to critical infrastructure. This is representative of the Region VI local programs’
shift to executing the critical infrastructure security and resilience mission through networked partnerships.
Regional Assessment Teams provide trained personnel and formalized training and technical assistance to
assist jurisdictions in conducting assessments. Another program trains personnel in the region to work with
adjacent jurisdictions on a one-on-one basis to gather and document critical infrastructure information in a
regional catalog, enabling partner jurisdictions to develop a common understanding of assets in the region.
Mitigating Resource Deficiency Impacts: Many local programs in Region VI lost their UASI designation
and, as a result, are experiencing resource deficiencies. Local programs have embraced program activity
sustainment instead of creating new, untested projects. Solutions to mitigate the impact of fewer funding
resources include: stronger SLTT-level networking, building relationships across government levels (SLTT
and Federal) and to the private sector (including through associations), and designing more efficient
program activities, such as leveraging multi-purpose meetings.
Planning for Cybersecurity Challenges: Region VI local critical infrastructure programs are currently
planning for cybersecurity activities while recognizing that the issue is complex and comprises specific
challenges that cannot be addressed by a one-size-fits-all approach. Regional-level cybersecurity activity
(i.e., activities crossing multiple local jurisdictions) is difficult due to the variations in local-level
conceptualizations of the issue, needs, and resource availability. Moreover, the understanding of what
constitutes cybersecurity and the composition of cyber threats varies from jurisdiction to jurisdiction. Local
programs operate in a resource deficient environment, making efficiency a key element to program
continuation. Due to the lack of a single cyber threat information-sharing system, local programs must
search on multiple databases and then conduct cross-cutting analysis to generate a complete cyber threat
picture; in this way, efficiency is decreased when it is most needed.









Public-Private Partnerships Summary
Public-private partnerships are important contributors to CI programs in Region VI and are focused on facilitating
information sharing between and within public and private sectors. The opportunity to network, collaborate, and
exchange ideas, as well as gaining access to a trusted clearinghouse of information and training opportunities are
the major motivators for members to join and participate in public-private partnerships. Partnerships support
emergency response activity by connecting available resources, as well as facilitating the supply and transport of
resources. Common information-sharing mechanisms employed by Region VI partnerships include in-person
conferences and meetings, conference calls, and training.
Prominent CI partnerships in the region include a wide range of SLTT homeland security/emergency management
personnel, private sector representatives (e.g., of economic-driver sectors), and national/regional CI organizations.
New membership and membership engagement increases around emergency incidents; engagement and
sustainment during non-emergency incidents remains a great challenge.
Examples of cross-sector and sector-specific partnerships include the following:



Agriculture and livestock associations
Arkansas Association of Chiefs of Police
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Arkansas Private Sector Working Group
Arkansas Sheriffs’ Association
ASIS International
East Harris County Manufacturers Association
Houston Ship Channel Security District
InfraGard







State Private Sector Advisory Councils
Rio Grande Council of Governments
SouthEast Emergency Response Network
South Texas Oilfield Crime Committee
Southeast Texas Plant Manager's Forum

Current Needs and Challenges
Categories of current Region VI CI program needs and challenges, shown in Figure 3, highlight the critical needs
of funding, private sector outreach, training, and partnership building and sustainment. These are consistent with
the major needs and challenges from Phase 1. SLTT programs continue to seek funding assistance for Most Critical
sustainability, particularly in those SLTT jurisdictions that no longer receive funding from the UASI program.
Private sector outreach and training continue to be primary needs; however the focus for these efforts has evolved
to address current CI program priorities, such as expanding training for CI assessments and information sharing
and building private sector partnerships. The following bullets summarize the region’s current needs and
challenges:
Figure 3. SLTT Critical Infrastructure Program
 Funding Assistance: Sustained
Needs and Challenges
funding for CI program mission
Funding Assistance
implementation is a major need,
Private Sector Outreach
especially for programs whose UASI
funding has ended. CI programs
Training
request funding assistance for
Partnerships
dedicated CI personnel, building
partnerships with the private sector,
Information‐Sharing Tools
and training (as described below).
Federal CI Program Enhancements
 Private Sector Outreach: Sustaining
Exercises
engagements with private sector is a
major challenge, due to hesitations in
sharing information. CI programs are seeking support to enhance their private sector outreach in order to
develop and maintain trusted relationships with prominent private sector CI stakeholders in their
jurisdictions.
 Training: Common topics for training needs include conducting CI assessments (e.g., asset identification
and risk assessment) general awareness of CI issues in the region per major sectors, and
expanding/leveraging joint public-private CI exercises (for cybersecurity or natural disaster incidents) as
effective training.
 Partnership Capabilities and Sustainment: Major partnership needs include implementing informationsharing programs/mechanisms, expanding outreach to additional government and industry stakeholders, and
collaboration with other partnerships. Partnerships in Region VI share common challenges of maintaining
active and engaged private sector membership over time, and lack of government support in addressing
expansive, emerging issues (such as cybersecurity).
 Stovepipes and Sparse Infrastructure: Achieving and maintaining participation from insular agencies or
organizations and having a small population with widely spread apart critical infrastructure are substantial
challenges for CI programs.
 Interdependencies: CI programs acknowledge the importance of assessing and understanding cascading
effects along dependency and interdependency lines, yet describe a lack of adequate tools and education to
do so as a challenge.
 Federal Program Enhancement: Common themes of suggestions include adding more PSAs and Cyber
Security Advisors to the region, developing CI assessment training for fusion center personnel, accepting CI
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asset data from States over time rather than once per year, and combining cyber threat information into one
location from disparate Federal information-sharing mechanisms/platforms.
Changes in Personnel: Turnover of personnel in CI programs is a major challenge, as experienced
professionals leave for retirement or new employment and new personnel require training and time to gain
experience. CI programs have difficulty maintaining trained personnel when private sector employers offer
those with training much higher salaries than SLTT government. Maintaining accurate points of contact for
public-private coordination is an ancillary challenge.
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STATE, LOCAL, TRIBAL, AND TERRITORIAL GOVERNMENT COORDINATING COUNCIL
REGIONAL CONSORTIUM COORDINATING COUNCIL

Regional Overview of
Critical Infrastructure Programs

Region Snapshot:
Region VII

The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
Regional Overview summarizes operational and budgetary changes of SLTT and public-private partnership
critical infrastructure (CI) programs over time and details how those programs are implementing CI activities, and
facilitates the sharing of information and best practices. The Regional Overview project represents Phase 2 of
the SLTTGCC Regional Initiative (2011–2013) and the RC3 Member and Mission Landscape Study (2013–
2014). This Region Snapshot for Region VII highlights primary CI activities of SLTT programs and public-private
partnerships, as well as defining characteristics, Federal program use, and needs and challenges.1

Region VII
Iowa
Kansas

Missouri
Nebraska

Primary Activities

Needs and Challenges

Identify infrastructure
Assess and analyze risk
Set goals and objectives

Funding assistance
Private sector outreach
Federal program
enhancements

Primary Sectors of Focus

Primary Critical Infrastructure Activities
Region VII CI programs focus their activities on
identifying assets and analyzing the associated
risks, as indicated in Figure 1. This focus is
similar to the primary programmatic risk
management activities within the region during
the previous study phase. Changes from Phase 1
include CI programs’ increased focus on
cybersecurity and healthcare issues (primarily
relating to infectious diseases).

Figure 1. Primary Programmatic Activity Relating
to NIPP 2013 Risk Management Framework

Identify Infrastructure
Assess and Analyze Risk
Set Goals and Objectives

Highest‐ranked
Program Activity

Implement Risk…
Measure Effectiveness

The following bullets summarize the region’s
primary programmatic critical infrastructure
activities:


Set Goals and Objectives: CI programs in Region VII have formalized their program strategies by
incorporating CI provisions into overarching homeland security strategies or emergency response plans. CI
program personnel value the strategic documents as a means to more clearly define CI goals and objectives,

The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable Webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region VII participants included
representatives from State and local homeland security offices and emergency management agencies, fusion centers, and
public-private partnerships within Iowa, Kansas, Missouri, and Nebraska.
1
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yet limited resources impede developing and implementing strategic CI plans. Lifeline sector resilience and
natural disaster emergency management greatly influence CI programs, with strong emphasis on interagency
coordination.
Identify Infrastructure: Identifying and documenting critical assets continues to be a major focus of CI
programs in the region. SLTT programs are transitioning their legacy identification and data management
methodologies to IP Gateway as the current federally supported system. CI asset criteria and prioritization
are based on Federal standards, yet modified to address the assets most critical to the jurisdiction.
Availability of resources greatly influences Region VII CI identification and assessment program activity.
Assess and Analyze Risk: Conducting CI assessments is another focus, similar to Phase 1. SLTT CI
assessments are largely conducted and directed by Protective Security Advisors (PSA), with supplemental
support from State, local, and fusion center assessment teams.
Prioritize: Region VII CI programs focus their
Figure 2. Cybersecurity Program
activities on lifeline and major economic sectors,
Implementation Status for Region VII
with Food and Agriculture as a major sector of
SLTT CI Programs
economic importance. Commercial Facilities garner
Planning only
a great deal of activity for preparedness, emergency
planning, and risk assessments at special events with
33%
Implementation started
within past year
mass gatherings. Cybersecurity threats are an
Implementation ongoing
important focus area (which has increased since
for more than one year
67%
Phase 1), yet a majority of CI programs exhibit early
Fully implemented
stages of implementation of formalized
within past year
cybersecurity activities. Figure 2 depicts a
Fully implemented more
representative sampling of the status of SLTT CI
than one year ago
programs implementing a cybersecurity program.
Implement Risk Management Activities: CI program personnel are advancing their programs to improve
CI risk management in their jurisdictions within a limited resource environment. As a result, CI programs
focus their activities on identifying and assessing critical infrastructure and building and enhancing publicprivate partnerships and information sharing. Fusion centers coordinate the majority of information flow,
with substantial support from PSAs. Partnerships across multiple levels of government and regional private
sector associations (e.g., lifeline and economic driver sectors) are highly valued and demonstrate a
multijurisdictional approach to risk management. For instance, SLTT emergency management agencies,
private sector advisory councils, and fusion centers frequently coordinate resource allocation and situational
awareness for incident response across separate jurisdictions.

Highlights of Success




Disaster Preparedness and Resource Allocation: The Missouri Department of Public Safety Office of
Homeland Security, in collaboration with the Missouri Public Private Partnership (MOP3) is implementing
a private sector asset resource registry as a State-wide disaster and emergency resource identification and
management tool. The Missouri Emergency Resource Registry (MERR) will connect emergency
management personnel to needed private sector resources (e.g., goods, services, equipment, and volunteers)
quickly and effectively during a catastrophic event by using a secure database accessible only to SLTT
emergency management personnel. The MERR will be an actionable database of private sector companies
that would provide goods and/or services upon declaration by authorized personnel of a disaster or State of
Emergency in the State.
Forward Staging of Response Resources: The Iowa Homeland Security and Emergency Management
Department recently began a program to forward-stage response resources such as flood-fighting pumps,
generators, and sand bags. This program has provided local partners with immediate access to vital
resources that can improve the resilience of critical infrastructure during all-hazards disaster events.
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Regional Business Resilience: The Missouri Business Emergency Operations Cell (BEOC) operates as a
team of member companies from corporations, trade associations, and other business organizations in the
region. The BEOC provides a mechanism for the rapid dissemination of information, determination of needs
and solutions, and fulfillment of critical requirements during a catastrophic event. Upon activation of the
State emergency operations center, the BEOC is also activated to assist in the response to catastrophic
events.
Training: The Safeguard Iowa Partnership continues to serve as a vital link between public and private
organizations. One of the key programs initiated by the Safeguard Iowa Partnership is the EOC Liaison
Program. Through this program, businesses identify employees who can receive training and serve as the
private sector partner liaison in County EOCs or the State EOC as requested. These individuals serve a key
role for information sharing and resource coordination.

Federal Resources Leveraged
Region VII CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS to
facilitate CI security and resilience. This includes leveraging Federal programs for analytic and assessment
capabilities (e.g., threat analysis), access to infrastructure security information to conduct vulnerability
assessments, and to enhance catastrophic incident preparedness. Collaboration with other Federal agencies and
departments is limited. The following list of Federal resources is largely similar those resources identified in
Phase 1. Grant programs and the PSA program continue to be highly valued. New programs, such as IP Gateway,
are more readily leveraged.







DHS FEMA: State Homeland Security Grant Program, Urban Areas Security Initiative
DHS Office of Infrastructure Protection: IP Gateway, PSAs, Homeland Security Information Network –
Critical Infrastructure, National Critical Infrastructure Prioritization Program
DHS Office of Intelligence and Analysis: Fusion Center Intelligence Analysts
DHS Transportation Security Administration
DHS United States Coast Guard: Area Maritime Security Committees
FBI: InfraGard

Critical Infrastructure Program Summaries
Since Phase 1, Region VII critical
infrastructure program priorities have become
more risk-informed through the identification
of lifeline sector assets and dependencies,
natural disaster response, and threat
information. Nearly all Region VII programs
are being restored or advanced due to the
State’s increased recognition of the importance
of critical infrastructure security and resilience.

Region VII State CI Personnel Data
Average State CI
Program Size:

State CI Program Directors

4 personnel
33% increase in
CI personnel from
Phase 1

FT CI Program Directors
PT CI Program Directors

50%
decrease in
# of FT CI
program directors
from Phase 1

Most of the State critical infrastructure programs are located in agencies with homeland security missions, with
one program located in a State fusion center. State programs maintain strong engagement with the State or local
fusion center, with this level of strong fusion center engagement also reflected at the local critical infrastructure
program level. Region VII State program directors have three years of service on average, with most program
directors focusing on critical infrastructure security and resilience part time, and are supported by a four-person
team. This represents a slight decrease in the number of program directors and a slight increase in the number of
supporting staff from Phase 1. Although Region VII programs prioritize lifeline sectors, the region has a strong
focus on sectors not traditionally considered “lifeline” such as: Food and Agriculture, Healthcare and Public
Health, Higher Education, and Commercial Facilities.
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To achieve critical infrastructure security and resilience,
Region VII Top 5 Program Priorities
Region VII programs leverage private sector outreach
networks, public-private partnerships, and robust
Change
Phase 1 Priorities
Phase 2 Priorities
information sharing across all levels of government and
from P1
the private sector. States use public-private partnerships as
Other Specific
Lifeline Sectors
force multipliers in order to leverage private sector
Sectors
expertise, access private sector information-sharing
Lifeline Sectors
Natural Disasters
networks, and integrate business resources into SLTT
emergency management. Region VII programs are
Natural Disasters
Threat Information
focused on identifying infrastructure, assessing and
Economic Sectors
Cybersecurity
analyzing risk, and setting goals and objectives. This
represents a slight shift from Phase 1, as State program
Threat Information
Economic Sectors
activity was primarily focused on setting goals and
objectives and initial infrastructure identification. Over the years, cybersecurity has developed as a critical
program mission with cybersecurity increasingly informing the program’s prioritization activities. Dedicated
funding and additional private sector outreach and Federal critical infrastructure programs and capabilities are
needed to advance programs in Region VII. The following summarize State CI programs:






Iowa: The Iowa Department of Homeland Security and Emergency Management manages the State’s
critical infrastructure security mission. Iowa is currently re-working its program to implement a new asset
management process and address staffing changes. The program leverages partnerships to accomplish its
mission, such as partnering with the PSA on critical infrastructure outreach activity and working with
county coordinators to identify assets. Primary activities include identifying infrastructure, assessing and
analyzing risk, and implementing risk management activities. Critical program elements include
partnerships, information sharing, and risk management. Additional private sector outreach, Federal critical
infrastructure programs and capabilities, and funding are needed to advance the program. Public-private
sector partnerships and communicating buy-in for stakeholders to use integrated infrastructure information
systems (e.g., IP Gateway) are short-term challenges for the program. Location: Iowa Department of
Homeland Security and Emergency Management. Staff: 3 full-time employees (FTE).
Kansas: Kansas Homeland Security, located within the Adjutant General’s Office, developed the State’s
critical infrastructure plan and manages the State’s critical infrastructure program. The program is
implemented in close partnership with the Kansas Intelligence Fusion Center. Primary activities include
integrating the private sector owners and operators into the intelligence and information-sharing stream,
conducting risk assessments, and integrating cybersecurity into program preparedness and mitigation
activity. Sectors with which the State regularly interacts include Information Technology, Energy, Financial
Services, Agriculture, and Healthcare and Public Health. The program cites public-private partnerships for
generating robust cross-sector interaction during the preparedness and mitigation phases, which enables
vetted solutions during the response and recovery phases. Location: Kansas Homeland Security. Staff: 3
FTE.
Missouri: The State’s critical infrastructure program, currently undergoing restoration, is located within the
Missouri Office of Homeland Security. Sectors with which the State regularly interacts include Food and
Agriculture, Healthcare and Public Health, and K-12 and Higher Education. For asset protection, the
program utilizes a locally produced asset protection and response system that has been calibrated for asset
identification and cataloguing, and can be used to support incident response efforts. Partnerships are a
critical component to the program’s restoration efforts; partners include DHS, State and local fusion centers,
county coordinators, and public-private partnerships (particularly for the identification and discussion of
emerging critical infrastructure issues). The program is also supporting the expansion of cybersecurity
capabilities throughout the critical infrastructure sectors in the State. Location: Missouri Office of
Homeland Security. Staff: 3 FTE.
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Nebraska: The Nebraska Information Analysis Center manages the State’s critical infrastructure program.
The program cites the State administrators’ prioritization of critical infrastructure security and resilience as a
driver for the State’s expanded emphasis on their critical infrastructure program. Information-sharing is a
key element to their program’s success. This includes responding to stakeholder requests for information
(e.g., tactical, locally generated, Federal resources) to achieve infrastructure resilience, providing a weekly
Protection Product to partnerships, maintaining a portal on the Homeland Security Information Network
(HSIN), and collecting suspicious activity reports. Primary activities include setting goals and objectives,
identifying infrastructure, and assessing and analyzing risk. Critical program elements include partnerships,
information sharing, and cross-sector dependencies. Dedicated funding and additional Federal critical
infrastructure programs and capabilities and private sector outreach are needed to advance the program.
Sustained funding is a challenge that the program faces in the long-term and impedes long-term (strategic)
program planning. Location: Nebraska Information Analysis Center. Staff: 3 FTE, 2 part-time employees
(PTE).



The following information represents key themes across one local CI program in Region VII, which are
representative of developed CI programs in the region.
All Sectors, All Hazards: Local critical infrastructure program activity focuses on all hazards for the
critical infrastructure sectors within or connecting to—through dependencies—their jurisdiction. Sectors of
importance include sectors connected to public services, such as: Government Facilities, Transportation
Systems, Healthcare and Public Health, and Higher Education.
Robust Information Sharing: Local program activity complements the work of State and local fusion
centers. Vetted critical infrastructure information is produced from the ground-up and channeled up to the
State fusion center and other entities, as appropriate. An emerging focus is on advancing the ability to
coordinate and share cyber information. Local programs respond to sectors’ requests for various types of
information, including dependencies, threat profiles, cyber and physical risk, and response and recovery
capabilities.





Public-Private Partnerships Summary
Public-private partnerships are important contributors to CI programs in Region VII and are focused on
facilitating information sharing between and within public and private sectors. The opportunity to network,
collaborate, and exchange ideas is the major motivator for members to join and participate in public-private
partnerships. Activities of partnerships are commonly focused on specific CI issues (e.g., sharing cybersecurity
threat information, special event risk assessments), and incorporate multiple infrastructure sectors. Partnerships
support emergency response activity by connecting available resources and facilitating the supply and transport of
resources. Common information-sharing mechanisms employed by Region VII partnerships include newsletters,
in-person conferences and meetings, and Websites.
Prominent CI partnerships in the region include a wide range of SLTT homeland security/emergency management
personnel, private sector representatives (e.g., of economic-driver sectors), and national/regional CI organizations.
New membership and membership engagement increases around emergency incidents; engagement and
sustainment during non-emergency incidents remains a great challenge. Examples of cross-sector and sectorspecific partnerships include the following:





ASIS International
InfraGard Chapters
Mid-America Regional Council
Missouri Public-Private Partnership
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Current Needs and Challenges
Categories of current Region VII CI program needs and challenges, shown in Figure 3, highlight the critical needs
of funding, private sector outreach, Federal program enhancement, and information-sharing tools. These are
largely consistent with the major needs and challenges from Phase 1, though private sector outreach has become a
major need, while the need for information-sharing tools is less so. SLTT programs continue to seek funding
assistance for sustainability, primarily to maintain dedicated CI personnel and fusion center CI activities.
The following bullets summarize the region’s current needs and challenges:













Funding Assistance: Sustained
Figure 3. SLTT Critical Infrastructure Program
funding for CI program mission
Needs and Challenges
implementation is a major need,
Most Critical
especially following the recent
Funding Assistance
restructuring of programs. CI programs
request funding assistance for
Private Sector Outreach
dedicated CI personnel (especially for
Federal CI Program Enhancements
cybersecurity and CI assessments),
Information‐Sharing Tools
building partnerships with the private
sector, and strategic planning.
Training
Private Sector Outreach: Sustaining
Partnerships
engagements with the private sector is
Exercises
a major challenge, due to hesitations in
sharing information. CI programs are
seeking support to enhance their private sector outreach in order to develop and maintain trusted
relationships with prominent private sector CI stakeholders in their jurisdictions.
Federal Program Enhancement: Common themes of suggestions include improving IP Gateway
effectiveness for SLTT personnel (e.g., make PSA tools/views available to SLTT personnel, allow for
legacy data to be incorporated, include reporting/viewing options for response personnel), developing CI
assessment training for fusion center personnel, providing the same training PSAs receive to SLTT
personnel, increasing the processing speed and number of security clearances (for SLTT and private sector
CI personnel), and consolidating Federal cybersecurity programs and initiatives to provide best practices
and guidance on developing cybersecurity programs for CI.
Training: Common topics for training needs include conducting CI assessments (e.g., asset identification
and risk assessments), general awareness of CI issues in the region per major sectors, and
expanding/leveraging joint public-private CI exercises (for cybersecurity or natural disaster incidents).
Partnership Capabilities and Sustainment: Major partnership needs include implementing informationsharing programs/mechanisms, expanding outreach to additional government and industry stakeholders, and
collaborating with other partnerships. Partnerships in Region VII share common challenges of maintaining
active and engaged private sector membership over time, and lack of government support in addressing
expansive, emerging issues (such as cybersecurity).
Sparse Infrastructure and Population: The region’s low population density, coupled with widely
dispersed critical infrastructure, is a substantial challenge for CI program sustainment.
Interdependencies: CI programs acknowledge the importance of assessing and understanding cascading
effects along dependency and interdependency lines, yet describe a lack of adequate tools and education to
do so as a challenge.
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STATE, LOCAL, TRIBAL, AND TERRITORIAL GOVERNMENT COORDINATING COUNCIL
REGIONAL CONSORTIUM COORDINATING COUNCIL

Regional Overview of
Critical Infrastructure Programs

Region Snapshot:
Region VIII

The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
Regional Overview summarizes operational and budgetary changes of SLTT and public-private partnership critical
infrastructure (CI) programs over time and details how those programs are implementing CI activities, and
facilitates the sharing of information and best practices. The Regional Overview project represents Phase 2 of the
SLTTGCC Regional Initiative (2011–2013) and the RC3 Member and Mission Landscape Study (2013–2014).
This Region Snapshot for Region VIII highlights primary CI activities of SLTT programs and public-private
partnerships, as well as defining characteristics, Federal program use, and needs and challenges.1

Region VIII
Colorado
Montana
North Dakota

South Dakota
Utah
Wyoming

Primary Activities

Needs and Challenges

Identify infrastructure
Set goals and objectives
Assess and analyze risk

Funding assistance
Training
Federal program
enhancements
Exercises

Primary Sectors of Focus

Primary Critical Infrastructure Activities
Region VIII CI programs focus their activities
on identifying assets and setting goals and
objectives, as indicated in Figure 1. This focus
is similar to the primary programmatic risk
management activities within the region during
the previous study phase. Changes from Phase
1 include CI programs’ increased focus on
cybersecurity and interdependencies.
The following bullets summarize the region’s
primary programmatic critical infrastructure
activities:


Highest‐ranked
Highest Ranked
Program
ProgramActivity
Activity

Set Goals and Objectives: CI programs
in Region VIII have formalized their program strategies by incorporating CI provisions into overarching
homeland security strategies or emergency response plans. CI program personnel value the strategic
documents as a means to more clearly define CI goals and objectives, yet limited resources impede

The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable Webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region VIII participants included
representatives from State and local homeland security offices and emergency management agencies, fusion centers, and
public-private partnerships within Colorado, Montana, North Dakota, South Dakota, and Utah.
1
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developing and implementing strategic CI plans. Lifeline sector resilience and natural disaster emergency
management greatly influence CI programs, with strong emphasis on interagency coordination.
Identify Infrastructure: Identifying and documenting critical assets continues to be a major focus of CI
programs in the region. SLTT programs are transitioning their legacy identification and data management
methodologies to IP Gateway as the current federally supported system. CI asset criteria and prioritization
are based on Federal standards, yet modified to address the assets most critical to the jurisdiction.
Availability of resources greatly influences Region VIII CI identification and assessment program activity.
Assess and Analyze Risk: Conducting of CI assessments has expanded since Phase 1. Protective Security
Advisors (PSAs) coordinate a significant portion of CI assessments; however an increasing number of
assessments are conducted by State, local, and fusion center assessment teams. Assessments commonly
focus on threats and dependencies. The Regional Resiliency Assessment Program provides major support
for assessments.
Prioritize: Region VIII CI programs focus their
Figure 2. Cybersecurity Program
activities on lifeline sector resilience, often tailored
Implementation Status for Region VIII
to priorities at the local level. Cybersecurity threats
SLTT CI Programs
are an important focus area, increasingly so since
Planning only
Phase 1. Many programs are contributing significant
time and resources to cybersecurity activities (e.g.,
25%
25%
Implementation started
establishing State and regional cybersecurity
within past year
information networks, conducting cyber
Implementation ongoing
for more than one year
assessments, and dedicating staff to cybersecurity
Fully implemented
information sharing in fusion centers). Figure 2
25%
25%
within past year
depicts a representative sampling of the status of
Fully implemented more
SLTT CI programs implementing a cybersecurity
than one year ago
program.
Implement Risk Management Activities: CI
program personnel are advancing their programs to improve CI risk management in their jurisdictions
within a limited resource environment. As a result, CI programs focus their activities on setting goals and
objectives, identifying and assessing critical infrastructure, and building and enhancing public-private
partnerships and information sharing. Fusion centers coordinate the majority of information flow with
substantial support from PSAs. Lifeline sector resilience and natural disaster emergency management
greatly influence SLTT CI programs, with an emphasis on CI dependencies and interdependencies.
Partnerships across multiple levels of government and regional private sector associations (e.g., lifeline
sectors) are highly valued and are utilized as force-multipliers to enhance resilience activities. For instance,
SLTT programs leverage private sector expertise for incident response and engage private sector partners to
gain access to sector information-sharing networks.

Highlights of Success




Infrastructure Prioritization Tool: The Utah Statewide Information & Analysis Center (SIAC) developed,
in cooperation with Utah’s PSA, the Utah Critical Infrastructure Prioritization (UCIP) Tool to standardize
and simplify CI asset identification and prioritization for SLTT CI programs. The tool assists in prioritizing
infrastructure beyond National Critical Infrastructure Prioritization Program levels 1 and 2 to determine
uniform State infrastructure prioritization levels 3, 4, and 5. UCIP provides numerical scores for
infrastructure by using an algorithm of 20 questions to calculate a consequence score. Scores are collected
and analyzed to support CI prioritization and strategic planning. It can be replicated to enhance CI
prioritization in other regions, States, and localities. SIAC is collaborating with DHS to incorporate the tool
into IP Gateway.
Public-Private Sector Workshops: The Colorado Emergency Preparedness Partnership (CEPP) hosted
Chemical Safety Workshops around the State in 2015 for regulated chemical facilities. These workshops
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included a panel discussion with representatives from DHS, the Environmental Protection Agency, and the
Occupational Safety and Health Administration on specific programs for chemical safety and security and
how to report a spill or release. Local emergency planning committees also attended to better connect the
public and private sectors around the State. This is the first time extensive outreach to regulated chemical
facilities has been completed in the State; the outreach has been well received by public and private
stakeholders. CEPP anticipates adapting the model and format of the Chemical Safety Workshops to other
regulated industries in the region.
Business Emergency Continuity Center: Utah’s Business Emergency Continuity Center (BECC) is a
private sector information-sharing companion to the State Emergency Operations Center (SEOC). BECC
will open in 2016 as a robust framework to facilitate the sharing of CI information between public and
private sector stakeholders during emergencies, including connecting private sector capabilities to multiagency coordinating system resource requests for emergency incidents.

Federal Resources Leveraged
Region VIII CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS to
help facilitate CI security and resilience in the region. Collaboration with other Federal agencies and departments
is limited. This includes leveraging Federal programs for analytic and assessment capabilities (e.g., threat
analysis), access to infrastructure security information to conduct vulnerability assessments, and to enhance
catastrophic incident preparedness. The following list of Federal resources is largely similar those resources
identified in Phase 1. Grant programs and the PSA program continue to be highly valued. New programs, such as
IP Gateway, are more readily leveraged.








DHS FEMA: State Homeland Security Grant Program, Urban Areas Security Initiative, Regional
Resiliency Assessment Program
DHS Office of Infrastructure Protection: IP Gateway, PSAs, Homeland Security Information Network –
Critical Infrastructure (HSIN-CI), National Critical Infrastructure Prioritization Program
DHS Office of Intelligence and Analysis: Fusion Center Intelligence Analysts
DHS Transportation Security Administration
DHS United States Computer Emergency Readiness Team (US-CERT): Critical Infrastructure Cyber
Community Voluntary Program (C3)
DHS U.S. Customs and Border Protection
FBI: InfraGard Chapters

Critical Infrastructure Program Summaries
Since Phase 1, Region VIII State critical
Region VIII State CI Personnel Data
infrastructure program priorities have aligned
closer to local priorities and are more riskAverage State CI
State CI Program Directors
informed by natural disaster impacts and threat
Program Size:
33%
information. State critical infrastructure
2 person
decrease
in
programs have a strong nexus to security and
# of FT CI
No change in
preparedness, as opposed to recovery and
program directors
CI personnel
FT CI Program Directors
resilience. A majority of Region VIII State
from Phase 1
from Phase 1
PT CI Program Directors
programs (four programs) are located in
agencies with homeland security missions and two programs are located in State fusion centers. State programs
have major engagement with fusion centers; however, fusion centers reported only a minimal to moderate focus
on critical infrastructure security and resilience.
Region VIII State program directors have four years of service on average, with most program directors focusing
on critical infrastructure security and resilience part-time. State CI programs are supported by a two-person team
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(on average) that works primarily on CI full-time, but also
has collateral duties. This represents no change in the
average number of personnel supporting CI, but a slight
decrease in the number of full-time directors. CI programs
are structured to focus on the sectors within their area of
responsibility, but also prioritize lifeline sectors (e.g.,
Energy, Water) and the activities considered important to
localities.

Region VIII Top 5 Program Priorities
Phase 1 Priorities

Phase 2 Priorities

Lifeline Sectors

Lifeline Sectors

Other Specific
Sectors

Local Priorities

Economic Sectors

Natural Disasters

Change
from P1

To achieve critical infrastructure security and resilience
within a resource-deficient and collateral duty
Local Priorities
Economic Sectors
environment, Region VIII programs leverage the private
Natural Disasters
Threat Information
sector as force multipliers. This takes place through
Information Liaison Officer (ILO) programs—managed
through fusion centers—or public-private partnerships. Partnerships are used to leverage private sector expertise,
access private sector information-sharing networks, and to augment or support prioritized CI issues (e.g., natural
disaster response planning).
Region VIII programs focus on identifying infrastructure and setting goals and objectives. This is largely
consistent with Phase 1. Cybersecurity has become a high priority focus area for many programs; however, the
region is not uniform in the degree to which they have implemented cybersecurity programs. Cybersecurity
programs range from being in the planning stages to being fully implemented within the past year. To advance the
region’s programs, dedicated funding is needed to improve program capacity and address staffing issues and
training/exercises. Region VIII programs report that private sector information-sharing challenges may impede
robust CI security and resilience activity. The private sector is reluctant to share vulnerabilities and cybersecurity
breaches and capabilities, and established mechanisms for bi-directional information sharing are non-existent or
deficient.
The following summarize State CI programs:




Colorado: The Division of Homeland Security and Emergency Management, located within the Colorado
Department of Public Safety, manages the State’s critical infrastructure program. The State program
engages with the State fusion center on CI security and resilience and leverages public-private partnerships
to augment/support prioritized CI issues. Primary activities include setting goals and objectives, identifying
infrastructure, and assessing and analyzing risk. To conduct assessments, Colorado uses PSAs in addition to
State and local (city/county) assessment teams. Critical program elements include understanding
dependencies, risk management, and information sharing. To advance the program, Federal critical
infrastructure programs and capabilities, funding, and training are needed. Short-term challenges for the
program include navigating HSIN deficiencies and identifying “cleared” private sector partners with which
to share information. Location: Division of Homeland Security and Emergency Management. Staff: 1 fulltime employee (FTE).
Montana: The State’s critical infrastructure program is located in the State fusion center— Montana
Analysis and Technical Information Center (MATIC)—where personnel primarily focus on threat analysis
related to critical infrastructure. The State program is divided into regions, with regional information
officers acting as force multipliers focused on law enforcement issues, but increasingly working on CI
issues. Resources made available to the State program are limited and, as such, their employees maintain
dual responsibilities. To help address this, the State has instituted an Information Liaison Officer (ILO)
program and regularly leverages the private sector as force multipliers for their unique sector expertise.
Assessing and analyzing risk is a primary activity and the State regularly interacts with the Information
Technology, Energy, and Emergency Services Sectors. Cybersecurity is a burgeoning area of focus for the
program. The MATIC is connected to a cyber intelligence network—hosted within the National Network of
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Fusion Centers—and has identified the sharing of cyber information to and from the private sector to be a
priority issue. In addition, the State is forming a cybersecurity program and has dedicated personnel to
address cyber issues. Location: Montana Analysis and Technical Information Center. Staff: 2 FTE.
North Dakota: The State fusion center—North Dakota State and Local Information Center—manages the
State’s critical infrastructure program, which is located in the North Dakota Department of Emergency
Services. The program focuses on all-hazards and all-crimes with a nexus to critical infrastructure.
Cybersecurity is increasingly a program focus area. Similar to other programs in the region, North Dakota
has launched an ILO Program that is primarily focused on supporting law enforcement activities, but is
increasingly supporting critical infrastructure activity. Primary activities include identifying infrastructure,
setting goals and objectives, and assessing and analyzing risk. Critical program elements include
information sharing, partnerships, and risk management. Dedicated funding, training, and improved private
sector outreach are needed to advance the program. Sharing information to and from the private sector and
developing an in-house information system that aggregates multiple information sources are short-term
challenges to overcome. Location: North Dakota State and Local Information Center. Staff: 1 FTE.
South Dakota: The South Dakota Office of Homeland Security, located within the Department of Public
Safety, manages the State’s critical infrastructure program. The program leverages the Office of Emergency
Management and six regional coordinators to support assessment activity, which will be supplemented by a
newly appointed PSA. The program is working to improve local emergency management and law
enforcement engagement on CI issues. Cybersecurity is a burgeoning focus area. The State program
facilitated the establishment of a cybersecurity subject matter expert in the State fusion center. Statewide,
the cybersecurity focus is on the security of State information technology systems, with outreach to the
sectors on the horizon. Staff members do not work exclusively on CI issues and have many collateral duties.
Program resources (e.g., funding, training/exercises, planning/assessment capacity) are limited and
dedicated resources (e.g., funding for soft target assessments, focusing on emerging risks) were identified as
short-term challenges for the program to overcome. Staff: 2 PTE.
Utah: The Utah Department of Public Safety (DPS) manages the critical infrastructure resilience program in
Utah. Critical program elements include information sharing, partnerships, and risk management. The
program is supported by State law enforcement, intelligence, and emergency management personnel. A fulltime Critical Infrastructure Protection (CIP) Coordinator is assigned to the SIAC. In close partnership with
the DHS PSA in Utah, the CIP Coordinator builds information-sharing relationships with key private and
public sector critical infrastructure owners and operators, in addition to supporting DHS-led mitigation
efforts. In addition, a Utah Public-Private Sector Partnership (UP3) Program Manager is assigned to the
Division of Emergency Management (DEM). The UP3 Program Manager supports implementation of the
UCIP Tool and the development of level 3, 4, and 5 infrastructure prioritization criteria. Together, the SIAC
CIP Coordinator and the DEM UP3 Program Manager support the full spectrum of resilience activities.
Location: Utah Department of Public Safety. Staff: 2 FTE, 1 part-time employee (PTE).
Wyoming: The Wyoming Office of Homeland Security manages the State’s critical infrastructure program.
Primary activities include setting goals and objectives, identifying assets, and assessing risk. Information
sharing across all critical infrastructure sectors in Wyoming is a key program element. The Wyoming
information-sharing initiative is designed to facilitate the appropriate sharing and distribution of timely,
relevant, and actionable (classified and un-classified) information. This enables action to be taken by critical
infrastructure owners and operators to mitigate the risk to assets, systems, networks, functions, and their
interconnecting links. Location: Wyoming Office of Homeland Security. Staff: 1 FTE.

The following key themes, drawn from two local CI programs in Region VIII, are representative of developed CI
programs in the region.


Augmenting State Activity: Region VIII presents strong State and local relationships in support of the
shared mission of critical infrastructure security and resilience. Although local programs are formally
disconnected from State programs, they leverage State-level resources to conduct CI activity at the local
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level and support State CI activities at the local level. Activities conducted by local programs (e.g.,
conducting assessments, facilitating sector discussions, sourcing GIS city/county data) provide a more
complete picture of critical infrastructure throughout the State and not only at one level of government.
Private Sector Engagement: Similar to State programs, local programs engage with the private sector and
recognize that owners/operators have limited risk management and emergency response capabilities. Local
programs convene sectors to participate in industry working groups and exercises. Both the State and local
programs provide the structure for each sector to collaborate, but grant the sector autonomy in identifying
issues and setting goals.
Information-sharing Challenges: Across Region VIII programs—at the State and local level—there are
information-sharing challenges. Local CI programs identified the sector’s reluctance to disclose
vulnerabilities and potential propriety information, particularly if they are highly regulated sectors (e.g.,
Energy). Local programs address this challenge by ensuring rigorous Protected Critical Infrastructure
Information (PCII) activities, non-disclosure agreements, facilitated discussions, and value-added exercises.





Public-Private Partnerships Summary
Public-private partnerships are important contributors to CI programs in Region VIII and are focused on
facilitating information sharing between and within public and private sectors. The opportunity to network,
collaborate, and exchange ideas is the major motivator for members to join and participate in public-private
partnerships. Partnerships support emergency response activities by connecting available resources, facilitating
the supply and transport of resources, and enabling private sector participation in government emergency
operation centers. Common information-sharing mechanisms employed by Region VIII partnerships include inperson conferences and meetings, training and exercise events, and web-based information-sharing platforms.
Prominent CI partnerships in the region include a wide range of SLTT homeland security/emergency management
personnel, private sector representatives specializing in cybersecurity, and national/regional CI organizations.
New membership and membership engagement increases around emergency incidents; engagement and
sustainment during non-emergency incidents remains a great challenge. Existing organizations and structures such
as local and regional chambers of commerce are leveraged to build public-private relationships.
Examples of cross-sector and sector-specific partnerships include the following:







ASIS International Chapters
Colorado Emergency Preparedness Partnership
Cyber Resilience Institute
Cyber Threat Intelligence Network Organization
(CTIN)
InfraGard Members Alliance Chapters
Montana Water and Wastewater Critical
Infrastructure Committee
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North Dakota Emergency Management
Association
Utah Public Private Partnership (UP3)
Water/Wastewater Agency Response Network
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Current Needs and Challenges
The most prominent, current Region VIII CI
program needs and challenges, shown in
Figure 3, are funding, training, Federal CI
program enhancements, and exercises.
These are largely consistent with the major
needs and challenges from Phase 1. SLTT
programs continue to seek funding
assistance for sustainability, primarily to
maintain dedicated CI personnel and fusion
center CI activities.

Figure 3. SLTT Critical Infrastructure Program
Most Critical
Needs and Challenges
Funding Assistance
Training
Federal CI Programs and…
Exercises
Private Sector Outreach
Partnerships
Information‐Sharing Tools

The following summarize the region’s current needs and challenges:










Funding Assistance: Sustained funding for CI program mission implementation is a major need, especially
following recent reductions in grant funding. CI programs request funding assistance to maintain State and
local fusion center CI efforts, support strategic planning, and expanding private sector outreach.
Training: Common topics for training and exercises needs include conducting CI assessments (e.g., asset
identification, risk assessments, and the same training provided to PSAs) and expanding/leveraging joint
public-private CI exercises (for cybersecurity or natural disaster incidents).
Federal Program Enhancement: Common themes of suggestions include improving HSIN to be more
user-friendly and less cumbersome, simplifying the process for PCII certification, providing more technical
assistance for IP Gateway implementation, consolidating cybersecurity education and awareness programs
for CI stakeholders, and increasing regional collaboration of government and private sector stakeholders in
topical Webinars and conferences.
Partnership Capabilities and Sustainment: Major partnership needs include expanding outreach to
additional government and industry stakeholders, collaborating with other partnerships, and support for
more exercises involving public and private stakeholders. Partnerships in Region VIII share a common
challenge of maintaining active and engaged private sector membership and participation over time, which
includes establishing a strong value proposition for the private sector to participate.
Sparse Infrastructure and Population: The region’s low population density, coupled with widely
dispersed critical infrastructure, is a substantial challenge for CI program sustainment.
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Regional Overview of
Critical Infrastructure Programs

Region Snapshot:
Region IX

The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
Regional Overview summarizes operational and budgetary changes of SLTT and public-private partnership
critical infrastructure (CI) programs over time and details how those programs are implementing CI activities, and
facilitates the sharing of information and best practices. The Regional Overview project represents Phase 2 of the
SLTTGCC Regional Initiative (2011–2013) and the RC3 Member and Mission Landscape Study (2013–2014).
This Region Snapshot for Region IX highlights primary CI activities of SLTT programs and public-private
partnerships, as well as defining characteristics, Federal program use, and needs and challenges.1

Region IX
Arizona
California
Hawaii

Nevada
American Samoa
Guam

Primary Activities

Needs and Challenges

Identify infrastructure
Assess and analyze risk
Implement risk
management activities

Partnership capabilities and
sustainment
Funding assistance
Information-sharing tools
Training

Primary Sectors of Focus

Primary Critical Infrastructure Activities
Region IX CI programs focus their activities on
identifying assets and analyzing the associated
risks, as indicated in Figure 1. This focus is
similar to the primary programmatic risk
management activities within the region during
the previous study phase. Changes from Phase 1
include CI programs’ increased focus on
cybersecurity and interdependencies.
The following bullets summarize the region’s
primary programmatic critical infrastructure
activities:


Figure 1. Primary Programmatic Activity Relating
to NIPP 2013 Risk Management Framework

Identify Infrastructure
Assess and Analyze Risk
Implement Risk…

Highest‐ranked
Program Activity

Set Goals and Objectives
Measure Effectiveness

Set Goals and Objectives: CI programs in Region IX have largely formalized their program strategies by
incorporating CI provisions into overarching homeland security strategies or emergency management
strategic plans. Very few CI programs have developed a stand-alone CI strategy. CI program personnel
value the strategic documents as a means to more clearly define CI goals and objectives, yet limited

The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region IX participants included
representatives from State and local homeland security offices and emergency management agencies, fusion centers, and
public-private partnerships within Arizona, California, Hawaii, Nevada, American Samoa, and Guam.
1
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resources impede developing and implementing strategic CI plans. Lifeline sector resilience and natural
disaster emergency management greatly influence CI programs, in addition to an emphasis on CI
dependencies and interdependencies.
Identify Infrastructure: Identifying and documenting critical assets continues to be a major focus of CI
programs in the region. Many SLTT programs are transitioning their legacy identification and data
management methodologies to IP Gateway as the current federally supported system, though some
programs are adopting separate, commercial solutions. CI asset criteria and prioritization are based on
Federal standards, yet modified to address the assets most critical to the jurisdiction. Region IX CI
identification and assessment program activity is highly coordinated with local government and private
sector stakeholders.
Assess and Analyze Risk: Conducting of CI assessments has expanded since Phase 1. State, local, and
fusion center assessment teams perform the majority of assessments, routinely in cooperation with
Protective Security Advisors (PSAs). Assessments commonly focus on threats and dependencies. The
Regional Resiliency Assessment Program (RRAP) provides major support for assessments, and the Threat
and Hazard Identification and Risk Assessment (THIRA) process is commonly integrated.
Prioritize: Region IX CI programs focus their
Figure 2. Cybersecurity Program
activities on lifeline sector resilience, often tailored
Implementation Status for Region IX
to priorities at the local level. The importance of the
SLTT CI Programs
cybersecurity threats focus area has increased
Planning only
considerably since Phase 1. Many programs are
13%
contributing significant time and resources to
Implementation started
25%
within past year
cybersecurity activities (e.g., establishing State and
regional cybersecurity information networks,
Implementation ongoing
25%
for more than one year
conducting cyber assessments, and dedicating staff
Fully implemented within
to cybersecurity information sharing in fusion
past year
centers). Figure 2 depicts a representative sampling
38%
Fully implemented more
of the status of SLTT CI programs implementing a
than one year ago
cybersecurity program.
Implement Risk Management Activities: CI
program personnel are advancing their programs to improve CI risk management in their jurisdictions
within a limited resource environment. As a result, CI programs focus their activities on identifying and
assessing critical infrastructure, and building and enhancing public-private partnerships and information
sharing. Fusion centers coordinate the majority of information flow, with substantial support from PSAs.
Sharing CI threat information among public and private partners is a primary risk management activity.
Partnerships across multiple levels of government, regional private sector associations (e.g., lifeline sectors
and sectors of economic importance), and private sector information-sharing organizations are highly valued
and are utilized as force-multipliers to enhance resilience activities. For instance, SLTT programs leverage
private sector expertise and relationships for incident response and engage private sector partners to gain
access to sector and cross-sector information-sharing networks.

Highlights of Success


Emergency Operations Center Integration: Region IX programs and partnerships have successfully
integrated private sector personnel into State and local emergency operation centers (EOCs). Bay Area
Response Coalition (BARCfirst), Bay Area Urban Area Security Initiative (UASI) Program, California
Resiliency Alliance, California Governor’s Office of Emergency Services (CalOES), and SoCalfirst have all
facilitated the inclusion of private sector representatives in EOCs, through establishing private sector seats
within an EOC or creating companion business emergency operation centers (BEOCs). In particular, the
Bay Area UASI Program has also developed guidance documents and training videos to support private
sector integration into EOCs. These formalized structures improve a jurisdiction’s resilience by coordinating
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private sector expertise, resources, networks, and information sharing with government emergency
management.
Large-Scale Exercise: In one of the largest endeavors undertaken by a U.S. airport, the Sacramento
International Airport, in conjunction with CalOES and the DHS Office of Infrastructure Protection, recently
conducted a full-scale exercise to test emergency response to an active shooter and improvised explosive
device scenario. The exercise brought together over a dozen organizations, including airport officials; State,
local, and Federal response agencies; and a wide range of actors and observers. The complex exercise
allowed State, local, and Federal agencies to test standard operating procedures (including multi-agency
collaboration, establishing unified command and a joint information center, and coordinating fire/EMS
personnel) and emergency response plans as agency evaluators identified strengths and any potential areas
for improvement. As a successful large-scale event, the exercise can be adapted for other major airports in
the country to enhance CI preparedness and response.
Interdependencies Study: In 2014, the San Francisco Lifelines Council completed a study of
interdependencies among different lifeline sectors in the city during normal functioning times as well as
when restoring systems following a major (magnitude 7.9) earthquake on the San Andreas Fault. The study
was conducted to 1) build a workable understanding of lifeline sectors’ performance and interdependencies
in a major disaster in order to help expedite response and restoration planning among lifeline sectors, and 2)
identify key assets and restoration schemes to prioritize post-disaster restoration and reconstruction
activities for the city and the region following a major disaster. From the study results, the Lifelines Council
aspires to develop a collective set of lifelines expectations under current system conditions that may evolve
into a collective set of lifelines performance standards for the San Francisco Bay region.
Fusion Center Private Sector Liaison: The Northern California Regional Intelligence Center (NCRIC)
maintains a dedicated, full-time private sector liaison within the fusion center to coordinate information
sharing and partnership development for CI security and resilience. As a result, NCRIC continues to work
with a large number of private sector partners (including approximately 900 private sector partners who
receive NCRIC suspicious activity reporting summaries twice per week). NCRIC, CalOES, private sector,
and public private partnership stakeholders collaborated in a major effort for the security of the 2016 Super
Bowl, sharing a great deal of preparedness and threat awareness/analysis information for the massive event.
NCRIC also developed a mobile computing application to enable real-time information sharing among
private sector security and business continuity planning partners for the events leading up to the Super
Bowl.

Federal Resources Leveraged
Region IX CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS and
other Federal agencies to facilitate CI security and resilience in the region. This includes leveraging Federal
programs for analytic and assessment capabilities (e.g., threat analysis), to access infrastructure security
information to conduct vulnerability assessments, and to enhance catastrophic incident preparedness. The
following list of Federal resources is largely similar those resources identified in Phase 1. Grant programs and the
PSA program continue to be highly valued. New programs, such as IP Gateway and Federal programs for
cybersecurity, are more readily leveraged.






DHS Federal Emergency Management Agency: State Homeland Security Grant Program, Urban Areas
Security Initiative, Regional Resiliency Assessment Program
DHS Office of Infrastructure Protection: IP Gateway, PSAs, Homeland Security Information Network –
Critical Infrastructure (HSIN-CI), National Critical Infrastructure Prioritization Program
DHS Office of Intelligence and Analysis: Fusion Center Intelligence Analysts
DHS Transportation Security Administration
DHS United States Computer Emergency Readiness Team (US-CERT): Critical Infrastructure Cyber
Community Voluntary Program (C3)
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DHS United States Coast Guard: Area Maritime Security Committees
DHS United States Customs and Border Protection
DHS United States Secret Service: Electronic Crimes Task Forces
Federal Bureau of Investigation: InfraGard Chapters
U.S. Bureau of Reclamation
U.S. Department of State
U.S. Department of Health and Human Services

Critical Infrastructure Program Summaries
Since Phase I, State critical infrastructure
Region IX State CI Personnel Data
program priorities in Region IX have aligned
more to risk-informed data, as opposed to
State CI Program Directors
Average State CI
exclusively focusing on the lifeline sectors or
Program Size:
other specific sectors that fall within their
No change
7 persons
in # of FT
program’s area of responsibility. Identifying
CI program
13%
decrease
in
assets, conducting assessments (e.g., threat,
FT CI Program Directors directors from
CI personnel from
vulnerability, consequence), and facilitating
PT CI Program Directors Phase 1
Phase 1
robust information sharing are primary
activities for the region’s critical infrastructure programs.
Most of the region’s programs are located in agencies with a nexus to the homeland security mission, and two
State programs are located in State fusion centers. State programs have major engagement with fusion centers,
with fusion centers reporting a major focus on critical infrastructure security and resilience. Region IX State
and Pacific island directors have an average of two years of service, with a majority of program directors focusing
on critical infrastructure security and resilience part-time. Programs—across State and local agencies—are
supported by an average of four people who work on CI issues full time. However, State programs have a larger
average program size, though with a slight decrease from the number of State personnel supporting CI reported
during Phase 1.
To achieve critical infrastructure security and resilience
with decreasing resources and an expanding mission area,
Region IX programs have strong collaboration with the
private sector through established public-private networks
and leverage information liaison officers (ILO)
programs—primarily managed through fusion centers.
The region focuses on identifying infrastructure, assessing
and analyzing risk, and managing risk. This represents a
slight advancement from Phase I, as most State programs
prioritized setting goals and objectives.

Region IX Top 5 Program Priorities
Change
from P1

Phase 1 Priorities

Phase 2 Priorities

Lifeline Sectors

Threat Information

Other Specific
Sectors

Economic Sectors

Economic Sectors

Assessment Results

Assessment Results

Dependencies

Cybersecurity has become a high priority focus area for
the region, with many programs having begun
Threat Information
Lifeline Sectors
implementation of a cybersecurity program/initiative—the
majority of which have started implementation within the past year. One State program will also be co-locating
with a cybersecurity unit in the future, in order to improve mission integration and address cyber-physical
dependencies. While programs report that they have effectively focused more on building and maintaining
relationships traversing the public and private space, more private sector outreach and formal partnerships are
needed. Additional funding and improved information-sharing programs/tools are also needed. Particularly,
information-sharing improvements in the areas of cyber-physical infrastructure, accurate private sector
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information, and timely, relevant information shared through all levels are government are needed. Funding is
needed to support after-action activity generated by assessments.
The following bullets summarize State CI programs:








Arizona: Arizona Department of Homeland Security coordinates the State’s critical infrastructure security
effort. As part of this statewide effort, the Arizona Counter Terrorism Information Center (ACTIC) and the
Arizona Department of Emergency and Military Affairs (ADEMA) conduct efforts in key critical
infrastructure mission areas—information sharing and partnerships. The ACTIC shares accurate and timely
information related to critical infrastructure threats. Arizona is split into operating regions with a terrorism
liaison officer program traversing the regions and supporting critical infrastructure threat and vulnerability
assessments. ADEMA operates a public-private partnership to enable critical infrastructure owners and
operators to support State mitigation, preparedness, response, and recovery efforts. This includes the
Partners for Arizona Safety and Security (PASS)—an information-sharing partnership between the ACTIC,
ADEMA, FBI, and private sector; and an exercise and training platform. The Arizona Business Emergency
Coordination Center also supports the critical infrastructure mission through information dissemination,
needs determination, and resource coordination among the private sector during an emergency. Challenges
include obtaining accurate information from infrastructure owners and operators, and implementing an
integrated database to meet all infrastructure assessment needs—including the ability to enable access to
real-time and historical information for first responders. Location: Arizona Department of Homeland
Security. Staff: 7 part-time employees (PTE).
California: The State’s critical infrastructure program is located in the Critical Infrastructure Protection
Division of CalOES. In the next six months, the State critical infrastructure program will relocate to the
State fusion center (California State Threat Assessment Center) alongside a cybersecurity unit. This is
intended to develop strong integration across multiple critical infrastructure mission areas and enable mutual
aid and a multidisciplinary approach to preparedness, response, and recovery activity. Primary program
activities include identifying infrastructure, assessing and analyzing risk, and setting goals and objectives.
Critical program elements include risk management, partnerships, and information sharing. CalOES is
currently working with others on a State cybersecurity strategy and expanding the State emergency
operations center to address emerging threats, such as increasing wildfires. CalOES has participated on a
number of Regional Resiliency Assessment Program (RRAP) projects, including in the areas of chemical,
water, critical transportation points, and cybersecurity. Additional funding, private sector outreach, and
partnerships are needed to advance the program. Providing funding to close the gaps identified by
assessments is a short-term challenge and the integration of the Division into the State fusion center is a
long-term challenge. Location: California Office of Emergency Services. Staff: 12 full-time employees
(FTE).
Hawaii: The Hawaii State Fusion Center manages the State’s critical infrastructure program. Hawaii works
closely with Guam, American Samoa, other nearby territories, and other State and local fusion centers in the
National Network of Fusion Centers. The program conducts robust private sector outreach in order to
understand their issues and needs, as well as appropriately direct information to them in support of critical
infrastructure security. An example of partner outreach is the RRAP project that was conducted for the
Energy Sector. Primary program activities include identifying infrastructure and assessing and analyzing
risk with partnerships and information-sharing critical program elements. Location: Hawaii State Fusion
Center. Staff: 1 FTE.
Nevada: The Nevada Critical Infrastructure Protection Program (Silver Shield) is the statewide critical
infrastructure program and is integrated across two fusion centers (Southern Nevada Counter-Terrorism
Center and Nevada Threat Analysis Center). Silver Shield is managed by multiple critical infrastructure
managers deployed across the State, with local agencies coordinating with these managers as part of a Statelocal integrated approach to critical infrastructure security and resilience. The State program was initially
formed to conduct physical security assessments of critical infrastructure, but has evolved to identify,
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prioritize, and assess infrastructure risks in support of advanced objectives. Some objectives include:
identifying, capturing, and cataloging infrastructure data; assisting public and private sectors in
formulating/updating response plans; deploying Infrastructure Liaison Officer and Terrorism Liaison
Officer programs; and developing a framework for sector cooperation and information program of sensitive
infrastructure data. Primary program activities include identifying infrastructure, assessing and analyzing
risk, and implementing risk management. Critical program elements include information sharing, sector
dependencies, and partnerships. Additional funding (to support additional personnel), improved
information-sharing programs/tools, and Federal critical infrastructure programs and capabilities are needed
to advance the program. Particularly, improving how Federal tools classify and interpret Nevada’s diverse
assets. Currently the resort corridor is classified as one infrastructure asset instead of multiple assets, which
is a challenge for integrating accurate information into Federal tools. Location: Southern Nevada CounterTerrorism Center, Nevada Threat Analysis Center. Staff: 9 PTE.
Pacific Islands:
o Guam: Guam Homeland Security’s Office of Civil Defense manages Guam’s critical infrastructure
program. Primary program activities include identifying infrastructure, setting goals and objectives,
and assessing and analyzing risks. Critical program elements include partnerships, risk management,
and sector dependencies. The program coordinates with the Mariana Regional Fusion Center,
leverages experts at all government levels to conduct assessments, and has begun implementation of a
cybersecurity program in the past year. Additional training, exercises, and partnerships are needed to
advance the program. Staff: 1 FTE.
o American Samoa: The American Samoa Department of Homeland Security manages American
Samoa’s critical infrastructure program. Primary program activities include identifying infrastructure,
assessing and analyzing risks, and setting goals and objectives. Critical program elements include risk
management; built-in security and resilience during design of assets, systems, and networks; and
information sharing. The program identifies critical infrastructure and associated issues through a
homeland security advisory committee, local-level assessments, and working with nearby polities
(e.g., Hawaii) and Federal agencies (e.g., DHS, U.S. Coast Guard). Additional funding and improved
information-sharing programs/tools and partnerships are needed to advance the program. Staff: 1
PTE.

Local CI programs in Region IX are mostly staffed by government personnel and are led by a CI program director
with an average of five years of experience, but who does not exclusively focus full-time on CI security and
resilience. Resource availability is moderate, with State funding the resource made least available to their
agencies. Local CI programs have major engagement with State and local fusion centers, with local fusion centers
reporting major CI security and resilience activity. Region IX local programs have robust information-sharing
capabilities, primarily sharing information at the State and local level and with the private sector. The following
bullets summarize key themes across local CI programs:




Understanding Dependencies: Region IX local programs have limited mechanisms/tools for understanding
sector dependencies. To understand the dependencies within their area of responsibility, local programs
must first identify the critical infrastructure and then map the dependencies and failure points. This is
complicated by varying levels of infrastructure priorities and the need to ensure that the information is upto-date and accurate. One local program acknowledged that all lifeline infrastructure is interdependent and
that minimizing wide-reaching disruption risk requires focus on mitigation measures to lifeline sectors as a
best practice. Vulnerability assessment surveys were also cited as a best practice in understanding
dependencies.
Private Sector Information-sharing Programs: Similar to State programs, local programs have found
success in information liaison officer programs. These programs are primarily coordinated through fusion
centers and provide the private sector and fusion centers with timely, relevant information. However, in
many localities, private sector information sharing remains a challenge due to the sensitivity of propriety
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information. Some local fusion centers have developed cybersecurity capabilities, through which they are
able to share situational cybersecurity awareness information (e.g., local, regional, or national cybersecurity
breaches) to private sector partners. In addition, local programs report that the private sector greatly benefits
from information obtained through tangible critical infrastructure tools (e.g. topical toolkits), training and
exercises, and networking and consistent interaction across steady state and emergency operations.
Expanding Cybersecurity Capabilities: Securing dedicated funding to expand local cybersecurity
capabilities is needed to advance local CI programs. Although some work has been done in to build
cybersecurity capabilities—mostly related to information sharing—programs are understaffed for the
escalating cybersecurity threat. This is particularly true for addressing the need to integrate physical and
cybersecurity efforts. There is also a need for nimble cybersecurity experts to help prepare the private sector
for cybersecurity incidents, and to respond and recover from such incidents.



Public-Private Partnerships Summary
Public-private partnerships are integral contributors to CI programs in Region IX and are focused on facilitating
information sharing between and within public and private sectors. The major motivators for members to join and
participate in public-private partnerships are the opportunity to network, collaborate, and exchange ideas; and to
have access to a trusted clearinghouse of relevant information and training opportunities. Partnerships support
emergency response activities by connecting available resources, facilitating the supply and transport of
resources, and sharing real-time information. Common information-sharing mechanisms employed by Region IX
partnerships include in-person conferences and meetings, web-based information-sharing platforms, and exercises
or drills.
Prominent CI partnerships in the region include a wide range of SLTT homeland security/emergency management
personnel, private sector representatives encompassing a variety of sectors, and national/regional CI
organizations. Membership engagement and enrollment increases around emergency incidents; engagement and
sustainment during non-emergency incidents remains a great challenge. Examples of cross-sector and sectorspecific partnerships include the following:













Arizona Cyber Threat Response Alliance
ASIS, International
Association of Contingency Planners Chapters
Bay Area Center for Regional Disaster
Resilience
BARCfirst
California Independent System Operator
California Resiliency Alliance
California Utilities Emergency Association
Cyber Threat Intelligence Network
Hawaii State Energy Council
Health Provider Non-profit Organizations
InfraGard Chapters













Local chambers of commerce
Maritime Councils
Nevada Airport Association
Nevada Homeland Security Commission Critical
Infrastructure Committee
Northern Nevada Security Directors Association
Northern Nevada Unmanned Autonomous
Vehicle Governance Group
Orange County Shield
ReadySanDiego Business Alliance
San Francisco Lifelines Council
SoCalfirst
Water/Wastewater Agency Response Network

Current Needs and Challenges
Categories of current Region IX CI program needs and challenges, shown in Figure 3, highlight the critical needs
of partnerships, funding, information-sharing tools, and training. These are largely consistent with the major
Critical
needs and challenges from Phase 1; however, partnership capabilities and sustainment has emerged as a Most
top need
and challenge. SLTT programs continue to seek funding assistance for sustainability, primarily to maintain
dedicated CI personnel and fusion center CI activities.
The following bullets summarize the region’s current needs and challenges:
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Partnership Capabilities and
Sustainment: Building and
maintaining public-private
partnerships is a major need and
challenge for SLTT programs. Major
partnership needs include standardized
information sharing programs and
mechanisms, expanding outreach to
additional government and industry
stakeholders, collaborating with other
partnerships, and support for more
exercises involving public and private stakeholders. Partnerships in Region IX share common challenges of
maintaining active and engaged private sector membership and participation over time, prioritizing which
CI groups to participate in with limited time/personnel, (e.g., State ESFs vs. EOC structure), and
communication between IT and non-IT professionals on cybersecurity.
Funding Assistance: Sustained funding for CI program mission implementation is a major need, especially
following recent reductions in grant funding. CI programs request funding assistance to maintain adequate
staffing, support local and Territory CI activities, address gaps identified by assessments, and expand private
sector outreach.
Training: Common topics for training and exercises needs include conducting CI assessments (e.g., asset
identification and risk assessments for physical and cybersecurity) and integrating physical and
cybersecurity.
Federal Program Enhancement: Common themes of suggestions include establishing specific grant
funding for CI identification, prioritization, and risk management; consolidating cybersecurity education and
awareness programs for CI stakeholders; enhancing IP Gateway to include more valued aspects of ACAMS;
improving local-level resolution of nationally significant CI; and providing guidance on grant-justifiable
activities following a completed RRAP.
Cybersecurity Gaps: Inconsistencies in cybersecurity capabilities and resources present challenges to CI
programs. A great deal of information is available to programs and partnerships at the national level (e.g.
from US-CERT, C3, InfraGard, sector and multi-state ISACs), yet organized groups or mechanisms for
local-level cybersecurity resources are lacking or unknown.
Personnel Turnover: Periodic loss of key personnel is a challenge. CI personnel often turn over every four
or eight years due to administration or contract changes. Maintaining skilled CI professionals is difficult in
such an environment.
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STATE, LOCAL, TRIBAL, AND TERRITORIAL GOVERNMENT COORDINATING COUNCIL
REGIONAL CONSORTIUM COORDINATING COUNCIL

Regional Overview of
Critical Infrastructure Programs

Region Snapshot:
Region X

The Regional Overview of Critical Infrastructure Programs project, a joint effort by the State, Local, Tribal, and
Territorial Government Coordinating Council (SLTTGCC) and the Regional Consortium Coordinating Council
(RC3), documents the current state of the critical infrastructure mission implementation across the Nation. The
Regional Overview summarizes operational and budgetary changes of SLTT and public-private partnership
critical infrastructure (CI) programs over time and details how those programs are implementing CI activities, and
facilitates the sharing of information and best practices. The Regional Overview project represents Phase 2 of the
SLTTGCC Regional Initiative (2011–2013) and the RC3 Member and Mission Landscape Study (2013–2014).
This Region Snapshot for Region IX highlights primary CI activities of SLTT programs and public-private
partnerships, as well as defining characteristics, Federal program use, and needs and challenges.1

Region X
Alaska
Idaho

Oregon
Washington

Primary Activities

Needs and Challenges

Identify infrastructure
Set goals and objectives
Assess and analyze risk

Funding assistance
Training
Private sector outreach
Information-sharing tools

Primary Sectors of Focus

Primary Critical Infrastructure Activities
Region X CI programs focus their activities on
identifying assets and setting goals and
objectives, as indicated in Figure 1. This focus
is similar to the primary programmatic risk
management activities within the region during
the previous study phase. Changes from Phase
1 include CI programs’ increased focus on
cybersecurity and interdependencies.
The following bullets summarize the region’s
primary programmatic critical infrastructure
activities:


Figure 1. Programmatic Activity Relating
to NIPP 2013 Risk Management Framework

Identify Infrastructure
Set Goals and Objectives
Assess and Analyze Risk
Implement Risk…

Highest‐ranked
Program Activity

Measure Effectiveness

Set Goals and Objectives: CI programs
in Region X have formalized their program strategies by incorporating CI provisions into overarching
homeland security strategies or emergency response plans. CI program personnel value the strategic

The SLTTGCC and RC3 gathered and validated data for this project through three primary sources: council-sponsored
questionnaires to document baseline data about programs and partnerships, Virtual Roundtable webinars to facilitate
discussion among critical infrastructure professionals, and open-source research. Region X participants included
representatives from State and local homeland security offices and emergency management agencies, fusion centers, and
public-private partnerships within Alaska, Idaho, Oregon, and Washington.
1
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documents as a means to more clearly define CI goals and objectives, yet limited resources impede
developing and implementing strategic CI plans.
Identify Infrastructure: Identifying and documenting critical assets continues to be a major focus of CI
programs in the region. SLTT programs are transitioning their legacy identification and data management
methodologies to adopting IP Gateway as the current federally-supported system. CI asset criteria and
prioritization are based on Federal standards, yet modified to address the assets most critical to the
jurisdiction. Availability of resources greatly influences Region X CI identification and assessment program
activity.
Assess and Analyze Risk: Conducting CI assessments has expanded since Phase 1. Protective Security
Advisors (PSAs) coordinate a significant portion of CI assessments; however an increasing number of
assessments are conducted by State, local, and fusion center assessment teams. Assessments commonly
focus on threats and dependencies. The Regional Resiliency Assessment Program provides major support
for assessments.
Prioritize: Region X CI programs focus their
Figure 2. Cybersecurity Program
activities on lifeline sector resilience and disaster
Implementation Status for Region X
preparedness, often tailored to priorities at the local
SLTT CI Programs
level. Cybersecurity threats are an important focus
Planning only
area, which has increased since Phase 1. Many
programs are contributing significant time and
22%
Implementation started
within past year
33%
resources to cybersecurity activities (e.g.,
Implementation ongoing
establishing State and regional cybersecurity
for more than one year
information networks, conducting cyber
Fully implemented
assessments, and dedicating staff to cybersecurity
within past year
33%
11%
information sharing in fusion centers). Figure 2
Fully implemented more
depicts a representative sampling of the status of
than one year ago
SLTT CI programs implementing a cybersecurity
program.
Implement Risk Management Activities: CI program personnel are advancing their programs to improve
CI risk management in their jurisdictions within a limited resource environment. As a result, CI program
activities focus on identifying and assessing critical infrastructure, setting goals and objectives, and sharing
information. Fusion centers coordinate the majority of information flow, with substantial support from
PSAs. Lifeline sector resilience and natural disaster preparedness/emergency management greatly influence
CI programs, with strong emphasis on public-private partnerships. Partnerships across multiple levels of
government and regional private sector associations (e.g., lifeline sectors) are highly valued and are utilized
as force-multipliers to enhance resilience activities. For instance, SLTT programs leverage private sector
expertise for incident response and engage private sector partners to gain access to sector informationsharing networks.

Highlights of Success


Regional Exercise Series: Over several years, the Pacific Northwest Economic Region Blue Cascades
exercise series has been successful in building and maintaining CI relationships. The exercises are scenariobased discussion events developed by and for key stakeholder organizations that have roles and
responsibilities or significant interests in assuring the security and resilience of the Puget Sound region and
the CI and essential service organizations that underpin citizens’ health, safety, and economic well-being.
Developed and facilitated by the stakeholders themselves, the Blue Cascades exercises focus on all-hazards.
Goals of the exercises are not to test plans and procedures, but rather to raise awareness of infrastructure
interdependencies and associated vulnerabilities, impacts, and preparedness gaps; and identify potential
solutions to make needed improvements. The After Action Reports of the Blue Cascades Exercises are used
to develop Action Plans based on stakeholder-recommended and -prioritized activities.
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Public-Private Sector Working Groups: The Regional Disaster Preparedness Organization (RDPO) of
Oregon maintains a robust committee and working group structure based on CI topics relevant to its private
sector members. RDPO formed working groups that approximate U.S. Department of Homeland Security
(DHS) CI sectors. Public and private sector regional emergency management professionals within these
groups participate in monthly meetings to maintain partnership connections. RDPO leverages small business
development groups (e.g., local chambers of commerce and other economic development organizations) to
build and maintain partnership relationships, and is developing guidance for CI programs and partnerships
on using existing formats, organizations, and mechanisms to enhance regional CI security and resilience.
Cybersecurity Strategic Planning: Recognizing the need for an overarching policy and approach to cyber
incidents, the Washington Military Department developed the Washington State Significant Cyber Incident
Annex to the State’s Comprehensive Emergency Management Plan. The Annex was developed according to
the principles outlined in the National Response Framework and the Draft National Cyber Incident
Response Plan, and provides guidance on how the State plans to address significant cyber issues occurring
at the SLTT or private sector levels.





Federal Resources Leveraged
Region X CI programs leverage Federal programs, tools, capabilities, and other resources from across DHS and
other Federal agencies and departments to facilitate CI security and resilience in the region. This includes
leveraging Federal programs for analytic and assessment capabilities (e.g., threat analysis), analyzing
infrastructure security information to conduct vulnerability assessments, and enhancing catastrophic incident
preparedness. The following list of Federal resources is largely similar to those resources identified in Phase 1.
Grant programs and the PSA program continue to be highly valued. New programs, such as IP Gateway, are more
readily leveraged.










DHS Domestic Nuclear Detection Office
DHS Federal Emergency Management
Agency (FEMA): State Homeland Security
Grant Program, Urban Areas Security Initiative,
Regional Resiliency Assessment Program
DHS National Cybersecurity and
Communications Integration Center
DHS Office of Infrastructure Protection (IP):
IP Gateway, PSAs, Homeland Security
Information Network, National Critical
Infrastructure Prioritization Program
DHS Office of Intelligence and Analysis:
Fusion Center Intelligence Analysts
DHS Transportation Security Administration
DHS U.S. Coast Guard: Area Maritime
Security Committees













DHS U.S. Computer Emergency Readiness
Team (US-CERT): Critical Infrastructure
Cyber Community Voluntary Program (C3)DHS
U.S. Secret Service: Electronic Crimes Task
Forces
DHS U.S. Customs and Border Protection
DHS U.S. Immigration and Customs
Enforcement
DHS U.S. Customs and Border Protection
Federal Bureau of Investigation (FBI):
InfraGard Chapters
Federal Aviation Administration
National Oceanic and Atmospheric
Administration
U.S. Army Corps of Engineers
U.S. Department of Defense
U.S. Department of Energy: Idaho National
Laboratory

Critical Infrastructure Program Summaries
Region X State critical infrastructure programs are mainly supported by fusion centers and agencies with a strong
nexus to the homeland security mission. State directors have an average of five years of service and do not focus
on critical infrastructure security and resilience full-time (average range of 10%–60% of the time). State programs
are supported by an average of two people who work on CI issues full time. This represents a decline in the
number of personnel supporting critical infrastructure programs reported during Phase I. Region X programs have
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moderate to major engagement with fusion centers, with all but one State program reporting major engagement
with State and local fusion centers.
Since Phase I, Region X State critical
infrastructure program priorities have shifted
Region X State CI Personnel Data
to lifeline sector infrastructure, emergency
State CI Program Directors
Average State CI
preparedness (particularly for natural
Program
Size:
hazards), and sector dependencies. This
100%
2 persons
represents a significant shift from Phase 1, as
decrease in #
program priorities were concentrated to
of FT CI
33% decrease in
sectors of economic importance and lifeline
program directors
CI personnel from
FT CI Program Directors
from Phase 1
Phase 1
sectors. Identifying assets, assessing and
PT CI Program Directors
analyzing risk, and setting goals and
objectives are primary activities for the region’s critical infrastructure programs.
Many Region X programs see program staffing issues as a major challenge to the advancement of their programs.
Deficient funding to meet basic program elements (e.g., training and outreach to sectors), and an ever-increasing
workload among limited staff charged with a wide area of responsibility, restrain advancement of critical
infrastructure security and resilience program activities.
To help alleviate such challenges, Region X programs
Region X Top 5 Program Priorities
have strong collaboration with Federal, State, and local
Change
Phase 1 Priorities
Phase 2 Priorities
agencies, and recognized public-private partnerships.
from P1
States use public-private partnerships to leverage private
sector expertise, augment and support prioritized CI issues
Economic Sectors
Lifeline Sectors
(e.g., natural disaster response planning), and facilitate
Lifeline Sectors
Natural Hazards
access to information-sharing networks. Information
Emergency
Emergency
sharing is a critical program element of many State
Preparedness
Preparedness
programs and a variety of mechanisms (e.g., bulletins,
Other Specific
briefings, conferences/events) to share information with
Dependencies
Sectors
stakeholders. Programs located in fusion centers not only
Natural Hazards
Economic Sectors
report major critical infrastructure activity, but serve as
focal points for threat-related information relevant to
critical infrastructure and provide robust assessment capabilities. Most Region X cybersecurity programs are in
the “planning only” phase or have had implementation ongoing for more than one year. Additional funding to
combat staffing challenges and emerging risk areas (e.g., cybersecurity), and more information-sharing
programs/tools and training to reach stakeholders are needed to advance State programs.
The following bullets summarize State CI programs:




Alaska: The Division of Homeland Security and Emergency Management (DHSEM), located within the
Alaska Department of Military and Veterans Affairs, manages the State’s critical infrastructure program.
The program reports minimal engagement with the State fusion center on critical infrastructure issues and
most often interacts with the following critical infrastructure sectors: Information Technology, Energy, and
Emergency Services. Public-private partnerships in the State augment and support prioritized critical
infrastructure issues. DHSEM regularly works with State and local agencies to advance the critical
infrastructure mission and shares information with stakeholders through the Alaska Partnership for
Infrastructure Protection and Cyber Coordination Group. Location: Division of Homeland Security and
Emergency Management. Staff: 3 full-time employees (FTE).
Idaho: The State’s critical infrastructure program is located in the Idaho Bureau of Homeland Security. The
State program embraces an all-hazards approach adaptive and dynamic security activities, and seeks to
create an environment of interactive information sharing between public and private stakeholders. This

Regional Overview of Critical Infrastructure Programs (2015-2016)
Region Snapshot: Region X
February 2016

X-4





enables Idaho to identify, catalog, and assess the State’s critical infrastructure and facilitate all-hazards
protection and mitigate exploitation of identified vulnerabilities. Primary program activities include setting
goals and objectives, identifying infrastructure, and assessing and analyzing risk. The State program
recognizes that regional priorities may vary throughout the State and works with local jurisdictions one-onone to advance through all five National Infrastructure Protection Plan (NIPP) 2013 elements of
collaborating to manage risk. Critical State program elements include partnerships, risk management, and
dependencies. The Idaho Bureau of Homeland Security recognizes that public-private partnerships are vital
to filling capability gaps and creating a vehicle for cooperation. The State critical infrastructure program
utilizes these partnerships to leverage private sector expertise in pursuit of critical infrastructure security.
Emergency Services, Food and Agriculture, and Government Facilities are the sectors with which the State
program most often interacts. Assessments are primarily conducted by a State assessment team and
supplemented by the DHS PSAs. Additional partnerships and private sector outreach and improved training
are needed to advance the program. Challenges for the program to overcome include funding issues (e.g.,
for staffing), ever-increasing workloads among limited staff, and cybersecurity. Location: Idaho Bureau of
Homeland Security. Staff: 1 FTE.
Oregon: The Oregon TITAN Fusion Center, located within the Oregon Department of Justice, manages the
State’s critical infrastructure program. The fusion center is the focal point for receiving, analyzing,
gathering, and sharing threat-related information relevant to the critical infrastructure in the State.
Information Technology, Energy, and Transportation are the sectors with which the program most often
interacts. The program uses a variety of information-sharing mechanisms, such as secure access portals,
bulletins, briefings, and HSIN; in addition, public-private partnerships are used to further share information
with stakeholders. Primary program activities include identifying infrastructure, assessing and analyzing
risk, and setting goals and objectives. Critical program elements include information sharing, risk
management, and partnerships. A cybersecurity program is in the planning stages. Additional funding,
improved information-sharing programs/tools, and private sector outreach are needed to advance the
program. Limited personnel and deficient funding to host training and exercises and conduct private sector
outreach are challenges for the program to overcome. Location: Oregon TITAN Fusion center. Staff: 1
FTE, 2 part-time employees (PTE).
Washington: The Critical Infrastructure and Key Resources Section of the Washington State Fusion Center
(WSFC) collaboratively manages the State’s critical infrastructure program with the Emergency
Management Division of the Washington State Military Department. Performing assessments and
information management and sharing services are focal points of the program. Assessments are conducted
by the State’s DHS PSA, a state assessment team, and local (county/city) assessment teams. Primary
program activities include assessing and analyzing risk, implementing risk management, and identifying
infrastructure. Critical program elements include information sharing, dependencies, and partnerships. The
fusion center collaborates with a variety of Federal, State, local, and regional agencies and public-private
partnerships in support of critical infrastructure security. Public-private partnerships are used to augment
and support prioritized critical infrastructure issues, such as natural disaster response planning. Improved
information-sharing programs/tools and additional funding and training are needed to advance the program.
Challenges for the program to overcome include increasing workloads and limited staff; strained State and
local operating budgets, which limit critical infrastructure activity; and competing priorities. Location:
WSFC and Washington State Military Department, Emergency Management Division. Staff: 1 FTE, 1 PTE.

Local CI programs in Region X are mostly staffed by government personnel and are led by a CI program director
with four years of experience, but who does not exclusively focus full-time on CI security and resilience.
Resource availability is minimally to moderately available, with funding and personnel the resources made least
available to their agencies. Local CI programs have moderate engagement with State and local fusion centers.
Risk management, understanding dependencies, information sharing, and focusing on both infrastructure security
and resilience are critical program elements of Region X local programs.
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Key themes across local CI programs include the following:






Distributed Critical Infrastructure Programs: Local critical infrastructure programs in Region X
embrace a distributed program model, defined by limited formal program structure and program
responsibilities split among multiple personnel. Some local jurisdictions have centralized program authority
through a manager; however, program activity responsibilities are still split among personnel across the
department or agency. To support infrastructure security and resilience across such a loose structure, local
programs rely on strong coordination and collaboration. Local jurisdictions rely on regular meetings,
multidisciplinary emergency preparedness working groups, regional exercises, and strong sector
partnerships to ensure coordination and enhance collaboration.
Adaptable Information Sharing: Most Region X local programs lack a formal information-sharing
program that receives and disseminates information to stakeholders. Instead, local programs embrace an
adaptable information-sharing “program” model with partnerships as its main feature. To receive
information, local programs rely on developed relationships with Federal agencies (e.g., FBI and DHS field
offices) and access to Federal information-sharing platforms (e.g., HSIN, USCERT) and State and local
information-sharing capabilities, such as through fusion centers or partnerships with State-level government
agencies. To disseminate information to critical infrastructure sectors, local programs rely on briefings
(teleconference and in-person), conferences/events, industry associations, and working groups. Information
is regularly shared across all government levels, as appropriate, through secure access portals, briefings,
fusion centers, conferences/events, and emergency operations centers.
Building Cybersecurity Capabilities: Many Region X critical infrastructure programs are in the
cybersecurity program planning phase. Local programs recognize the importance of building local
cybersecurity program capabilities, as cybersecurity incidents are not limited to one sector or level of
government and there is a convergence of physical and cyber security. Region X local programs view
cybersecurity from a whole-community approach, in that building cybersecurity requires effort and
resources (e.g., time, tools, and personnel) from critical infrastructure sectors; Federal, State, and local
government; and private industry. The following represents needs and challenges faced by local Region X
programs in building cybersecurity programs: understanding roles and responsibilities, ensuring response
and recovery coordination across all levels of government, developing roadmaps for cybersecurity incident
response, obtaining cybersecurity training and education, and disseminating cybersecurity tools and
resources.

Public-Private Partnerships Summary
Public-private partnerships are integral contributors to CI programs in Region X and are focused on facilitating
information sharing between and within public and private sectors. Major motivators for members to join and
participate in public-private partnerships include the opportunity to network, collaborate, and exchange ideas; the
conveyance of national-level policies and programs; and shared resources. Partnerships support emergency
response activity by connecting available resources, facilitating the supply and transport of resources, and
enabling private sector participation in government emergency operation centers. Common information-sharing
mechanisms employed by Region X partnerships include in-person conferences, meetings, and exercise events.
Prominent CI partnerships in the region include a wide range of SLTT homeland security/emergency management
personnel, private sector representatives specializing in disaster preparedness and business continuity, and
national/regional CI organizations. Membership engagement and enrollment increases around emergency
incidents; engagement and sustainment during non-emergency incidents remains a great challenge. Existing
organizations and structures such as local and regional chambers of commerce are leveraged to build publicprivate relationships.
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Examples of cross-sector and sector-specific partnerships include the following:








Alaska Native Tribal Health Consortium
Alaska Partnership for Infrastructure Protection
ASIS International Chapters
Building Owners and Managers Association of
Oregon
InfraGard Members Alliance Chapters
Multi-State Information Sharing and Analysis
Center
Northwest Healthcare Response Network









Northwest Water/Wastewater Agency Response
Network
Oregon Continuity Planners Association
Pacific Northwest Economic Region
Red Cross
Regional Disaster Preparedness Organization
Salvation Army
Washington Association of Sheriffs and Police
Chiefs

Current Needs and Challenges
Categories of current Region X CI program needs and challenges, shown in Figure 3, highlight the critical needs
of funding, training, private sector outreach, and information-sharing tools. These are largely consistent with the
major needs and challenges from Phase 1, though with more emphasis on outreach to the private sector. SLTT
programs continue to seek funding assistance for sustainability, primarily to maintain dedicated CI personnel and
local CI activities. The following bullets summarize the region’s current needs and challenges:










Funding Assistance: Sustained
Figure 3. SLTT Critical Infrastructure Program
funding for CI program mission
Most Critical
Needs and Challenges
implementation is critical, especially
Funding Assistance
following recent reductions in grant
Training
funding. CI programs request funding
Private Sector Outreach
assistance to maintain adequate
Information‐Sharing Tools
staffing, support local CI activities,
Partnerships
expand private sector outreach, and
Federal CI Programs and Capabilities
continue or expand training and
Exercises
exercises on pressing CI topics (such
as cybersecurity and interdependencies).
Training: Common topics for training and exercises include conducting CI assessments (e.g., asset
identification, risk assessments, and the same training provided to PSAs) and expanding/leveraging publicprivate CI exercises (for cybersecurity or natural disaster incidents).
Federal Program Enhancement: Common suggested themes include reestablishing CI security- and
resilience-specific grant funding (including cyber-specific allocations), enhancing Federal tools and
capabilities to meet SLTT needs (especially for information sharing), providing strategic planning support,
expanding outreach to county programs, and developing an exercise series to demonstrate the importance
and value of public-private partnerships for CI security and resilience.
Partnership Capabilities and Sustainment: Major partnership needs include expanding outreach to
additional government and industry stakeholders, collaborating with other partnerships, and supporting more
exercises with public and private stakeholders. Partnerships in Region X share common challenges of
maintaining active and engaged private sector membership and participation over time and sharing specific
private sector CI facility information with first responders.
Cybersecurity Gaps: Inconsistencies in cybersecurity capabilities and resources challenge CI programs.
Programs are challenged by a lack of a common roadmap for cybersecurity event preparation and response.
SLTT programs and smaller-scale CI owners and operators are uncertain of whom to contact and what
terminology to use for cyber risk management.
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Sparse Infrastructure and Population: The region’s low population density, coupled with widely
dispersed critical infrastructure, is a substantial challenge for CI program sustainment.
Personnel Turnover: Periodic loss of key personnel is a challenge. CI personnel often turnover every four
or eight years due to administration or contract changes. Maintaining skilled CI professionals is difficult in
such an environment.
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