
 

 

 

 

 The Partnership Quarterly includes critical infrastructure security and resilience articles, highlights cross-
sector initiatives, and identifies training and exercise opportunities, new tools, and resources.  

We want to hear from you! Please send your story ideas or event content to 
Sector.Partnership@hq.dhs.gov with “The Partnership Quarterly” in the email subject line. We hope that 
you will find The Partnership Quarterly informative and useful for sharing your activities to the larger 
critical infrastructure community.  
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Deputy Assistant Secretary for the Office of Infrastructure Protection 
(IP), William F. Flynn, who received a Meritorious Presidential Rank 
Award last fall and was honored at a White House Award Ceremony on 
December 9, 2014, retired from the Federal government at the end of 
2014 after nearly 11 years of outstanding service with the Department of 
Homeland Security (DHS). Awarded to only the top 5 percent of all 
Senior Executives in the Federal government, the Meritorious 
Presidential Rank Award recognizes the highest standards for program 
results and executive leadership.  

A retired United States Navy Captain with over 37 years of active duty 
and reserve experience, Mr. Flynn joined DHS in January 2004 after 24 
years with the New York City Police Department. He served with 
distinction under every DHS Secretary and was personally involved in 
establishing a number of signature DHS programs in support of law 
enforcement and private sector security. Mr. Flynn’s vision and 
leadership were instrumental in many wide-reaching national and 

international security and risk mitigation programs that safeguard the Nation’s critical infrastructure, 
including:  

• Development and deployment of the DHS Protective Security Advisor (PSA) Program.  
• PSA support during National Special Security Events, such as Presidential Inaugurations, the 

Republican and Democratic conventions, and Super Bowls.  
• Development of Enhanced Critical Infrastructure Protection Security Surveys.  
• Development of the Regional Resiliency Assessment Program (RRAP) and leading the first ever 

cross-border Regional Resiliency Assessment Program projects between the United States and 
Canada.  

• Development of the Bomb-Making Awareness Program and Multi-Jurisdiction Improvised 
Explosive Device (IED) Security Planning program to provide IED security planning guidance for 
bombing prevention.  

• Development of TRIPwire, the Department’s signature information-sharing network regarding 
IEDs.  

• Implementation of DHS initiatives supporting the President’s Plan to Reduce Gun Violence, 
including operational planning and outreach to schools, houses of worship, malls, and the Jewish 
community, and development of IP’s Active Shooter Preparedness program. 

Mr. Flynn achieved an exceptional record in earning the trust and respect of partners and stakeholders 
throughout the critical infrastructure community and made immeasurable contributions to the Nation’s 
security and resilience. Recognized as a subject matter expert on critical infrastructure protection and 
resilience both nationally and internationally, Mr. Flynn has been an integral part of IP’s growth and 
development. 

 

 

 

 

 



Featured Topic: Unity of Effort through 
Cross-Component IT Collaboration 
The National Protection and Programs Directorate's (NPPD) 
Office of Infrastructure Protection (IP) and the Department of 
Homeland Security’s Office of the Chief Information Officer 
(OCIO), signed a memorandum of understanding to commit to a 
long-term, collaborative partnership to address the information 
technology portfolio of IP. The memorandum lays out four areas 
of ongoing cooperation between IP and OCIO:  

• Increased collaboration on the use of the Homeland 
Security Information Network (HSIN).  

• Expanded protected critical infrastructure information 
sharing.  

• Joint stakeholder management.  
• A series of coordinated development work, including 

simplified sign-on between HSIN and the IP Gateway.  

Future efforts for Infrastructure Protection in IT strategy, policy, architecture, requirements, resource 
allocation, and stakeholder management will be led by the newly established Infrastructure Protection IT 
Governance Board, which includes participation from across the NPPD enterprise and OCIO. The 
memorandum signing took place at the inaugural board meeting.  

“This board is very important in how we govern IT investments as they mature, as the mission expands, 
tools and platforms evolve, and the collection of data grows," Assistant Secretary for IP Caitlin Durkovich 
said as she thanked everyone for their time. "It’s how we’re going to collectively come together and 
manage IT across the Infrastructure Protection mission—especially in budget constrained times—and 
guide IT acquisition.”  

At the signing, DHS Deputy Chief Information Officer Margie Graves echoed Durkovich’s comments, 
saying she “looks forward to a strong relationship.”  

“OCIO has been honored to partner with Infrastructure Protection to enhance IT delivery. At OCIO, it’s 
our goal to provide additional resources and expert guidance to deliver what our components deliver on a 
daily basis for the mission,” she added.  

Overall, this effort is intended to be the cornerstone of improved IT systems management, ensuring 
accountability, transparency, and stronger business partnerships with all users, stakeholders and DHS 
component partners.  

Mission Spotlight: Cross-Sector 
Integration and Innovation Center 
The Office of Infrastructure Protection (IP) recently established the Cross-Sector Integration and 
Innovation Center (CSIIC) within the Sector Outreach and Programs Division (SOPD) to integrate and 



coordinate several cross-cutting activities involving multiple infrastructure sectors. The goal for this new 
functional element is to effectively address stakeholder-driven requirements associated with cross-sector 
risk management priorities, ranging from identification and prioritization of critical infrastructure security 
and resilience requirements, to integration of supply chain and physical-cyber issues into risk 
management practices.  

Using a centrally-coordinated approach to support and coordinate cross-sector efforts will lead to more 
effective and innovative solutions while using internal resources more efficiently. The new functional 
element operates under a partial-matrix organizational model, comprising a core team of project leads 
and supported by project-specific team members with the required skill sets and expertise to promote 
increased operational efficiencies and expanded collaboration opportunities. Cross-sector requirements, 
projects, resources, and expertise will be leveraged from the rest of the organization as needed. This 
organizational structure will achieve the benefits of a nimble, matrix-based organization while 
strengthening successful activities and programs currently in place.  

The two most recently established teams will focus on two important areas: cybersecurity and research 
and development (R&D). The cybersecurity coordination team will promote cross-sector integration of 
cyber-risks into business continuity practices. The R&D coordination team will facilitate cross-sector 
coordination and sharing of information related to R&D projects, requirements, and priorities. If you are 
interested in learning more about these new initiatives, you may reach out to CSIIC@hq.dhs.gov for 
additional information.  

The 2014 JCIP Webinar Series in Review 
In Fall 2014, the Office of Infrastructure Protection (IP) and the Regional 
Consortium Coordinating Council (RC3), in partnership with InfraGard, 
hosted the 2014 Joint Critical Infrastructure Partnership (JCIP) Webinar 
series. Each hour-long session was presented twice each month to assist 
regional stakeholders in their efforts to enhance preparedness, security, 
and resilience. 

September – National Preparedness Month – Minnesota-based 
panelists discussed security and resilience efforts associated with the 
2014 Major League Baseball All-Star Game and lessons learned for 
planning major public events. The presentation featured IP’s Stakeholder 
Education and Training Section and covered training offered by IP related 

to security awareness, as well as foundational courses available to stakeholders related to critical 
infrastructure security and resilience.  

October – Cybersecurity Awareness Month – The DHS Office of Cybersecurity and Communications 
featured two cyber risk management efforts in the month of October: the Stop.Think.Connect Campaign 
and the C3 Voluntary Program. Both of these programs align business enterprises and local governments 
and encourage the management of cyber risks, understanding of cyber threats, and empowerment of the 
American public to be safer and more secure online. During this session, a representative from the Water 
Information Sharing and Analysis Center (ISAC) also explained the ways ISAC members utilize 
exercises, evaluations, and Cyber Resilience Reviews (CRRs) to improve cyber resilience.  

November – Critical Infrastructure Security and Resilience Month – With a focus on public-private 
partnerships, this session featured a panel composed of both government-based critical infrastructure 
and emergency management specialists and private sector utility companies from Utah and Ohio. Each 
shared innovative best practices from partnerships they have collaboratively developed related to critical 
infrastructure security and resilience.  

To access the slide decks and recorded opening remarks from this series, visit the Partnership 
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Communications page on HSIN.  

Be the first to receive the 2015 JCIP Webinar Series schedule! Send your name and email address to 
Sector.Partnership@hq.dhs.gov.  

Partnership Perspectives  
In an effort to help you to get to know each other better, we interview partners about their perspectives on 
issues that are important to you. Check out the following Partnership Perspective to get a first-hand 
account of some of the critical work being accomplished.  

Dallas-Ft. Worth Participant Impressed 
with JCIP Webinar Series  

Interview with George Bartulevicz, Senior Investigator, Corporate 
Security, American Airlines, Dallas-Ft. Worth (DFW) International 
Airport.  

How did you hear about the 2014 JCIP Webinar series?  

I heard about the JCIP Webinar series through outreach provided by the 
InfraGard National Members Alliance, as well as the local InfraGard chapter here in Texas.  

Please briefly describe your primary job responsibilities in the field of critical infrastructure 
security and resilience.  

In my role as Senior Investigator for Corporate Security at American Airlines, I lead a team that provides 
security assessments for the cities we serve, produces travel safety bulletins to corporate leadership 
when they travel internationally, and conducts investigations—sometimes with the assistance of law 
enforcement—to help ensure a safe and secure working environment for our crewmembers and business 
partners, as well as for our customers. Reducing risk is our primary responsibility and, as part of that 
mission, we support all internal and external American Airlines stakeholders since collaboration and input 
are always critical factors for successful investigations and fostering a safe and secure culture.  

Have you participated in any previous Webinars or in-person dialogue sessions sponsored by the 
DHS Office of Infrastructure Protection?  

This was the first Webinar series I have participated in that was sponsored by DHS.  

What was your general impression of the JCIP Webinars that you participated in—in terms of the 
currency and relevance of the information to your daily work?  

I felt the material covered in the September series [on the topic of National Preparedness] was highly 
relevant for my daily work in terms of understanding the way that infrastructure specialists plan and 
prepare for major events that can directly impact critical infrastructure facilities and systems in major 
metropolitan areas in order to mitigate threats and hazards. The corporate security efforts that I am 
involved with for the airline industry are also heavily geared towards analyzing, assessing, and mitigating 
potential risks and threats in advance.    

Do you feel that the information shared during these Webinars will inform your decision-making 
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relative to risk management and resilience enhancements?  

Yes. I plan to share some of the material with my local InfraGard chapter at upcoming meetings.  

Would you encourage other critical infrastructure stakeholders in your network to participate in 
similar DHS/IP Webinars?  

I would. In fact, when I received information on each of the upcoming JCIP Webinars, I forwarded them to 
other professional colleagues in the airline security industry, as well as to other corporate security 
specialists I know in north Texas and nationally who work in various other industries. I also encourage 
DHS to continue to offer Webinars on targeted topics, such as active shooter, and ones that discuss 
cybersecurity threats to specific infrastructure sectors, such as Transportation.   

Quarterly Highlights 

Building a 21st Century Infrastructure  
Building a 21st century infrastructure is a critical component of the Administration’s efforts to accelerate 
economic growth, expand opportunity, create jobs, and improve the competitiveness of the American 
economy. As part of this effort, President Obama has launched the Build America Investment 
Initiative, calling on Federal agencies to identify new ways to increase investments in ports, roads, 
bridges, broadband networks, drinking water, sewer systems, and other projects through public-private 
partnerships. A Fact Sheet identifying some of the initial steps of the Build America effort has been 
posted to the White House website.  

Building upon the Recommendations of the Build America Investment Initiative Interagency Working 
Group, the White House has encouraged Departments and Agencies to increase collaboration with the 
private and public sectors and to find ways to increase the overall investment in America’s infrastructure. 
That Presidential Memorandum is available on the White House website.    

Enhanced Security Outreach Briefings  
The Protective Security Coordination Division (PSCD) and the Sector Outreach and Programs Division 
(SOPD), in cooperation with the Federal Protective Service (FPS), the Interagency Security Committee 
(ISC), DHS Office of Intelligence and Analysis (I&A), and the National Counterterrorism Center (NCTC), 
are conducting Enhanced Security Outreach briefings to provide relevant security information to owners 
and operators of commercial facilities that occupy space in or adjacent to Federal buildings. This 
information-sharing outreach provides an overview of incidents perpetrated by homegrown violent 
extremists (HVE), self-radicalized persons, and the current threat environment that has been exacerbated 
by the U.S. air campaign against the Islamic State of Iraq and the Levant (ISIL) in Iraq and Syria.    

In addition, with the recent attack in Paris, France, the Department of Homeland Security (DHS) is closely 
monitoring the event to ensure no mirror attack occurs on the Homeland. In many cases, there is no 
pattern or method to the selection of victims by an active shooter, and these situations are by their very 
nature unpredictable and evolve quickly. DHS offers free courses, materials, and workshops to better 
prepare you to deal with an active shooter situation and to raise awareness of behaviors that represent 
pre-incident indicators and characteristics of active shooters.  

The joint briefings include a panel discussion composed of Protective Security Advisors, Federal 
Protective Service Regional Directors, Fusion Center representatives or other public and private sector 
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security experts, and law enforcement to discuss the mechanisms for sharing threat information. During 
these briefings interagency partners provide details regarding the available tools, resources, and best 
practices designed to protect, prevent, and mitigate the consequences of similar incidents.  

Enhanced Security Outreach briefings have been conducted in Washington, D.C.; Boston, Mass.; 
Chicago, Ill.; Los Angeles, Calif.; and Seattle, Wash., with another briefing planned for Minneapolis, 
Minn., on Wednesday, January 28, 2015. Additional briefings have been proposed in St. Louis, Mo.; 
Denver, Colo.; Tampa, Fla.; and Oklahoma City, Okla.  

Ryder System, Inc. Awarded SAFETY Act 
Certification from DHS 
Ryder System, Inc., a leader in commercial fleet management and supply chain management solutions, 
announced that it is the first third-party logistics provider to be awarded the Support Anti-Terrorism by 
Fostering Effective Technologies (SAFETY) Act Certification from DHS for its global supply chain security 
program. The SAFETY Act provides provides important liability protections for providers of products and 
services with anti-terrorism benefits. The award is not only a validation of the  company’s effective anti-
terrorism security practices, but it also affords liability protections from third-party claims arising from an 
act of terrorism to Ryder customers who employ the company’s certified supply chain services.  

Click here for the full press release.  

Release of the Updated 2014 National 
Emergency Communications Plan 

The updated 2014 National Emergency Communications Plan (NECP) is 
released by NPPD’s Office of Cybersecurity and Communications 
(CS&C) and Office of Emergency Communications (OEC).  

On November 12, 2014, Roberta Stempfley, the CS&C Deputy Assistant 
Secretary, announced the release of the NECP on the DHS official blog. This 
is the first update to the NECP since the original publication in 2008. The 2014 
NECP provides information and guidance to those that plan, coordinate, invest 
in, manage, and use emergency communications systems. OEC worked 
closely with more than 350 representatives from Federal, State, local, tribal, 
and territorial jurisdictions, as well as the private sector, to update the NECP 
and provide a roadmap for stakeholders to implement strategies that address 
emergency communications challenges in the 21st century.   

To help stakeholders prepare for the rapidly evolving emergency communications landscape, the NECP 
emphasizes the need to enhance and update the policies, governance structures, plans, and protocols 
that enable responders to communicate and share information under all circumstances. As a stakeholder-
driven plan, the NECP aims to maximize the use of all communications capabilities available to 
emergency responders—voice, video, and data—and to ensure the security of data and information 
exchange.  

Implementation of the NECP is a shared responsibility. Over the next several months, OEC will 
collaborate with its stakeholders across all levels of government and the private sector to assist in 
identifying NECP implementation activities aimed at ensuring emergency responders across the country 
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can communicate effectively under all circumstances.   

For additional information and to download a copy of the plan, please visit the DHS NECP Webpage. For 
any questions, please contact OECNECP@dhs.gov.  

The New HSIN-CI Homepage 
The Critical Infrastructure (CI) Homepage on the Homeland 
Security Information Network (HSIN) has undergone a 
comprehensive redesign to better accommodate the additional 
information and tools now available to HSIN-CI users. The new 
design features a fresh global navigation banner to enhance the 
HSIN-CI user’s experience. The design allows users to access 
information more readily, and highlights information based on 
current incidents, topics searched for by HSIN-CI users, and 
documents from multiple sites within CI. The new homepage 
will continue to provide users with the latest critical information 
and trending topics, as well as offering enhanced search 
capabilities.  

New Postings to HSIN-CI  

The HSIN-CI homepage continuously posts new items that are intended to assist Federal, State, local, 
and tribal government agencies and authorities, private sector CI owners and operators, and other 
entities in developing priorities for protective and support measures related to an existing or emerging 
threat to homeland security. Joint Intelligence Bulletins, such as the document titled “Islamic State of Iraq 
and the Levant (ISIL) and Online Supporters Continue to Encourage Attacks Against Law Enforcement 
and Government Personnel,” are posted to HSIN-CI under the Recent CI Documents section of the 
portal.  

Access to the site will require the use of your assigned HSIN-CI user name and password. Upon linking 
directly to the site, the user can then navigate within HSIN-CI and those Communities of Interest to which 
they have access.   

To update your HSIN password, please visit the self-service portal. For technical assistance, you 
may contact the HSIN Help Desk at hsin.helpdesk@hq.dhs.gov or toll free at (866) 430-0162.  To request 
access to HSIN-CI, contact hsinci@hq.dhs.gov. For more information, visit the HSIN-CI homepage.  

Accepting Private Sector Applications: 
The 2015 Intelligence Community (IC) 
Analyst - Private Sector Program 
The Department of Homeland Security and the Office of the Director of National Intelligence invite private 
sector partners who are U.S. citizens to apply for the 2015 IC Analyst – Private Sector Program. 
Applicants from all industries are encouraged to apply, but should have an interest and/or demonstrated 
expertise in at least one of the 2015 topics (see list of topics below). Applicants are welcome to express 
an interest in more than one of the nine new 2015 topics, but each selected program participant will be 
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assigned to only one team. Selected program participants will be notified of their selection in early March 
and will be expected to attend a kick-off meeting in Washington, DC, in late April.   

About the Program  

The IC Analyst – Private Sector Program enables intelligence community analysts and private sector 
partners to gain a greater understanding of how their disparate, yet complementary, roles can work in 
tandem to ensure mission success. Participants work on topic-focused teams over six months to create 
joint analytic products of interest to both the private sector and the U.S. Government.   

The program begins with a kick-off event in late April 2015 and concludes with a Summit in late October 
or early November 2015. The program will focus on nine topic areas:  

• Applying Private Sector Media Strategies to Fight Terrorism  
• Cyber Attribution Using Unclassified Data  
• Digital Blackmail as an Emerging Tactic  
• Identifying and Mitigating Supply Chain Risks in the Energy Sector’s Production and Distribution 

Networks  
• Impact on Supply Chain Security of Cartel Involvement in Non-Drug Crime  
• Islamic State of Iraq and the Levant (ISIL) Finances  
• Leveraging the Internet of Things to Support Intelligence  
• New Technologies in Aviation Security Screening  
• Wireless Devices in the Workplace  

What the Program Can Do For You    

For private sector analysts, the IC Analyst – Private Sector Program increases depth of expertise, 
provides new insights and perspectives, and offers a greater appreciation of open source information and 
analytic outreach. Private sector participants benefit from an increased understanding of the analytic 
process, how to engage with IC analysts, and what analysis means to them.  

Please note that by applying you are agreeing and validating:  

• That you will provide any requested information to verify your U.S. citizenship.  
• That you will notify the program if your employment status changes during the program.  
• That you will make every effort to attend, in-person, the program Kick-off and Concluding Summit 

in the Washington, DC, area.  
• That you will make every effort to participate in one or two research trips your team organizes in 

the U.S.  
• That the U.S Government is under no obligation to fund your travel for program 

activities   (although funding may become available on a case-by-case basis at a later date).  

Applicants should return the completed application form, along with a resume or CV, to 
I&APrivateSector@hq.dhs.gov no later than February 15, 2015. Note: When you press the “Submit” 
button on the bottom of the form, it will auto-generate an email to I&APrivateSector@hq.dhs.gov. You 
may attach your resume or CV to this email.  

Applicants must also have their supervisor complete and return a Participation Endorsement form 
no later than February 15, 2015, to confirm his/her support of your application to 
I&APrivateSector@hq.dhs.gov.  

Please contact Tammy Hutchinson at Tamara.Hutchinson@hq.dhs.gov or Anita Prichard at 
Anita.Prichard@associates.hq.dhs.gov with any questions.  
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"What's the 411?" Emergency Services 
Sector Informational Bulletin 
Get some helpful tips and find out more about what’s happening in the Emergency Services Sector by 
checking out the January 2015 edition of “What’s the 411?”  

Welcome to IP Gateway! 
In September 2014, the Office of Infrastructure Protection (IP) 
released the IP Gateway to its State, local, tribal, and territorial 
(SLTT) partners. The IP Gateway serves as the central location 
through which IP mission partners access IP’s integrated systems 
and data. The IP Gateway provides users with access to 
infrastructure data collection and management capabilities that 
enhance the ability to assess and manage risk within communities 
and advance the security and resilience of the Nation’s critical 
infrastructure. 
  
In addition to making the IP Gateway available to the SLTT 
community, IP is in the planning phase for making these capabilities 

available to other Federal partners, to include Sector-Specific Agencies. Further communication 
regarding this access will be provided once a timeline for this access has been identified. 
  
The IP Gateway features a consistent methodology for assessing risk to critical infrastructure at all levels 
of government, which has been integrated across all data collection tools within the IP Gateway. Taking 
this approach has allowed IP, and its mission partners at the Federal and SLTT levels, to significantly 
increase their understanding of risk to critical infrastructure and to utilize assessment information to 
support planning, incident response, and risk analytics. 
  
The “whole community” approach to critical infrastructure protection has been consistently echoed as 
critical to mission success by Federal, State, and local mission partners, and the IP Gateway is an 
excellent example of information sharing and cooperation across Federal, State, and local levels. IP is 
excited to make these capabilities available as yet another means through which we can collectively 
continue to advance the homeland security mission and improve the overall security of the Nation’s 
critical infrastructure.  

https://share.dhs.gov/p9rzmgiph13/


IP Gateways: Current and Future Capabilities  

The September release of the IP Gateway to the SLTT community 
included a number of survey and assessment capabilities aligned to 
IP’s single methodology for addressing vulnerability, threat, and 
consequence information, including the Rapid and Standard Surveys 
and the Expanded Assessment. It also featured interactive 
dashboards, which provide owners and operators with comparisons 
of similar facilities from across the country and insights into their 
facility’s security and resilience posture in an easy to comprehend 
format, allowing them to develop scenarios to explore options for 
future improvement.  In addition to these capabilities, it also included 
mapping features that allow users to access a comprehensive view 
of survey and assessment activity that has occurred within their area 
of responsibility, along with numerous static and real-time data feeds. 
Finally, the release included a calendar and Infrastructure Data 
Tools, such as the Infrastructure Data Collection Application, the 
Infrastructure Data Taxonomy, and the Automated Critical Asset Management System Viewer, which 
support critical infrastructure planning and analysis and enable users to conduct data searches.  

In October, the ability to conduct statewide or single county partitioning was added, providing 
Administrators with the ability to grant their users access either to the entire state or territory, or to a 
single county within their state or territory. The most recent partitioning solution released in late 
December 2014 provided the ability to grant users access to multiple counties, cities, and zip codes. 

Moving forward, IP intends to transition to a regular schedule of two major releases per year: one during 
the first quarter of the calendar year (January to March timeframe) and one during the third quarter (July 
to September).  

The next planned release will occur in early 2015, at which time additional features will be made available 
to the community. This release will include enhanced mapping functionality, as well as the Digital Library, 
which provides a single interface through which a wide array of critical infrastructure resources, articles, 
and reports from numerous data sources are available. It will also include the Events and Incidents 
Tracker, which allows users to develop planning scenarios, access information regarding infrastructure 
dependencies and interdependencies, and maintain a common operating picture of area infrastructure 
during special events and incidents. 

Leveraging PCII to Support Your Critical Infrastructure Protection 
Efforts  

The homeland faces persistent and evolving natural and man-made 
threats. The ability to perform predictive analysis to understand the 
vulnerabilities that impact critical assets is vital to sustaining the flow 
of goods and services within the United States. The Protected Critical 
Infrastructure Information (PCII) Program is an information protection 
regime that fosters public-private partnerships by assisting all levels of 
government with obtaining critical infrastructure information to support 

homeland security duties.  

The collected data can be used to analyze supply chains, as well as infrastructure and system 
dependencies and interdependencies. PCII can also be utilized to support National Special Security 
Event planning for National Political Conventions, dignitary visits, and high-level sporting events, such as 
the Super Bowl. The PCII Program has also proven to be a valuable tool in support of regional resiliency 
and response efforts, resulting in:  



• More than 5,000 facilities that have reduced or modified identified vulnerability gaps since 2009;  
• Notifications and warnings which prompted the mitigation of various cyber incidents; and  
• The health sector’s regional analysis of healthcare readiness to respond to incidents, such as 

Hurricane Katrina, Super Storm Sandy, and influenza studies.  

Please visit the PCII Website to learn more about how you can leverage PCII to support your mission.  

Upcoming Events  

Register Today! Climate Adaptation and 
Critical Infrastructure Webinar 
The National Protection and Programs Directorate’s Office of Infrastructure Protection will host a Webinar 
entitled “Regional Adaptation Strategies for Addressing Sea Level Rise and Its Cascading Effects.”  This 
second episode in a series of Climate Adaptation and Critical Infrastructure Webinars is scheduled for 
Friday, January 30, 2015, from 1:00 – 2:30 p.m. EST. This joint partnership Webinar will feature speakers 
from Federal, State, and local entities discussing regional adaptive strategies and activities for addressing 
the impacts of sea level rise on critical infrastructure and will cover:  

• Sea level rise in the Southeast United States—cause, how high, and when  
• Organizing communities  
• Comprehensive planning  

Register Today!  

Date: Friday, January 30, 2015; 1:00 pm – 2:30 p.m. EST  

Webinar Link  

2015 C-Cubed Voluntary Program 
Webinar Series  
The mission of the Critical Infrastructure Cyber Community (C3) Voluntary Program is to spread 
awareness of the importance of our Nation’s cybersecurity and cyber risk management. The program also 
centralizes existing capabilities and resources that promote use of the National Institute of Science and 
Technology (NIST) Cybersecurity Framework. To increase awareness, the program is launching the C3 
Voluntary Program Webinar Series in 2015. The goal of the Webinar series is to broadly educate the 
critical infrastructure cyber community about the centralized repository of relevant cyber risk management 
practices, tools, and procedures that the program provides access to, and explore some of these 
capabilities more in depth.  

The C3 Voluntary Program Webinar Series will feature a new Webinar each month and will collectively 
cover a wide array of topics to address audiences across all sectors. Potential topics include:  

• Incorporating Threat Information into Framework Use and Risk Management;  
• Informing Your Leadership: How to Raise the Importance of Cybersecurity with Your Company’s 

http://www.dhs.gov/pcii
http://bit.ly/1z0MsT7
https://share.dhs.gov/regional_climate_jan30/


C-Suite;  
• Improving Information Sharing: Leveraging ISACs and Other Channels;  
• International Cyber Risk Management; and  
• Public-Private Partnership Building: State, Local, and Regional Coordination  

We are seeking to socialize the C3 Voluntary Program Webinar Series as widely as possible and 
so we are asking that you, as one of our trusted stakeholders, help us distribute this information 
to your networks.  

The second Webinar of the series will take place on Wednesday, February 18, 2015. If you are interested 
in learning more about the C3 Voluntary Program Webinar Series, wish to offer up potential topics, or 
would like to participate, please contact Cindy Todorovich at cindy.todorovich@hq.dhs.gov. More 
information on the C3 Voluntary Program can also be found on the program’s Webpage.  

Featured Training and Resources 
The DHS Office of Infrastructure Protection offers a wide array of training programs and resources, at no 
cost, to government and private sector partners. The Web-based classroom courses and associated 
training materials provide government officials and critical infrastructure owners and operators with the 
knowledge and skills needed to implement critical infrastructure security and resilience activities. For 
further information, email IP_Education@hq.dhs.gov.  

New Online Training – Risk Management for the Water Sector:  

The U.S. Department of Homeland Security, Office of Infrastructure Protection, and the U.S. 
Environmental Protection Agency (EPA), in collaboration with Water Sector partners, recently completed 
development of a new online training course, “Risk Management for the Water Sector.”  The course is 
designed to provide water and wastewater facility owners and operators with a general knowledge of risk 
and risk management and describes the American National Standards Institute/American Water Works 
Association (ANSI/AWWA) J100-10 (J100) Standard and the J100 step-by-step process for analyzing 
risk. In addition, the course introduces EPA’s Vulnerability Self-Assessment Tool (VSAT), version 6.0, 
and provides an understanding of its application through the use of a case study. The online training 
consists of three modules and takes about 90 minutes to complete.  

Course Objectives:   

• Define risk and its basic elements  
• Define the importance of risk management and the risk management cycle  
• Illustrate the J100 Standards and risk process  
• Introduce the Vulnerability Self-Assessment Tool (VSAT)  
• Illustrate how VSAT can be used in support of risk assessment requirements  

Visit the “Risk Management for the Water Sector” to access this training.  

Active Shooter Preparedness Workshops:  

Active Shooter workshops have already taken place in a number of U.S. cities and will continue to be held 
in a number of locations in the future. These scenario-based workshops feature facilitated discussions to 
engage private sector professionals and law enforcement representatives from Federal, State, and local 
agencies to learn how to prepare for, and respond to, an active shooter situation. Through the course of 
the exercise, participants evaluate current response concepts, plans, and capabilities for coordinated 
responses to active shooter incidents.  

mailto:cindy.todorovich@hq.dhs.gov
https://www.us-cert.gov/ccubedvp
mailto:IP_Education@hq.dhs.gov
https://share.dhs.gov/riskmanagementwatersectortraining


For more information on the Department’s Active Shooter Preparedness Workshops, or to register, 
please contact ASworkshop@hq.dhs.gov.   

• Monday, February 9:  Midland, TX  
• Monday, February 9:  Atlanta, GA  
• Tuesday, February 10: Augusta, GA  
• Wednesday, February 11: El Paso, TX  
• Thursday, February 12: Charlotte, NC  
• Friday, February 13: Amarillo, TX  
• Monday, March 2:  Bowling Green, KY  
• Wednesday, March 4: Little Rock, AR  
• Friday, March 6: Columbia, MO  

Office for Bombing Prevention Training Courses:  

Bomb Threat Management Workshop  

This workshop improves the ability of critical infrastructure owners, operators, and security personnel to 
manage IED threats by highlighting specific safety precautions associated with explosive incidents and 
bomb threats. The workshop reinforces an integrated approach that combines training, planning, and 
equipment acquisition to maximize available resources for bomb threat management. Public and private 
sector representatives knowledgeable in emergency management procedures are encouraged to attend. 
This four-hour course can accommodate 50 participants.  

• Wednesday, March 04: San Diego, CA               Matt Miller, matthew.miller@sd-lecc.org  
• Friday, March 06: Mesquite, TX                          David MacDonald, davidcops@msn.com   
• Tuesday, March 10: Natick, MA                          Jeff Tedesco, jeff.tedesco@state.ma.us  
• Wednesday, March 11: Natick, MA                     Jeff Tedesco, jeff.tedesco@state.ma.us  

IED Counterterrorism Workshop  

This workshop enhances the participant’s understanding of the Improvised Explosive Device (IED) threat, 
surveillance detection methods, and soft target awareness. The workshop also covers awareness and 
prevention measures, as well as collaborative information-sharing resources to enable first responders, 
and critical infrastructure owners, operators, and security staff to deter, prevent, detect, and protect 
against the illicit and terrorist use of explosives in the United States. This eight-hour workshop can 
accommodate 250 participants.   

• Tuesday, February 03: Cleveland, OH                 Rick Gromek, rgromek@neorfc.us  
• Wednesday, March 04: Reisterstown, MD           Ray Hanna, raymond.a.hanna@hq.dhs.gov  
• Thursday, March 05: Mesquite, TX                      David MacDonald, davidcops@msn.com  
• Thursday, March 12: Wellesley, MA                    Jeff Tedesco, jeff.tedesco@state.ma.us  
• Thursday, March 12: Cheektowaga, NY              Greg Butcher, gregory.butcher@erie.gov  

IED Search Procedures Workshop  

This workshop increases IED awareness and educates participants on bombing prevention measures 
and planning protocols to detect IEDs by reviewing specific search techniques. This workshop builds 
knowledge of counter-IED principles and techniques among first responders and public/private sector 
security partners tasked with IED search and response protocols. This eight-hour workshop can 
accommodate 40 participants.   

• Thursday, January 29: Lenexa, KS                     Fred Farris, ffarris@lenexa.com  
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• Wednesday, February 18: Fort Worth, TX          Scott Donaldson, scott.donaldson@tccd.edu  

Protective Measures Course  

This course builds awareness and understanding of the IED threat, terrorist planning cycle, and indicators 
of suspicious activity. Participants, including critical infrastructure staff tasked with increasing the security 
posture of a facility or event, learn about facility vulnerability analysis, counter-IED protective measures, 
and strategies which can be utilized to mitigate risk and reduce vulnerabilities within their unique sectors. 
This two-day course can accommodate 25 participants.   

• Tuesday, January 27: Lenexa, KS                      Fred Farris, ffarris@lenexa.com  
• Tuesday, March 3: Mesquite, TX                        David MacDonald, davidcops@msn.com  

Surveillance Detection for Law Enforcement and Security Professionals  

This course provides law enforcement and public and private sector security professionals instruction on 
how to detect hostile surveillance by exploring surveillance techniques, tactics, and procedures from a 
hostile perspective.  These skills enhance counter-IED capabilities of law enforcement and security 
professionals to detect, prevent, protect against, and respond to IED threats. This three-day course can 
accommodate 25 participants. FEMA EMI IS-914, Surveillance Awareness, is a prerequisite for this 
course.   

• Tuesday, February 10: Kearney, NE                  Greg Hollingsead, greg.hollingsead@hq.dhs.gov  
• Wednesday, February 18: Freehold, NJ              Michael Smith, michael.smith@ohsp.state.nj.us  
• Tuesday, March 10: Flagstaff, AZ                        Allen Shamek, allenshamek@nnge.org  
• Tuesday, March 17: Riverside, CA                      Ileana Ireland, iireland@riversidesheriff.org  
• Tuesday, March 17: Washington, DC                  David Riedman, davidr@downtowndc.org  
• Monday, March 23: Rochester, NY                     Chris Cane, ccrane@monroecounty.gov  
• Tuesday, March 31: Louisville, KY                      Chapin Jones, chapin.jones@louisvilleky.gov  

Vehicle-Borne Improvised Explosive Device (VBIED) Detection Course  

This course improves the participant’s ability to successfully inspect for, detect, identify, and respond to a 
VBIED. Instruction covers the VBIED threat, explosive effects, IEDs, and vehicle inspections, enabling 
participants to detect, deter, and protect against the illicit use of explosives. The course is designed for 
first responders and public/private sector security staff tasked with inspecting vehicles for explosives, 
dangerous goods, or any contraband. This eight-hour course can accommodate 20 participants.  

• Thursday, January 22: Birmingham, AL               Michael Waters, michael.waters@hq.dhs.gov  
• Tuesday, January 27: Greensburg, PA                Bob Winters, bob.winters@hq.dhs.gov  
• Wednesday, February 11: Riverside, CA             Ileana Ireland, iireland@riversidesheriff.org  
• Wednesday, February 11: Newington, CT           Douglas Pesce, douglas.j.pesce@hq.dhs.gov  
• Wednesday, March 25: Fort Worth, TX               Scott Donaldson, scott.donaldson@tccd.edu 

 
The October edition of The Partnership Quarterly can be found here.  

IP would like to get your feedback on this product. Please click here to participate in a short survey.  
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